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Abstract— This paper presents Orta, a new peer-to-peer net- [15], there is no published data relating to the performance
work overlay protocol intended for use with interactive red-  of the systems when running in the multi-sender case, as they
time conferencing applications. The implementation is preented would be when running a real-time interactive videoconiere

as a reusable software library, that is not tied to any existig . licati Gi the lack of cal Its in theza
application. One application, the UCL Robust-Audio Tool, & Ing application. iven the lack of numerical results in

modified to use this library rather than IP multicast as a proof-  Of group communication applications over overlay multicas
of-concept implementation. We present the protocol desigralong it is difficult to discuss the performance of overlay mulsta
with evaluation results describing the performance of the werlay, in the setting for which IP multicast was originally designe
with focus on its usefulness for real-time applications. We know, however, that such systems are possible to build.
Indeed, the popular Skypgroup communication tool builds
some form of overlay multicast to send/receive data. Skype
Given the peer-to-peer nature of the Internet, and inceeasg unfortunately, closed-source commercial software aad
in network and host capacity in recent years, it might bechnical discussion on what techniques were used to build
expected that group conferencing applications would becomhe underlying data structures is provided (what little is
widespread. There are, however, many problems in designigtbwn about the Skype protocol [19] was obtained by reverse
real-time group conferencing applications, not least ofcWh engineering of packet traces, and is not sufficient to unaeds
is the issue of scalable many-to-many data disseminatige overlay multicast algorithms used).
between members of the group. In this paper, we present Orta, an overlay multicast prdtoco
The original design for the IP layer saw it as a stateleg@signed to cater for interactive applications, such dstirea
unicast packet delivery mechanism, with no direct suppafiultiparty audio conferencing. We describe the Orta proitoc
for multiparty applications. The IP multicast extensiod$ [ and evaluate the performance of an initial implementation o
added direct support for many-to-many applications, with t 3 range of scenarios.
network replicating packets as required. These extensidds  The contributions of our work are: (1) An improvement of
complexity, in the form of per-group state, to the netwonki, b 5, existing protocol designed to cater for interactive @gpl
allow peer-to-peer conferencing applications to be buithw tigns with many participants; (2) An open implementation of
ease. Indeed, multicast was initially targeted at appboat the Orta protocol, which can be freely used in applicatigns a
such as audio conferencing, video conferencing, ele@ronjn aiternative to IP multicast.
whiteboards, or indeed any application which involves par- the remainder of this paper is organised as follows: Section
ticipation between many/all participants. _ Il discusses certain constraints which have to be met to@tipp
Unfortunately, IP multicast is currently not as widespreagteractive applications and, in particular, audio coefeing
as anticipated. Aside from economic factors preventing ifpjications. Section Il covers related work in the arehilav
widespread use, there are also concerns about the saglabdection v covers the existing work on which Orta was based.
due to the router state needed to support many small groés:tion v provides detailed information on the Orta protoco
[2], and security of content/authorisation of users. Dut&Se it evaluation results and discussion of the behaviouhef t
concerns, various approaches to providing applicatioglleyotocol in Section VI. We conclude the paper with some

multicast have been developed [2]-{18], each of which &&klygssiple future directions in Section VII, and conclude in
a slightly different intended application. These system#db geaction VIII.

some form of overlay multicast distribution network, which
is almost always much more efficient than using IP unicast
alone, but less efficient than IP multicast; the overlay roadt
incurs duplication of packets at hosts where IP multicastldio  Interactive applications such as group conferences place
duplicate at the routers between the source and the retspiesome requirements on any overlay over which they might
but requires that far less than the one packet per recipientron. In the following, we briefly review these constraints, t
sent per cycle when using IP unicast. motivate the development of the Orta protocol.

While some previous work attempts to directly address
multi-source multicast using an overlay structure [2], [4], thtt p: / / www. skype. cont

I. INTRODUCTION

II. GROUP CONFERENCING& CONSTRAINTS



An interactive application requires swift reorganisatimin overlays cannot meet the constraints for reconfiguratio ti
the overlay in the face of changing network conditions tand robustness.
ensure all participants are fully aware of each other atrat$. Of the mesh-based overlay multicast protcols published,
For example, members departing the group; members who rpBrhaps the most developed is the End System Multicast
on the leaving group member for packet delivery require th@ESM) architecture using the Narada protocol [8], [22],][23
the overlay restructure as quickly as possible, with atelittdeveloped at Carnegie Mellon University. Narada was the
disruption to the packet stream as possible. Likewise, a ngwimary inspiration for Orta, and is discussed in detail in
member must be able to interact with the rest of a group upsection IV.
joining that group. In particular, a break in a distributitvae In addition to Narada, there are other approaches to forming
means that some participants may be disconnected to otheermesh structure over which to route data. Of note is the
leading to a break in conversation and loss of information. protocol described in [2], in that it creates the basic mesh

Similar to that above, low packet loss rates would be desstructure, but does not go on to generate distribution trees
able, so reorganising the overlay structure must be peddrnwithin that mesh. This presents the possibility of a mone@a”
in a timely manner. Zero packet loss due to reconfiguratidmute-force implementation of connecting multiple pap@nts
of the network is preferred, though occasional packet lessin a conference, and is limited to group sizes of around 10
acceptable when compared to longer bursts of packet lossmembers.

Further, for conversational audio to be feasible, 400ms isScattercast, [7], uses a protocol called Gossamer, based on
considered to be an approximate upper bound on the round the ESM work, which attempts to cut down control overhead,
time of audio packets in a communication [20]. The 400nts expand to larger multicast groups. The purpose of Seatter
‘limit’ should not only consider raw RTT values, howevercast is to provide a large multicast infrastructure whicksus
If we are to consider real-time audio as the data the overl&CXs (ScatterCast proXies) at known locations; these SCXs
shall be carrying, there are additional constraints to mget are application-level software components, often repdiddo
that 400ms upper bound. The sender waits for around 20al®w load balancing and redundancy, which form an overlay
to grab an audio frame, and may take a few milliseconds m@twork over IP unicast links. Clients can then connect to
encode that frame. The receiver may buffer this packet forSCXs using IP multicast if it's locally available, or by ugin
few milliseconds to take into account jitter on the inpueatn normal unicast links if not.
of packets, and again for the decoding. With all these factor Work presented in [24] offers another method of deploying
taken into account, the additional delay may be anywhese mesh-based overlay multicast solution, by generating a
between approximately 50ms and 70ms, and therefore the faerarchy of meshes. The aim of the work was to allow for
RTT to be met must be less than 350ms or 330ms respectivellf-organising overlay networks to scale to the order o$ taf
Clearly the overlay must be able to organise itself to try aritdousands of hosts, but does not look at the possibility c-ma
minimise latencies between hosts, and therefore must resigke conferencing applications where all of those thousame
quickly to new information regarding shorter routes bemveeentitled to be sources of data. The hierarchy formed geeerat
peers. a mesh of lead nodes, those lead nodes being elected within

For a network overlay to be able to cater for an audia cluster of nodes, also organised into a mesh. This form of
conferencing application, these factors must be congidiere organisation reduces the amount of control overhead redjuir

the design of the protocol. to maintain connectivity across all group members from that
of the case where we have one single mesh encompassing all
1. RELATED WORK nodes.

The most interesting and closely related work to multi- HyperCast, [14], is one other system which tackles overlay
source multicast using peer-to-peer overlays is genesaliy multicast groups with many-to-many semantics. HyperCast
between two approaches for achieving this end-goal: trderms a hypercube from group members, group members
based approaches, and mesh-based approaches. Tree-lmesmiming vertices in the hypercube. Spanning trees are em-
approaches (e.g. [4], [9], [15]) involve directly constiing bedded into the hypercube easily, while control traffic is
distribution trees from any source to all other group merspetransmitted along the edges of the hypercube.
with members explicitly choosing their parents from theeoth Skype on the other hand, is an example of a peer-to-
hosts in the system of which they are aware. Mesh-basgeer conferencing and messaging system currently in use on
approaches instead have nodes build up a richer mesh seructhie Internet, which also offers lookup capabilities on aser
consisting of many connections between different nodes, wiithin the system. An analysis of the protocols Skype uses ar
top of which distribution trees are constructed. The use pfesented in [19]. One interesting point to note on the aialy
multiple connections allows some level of redundancy whei the Skype system is that hosts forwarding separate data
nodes fail or leave the group; further, redundant connestiostreams onto other hosts further down the overlay structure
require that a routing protocol be run in the application taill mix together data streams, thus reducing packets which
construct loop-free forwarding paths between group membdrave to be sent to nodes further from sources of a distributio
[21]. This robustness makes mesh-based overlays suitafpée. Much of the previous overlay multicast work discussed
for interactive conferencing applications, whereas trased already works on the idea of replicating a packet as and when



necessary for it to reach all endpoints on the overlay, bdicau done in DVMRP [25]. The distance metric advertised via the
applications do offer this opportunity to combine dataatne distance vector algorithm is that of the weight of the link
together, thus combining two or more packets of data into orgerived by whatever application specifics are required. (e.g
Of these, it is the Narada protocol which we feel closefdtency), rather than simply the number of hops from source
suits our goal of providing an overlay to be used by intevacti to destination. While conceptually the routing algorithaultl
applications, and so what follows largely centres on whae viewed and implemented as an entirely separate entity fro
improvements can be made to Narada to suit our needs. the mesh structure upon which it runs, it makes sense for
the distance vector information required to be passed leztwe
) ) peers to be sent as part of the regular refresh packets Narada
In the following we introduce the Narada protocol, fronjefines. Thus, the process of propagating routing infomati
which Orta is derived. A more detailed description of Naradg per the distance vector algorithm, is also the process by

is available in [8]. ~ which members are able to monitor the liveliness of the other
Narada is a fully distributed peer-to-peer data distrinuti jembers.

protocol, designed to be self-organising and self-imprgvit
relies on peers in the network observing certain perforrmanc V. THE ORTA PROTOCOL
metrics, which are used to gradually improve the state of\while Narada was designed to support real-time appli-
the overlay. The metrics observed are application specifiGitions such as video conferencing, it has primarily been
for real-time communications, latency is typically usedt®s ysed with one-to-many non-interactive streaming appticat
metric, due to the timing constraints mentioned in Section |Streaming media applications have relatively long medig-pl
Available bandwidth is also an issue once transmissionityual oyt puffers (in the order of seconds) and can tolerate brief
the potential audience (and their potentially varied cafioe gisruptions in delivery; the relatively slow convergentee
types), and the size of the group are taken into consideratigf Narada after a change in group membership is not a

Narada employs a two step process to building distributigfioblem for these applications. When considering intéract
trees. Firstly, a rich graph, termed mesh is constructed conferencing applications, however, it becomes cleantiiti
between members of the group (more fully connected th@Bnyergence is important. Interactive applications budfely
a tree, less so than a fully connected graph); then a routigmall amount of data, and need a protocol that can rapidly
protocol is run over the mesh to construct spanning trees fapt to changes in network conditions and group membership
distributing data, each tree rooted at a source within toem@r | the following we describe a new protoc@yta, which we
thus allowing for the possibility of group communicatiohel have developed to improve the performance of interactiak re
following observations motivate this approach: time applications.

« The construction of one tree is prone to failure, as it only Like Narada, Orta is a fully distributed, self-organisiregp-

takes one node failure to disrupt the tree structure.  to-peer data distribution protocol which attempts to inyero

« A single tree cannot be optimised for all participants. overlay quality during the lifetime of a session. Orta isdzhs

The two-step approach allows the mesh layer to handie Narada, but distributes the control information in aefiit
group membership, along with problems such as how to optitanner, to inform the entire group of state changes as quickl
mise the mesh or how to repair a partitioned mesh structues, possible and improve convergence times after a change in
with the routing protocol running independently on top déth group memberhsip.
layer. Multiple links between peers allows for alternatates As discussed in Section IV, a key feature of the Narada
on members leaving the group. The additional links betwegnotocol is that links can be added and removed over the life-
nodes also allow for each distribution tree to potentialtydd time of a group, so that performance of the mesh is improved.
a higher quality for the host to which it belongs than a singl&larada uses a distance vector routing algorithm to embed
shared spanning tree would be. distribution trees within the mesh. While this is simple to

Narada peers constantly probe existing links to ensuraplement and not computationally expensive, such allyorst
that they remain suitable for the application after additiodo not allow for quick propagation of information relating
to the mesh. This is done by sending regular ping packdts network state changes and are slow to converge. Orta
to neighbours to measure latency between peers. Key to teplaces the distance vector algorithm with link-statdinguto
protocol is its ability to probe existing and potential lsnkn  maintain link state at each peer, over which Dijkstra’s gsir
the mesh structure, and the mechanisms to add or remove liplsh algorithm can be run. By changing to a link-state rautin
from that structure, all with the goal of improving the set ofnechanism, state changes at any group member are flooded
links included in the mesh. to the entire group, so all group members are informed as

Of note is that the mechanisms for adding or removing linlguickly as possible about the state change. This improwes th
from the mesh are different, and evaluate the utility of & linconvergence time of Orta, an important feature for a prdtoco
differently. designed for use with interactive teleconferences.

Narada runs a distance vector algorithm over the mesh, andhile the change to link state routing requires more com-
calculates the distribution tree for each source usingrseveputation at each peer compared to what is required in Narada,
shortest path between each recipient for each source, ashes rate of propagation of information provides much more

IV. THE NARADA PROTOCOL



recent information for each node which can then be used toOrta peers send information relating to links to local neigh
provide a more robust network structure for the carrying dfours to the entire group by flooding the information (as
multicast data. The flooding nature of the protocol means th@pposed to Narada peers, who send known information about
peers will be less likely to arrive at differing states cdpadf the whole group only to neighbours). Thus, the peer respon-
creating loops in the network. sible for probing an existing link in the mesh is always able

This rather major modification to how peers interact also provide the group with the current information regarding
allows for the algorithm responsible for dropping links te bthe state of that link. This method of propagating control
changed, to mirror that of the algorithm designed to alloimformation allows for: 1) Dijkstra’s shortest path algbm
Narada to add links. Measuring the utility of a link by thdéo be calculated over the link state to derive routing tallies
same mechanism on both adding and dropping a link allowach member, covered in Section V-D; and 2) faster reactions
for the same threshold calculation to be used, and shoutd offo changes in network conditions, owing to the nature of the
more reliable decisions made by the link dropping mechanispropagation mechanism.

In the following, we now describe the operation of the Orta If the weight of a link has not changed since the last
protocol in detail. cycle, a peer may opt to not send information regarding that
link. Members must still send a refresh packet containing a
sequence number as normal, and so it might be the case that on

Much as specified for Narada, Orta uses a two-stage procesmy refresh cycles, little more than the sequence number is
to build the overlay structures required to route data from aflooded for any given group member. Each member must still
source in the group to all receivers: the initial stage ildorward information on each link it owns, even if at a reduced
a control mesh, then a link-state routing algorithm is run tate, for the same reasons as mentioned above: to allow for a
construct spanning trees from each source for data dititsibu gradual repair to take place if the mesh becomes partitioned
purposes. and link state changes at any point during that partition.

No single Orta peer is solely responsible for maintaining Looping of flooded packets is avoided by having said pack-
group membership data; this responsibility falls onto akys ets carry the incremented sequence number from its source.
in the group. Sharing this burden limits group sizes byhis simplifies the handling of flooded packets somewhat eve
requiring that membership state be maintained and distriibu though all operations over control state should be idenmpte
to all peers, but allows for a high level of redundancy, anfdr example, receiving two copies of a packet to add a link
enables a new member to join by contacting any peer. Liftlom member A to member B should not result in two link
state data information flooded on arrival of a new member, @mtries for A— B.

a member leaving, on the addition of a new link, and on the To reduce the amount of information flooded relating to
removal of a link. each link in the group, the Orta protocol requires that a dis-
Each member regularly signals to its neighbours withitinction be made between the actual weight, and the adedrtis

the mesh that it is still alive by means of a refresh packeteight, of a link. The actual weight of a link is the current
which contains a sequence number. These refresh packetslatency observed over a link, while the advertised weight
also used to carry the routing information needed for daig a recently observed latency on that link. The advertised
delivery, as described in Section V-D, with each peer flogdidatency need only change when the difference between the
information regarding significant link weight variation.gi actual latency and the advertised latency is sufficientigda
delay variation) between it and its neighbours on a regulf@his should also help reduce computational load at each peer
basis (every 30 seconds, say). assuming network conditions are stable enough so as to not

On receipt of any of these flood packets, a peer ruf@rce an update on the advertised weight.

Dijkstra’s shortest path algorithm using the link state @sh 1) Members Joining:Orta, like Narada, does not concern
to generate a shortest path spanning tree from each grasplf with lookup mechanisms to locate an existing group
member to generate the routing table at each peer. This caember. Location of a group member is assumed to take
clearly lead to a lot of computation being performed at eagilace via some other mechanism. Any Orta peer is capable
peer, though ideally network conditions would not chande af admitting entry of a new peer to the group.

too frequently; if no state has changed, no computation isOn entry to the group, information on the new member

A. Overlay Construction and Group Membership

required. and new link is flooded to the entire group, thus allowing for
) distribution trees to immediately take into account the new
B. Overlay Maintenance member, even though the initial link chosen might not be the

Orta requires that each member monitor its own links, arst possible for the group. Once a new member is admitted,
flood information to the rest of the group regarding thoskdin mechanisms for improving the quality of the mesh take over.
Each group member collects information about the state ofOn a successful join the existing member should send the
each link in the mesh on receipt of floods from other membersgew host both member information and link-state informatio
As in Narada, the burden of maintaining group membershtipis information should allow for quick integration intoeth
data falls on each member of the group; in addition Orta pearesh network structure.
must store link-state information. These methods allow for a substantially faster integration



into the group than the distance-vector mechanism Naraforithm 1 Algorithm used by peet to detect and repair

employs, which will require some time for the group to learRartitions in the mesh structure.

about the new member, and also for the member to learn aboutet @ be a queue of members for whighhas stopped

the rest of the group. receiving sequence number updates for at 1&3st, time.
2) Members LeavingOn leaving, a member informs the Let T},,, be maximum time an entry may remain

group of their departure and also of any links which will while true do

be dropped by this. Again, this allows for the peers to Update@

immediately be able to restructure their distribution $reach while !Empty(Q) and Head(Q) is present inQ for >
that the new mesh topology immediately comes into effect. 7Tinqs time do

Orta peers may leave immediately after informing the grdup o j = Dequeue(Q)

their departure, in contrast to Narada peers which are medjui Initiate probe cycle to determine jfis dead, or to add

to forward data until such a time as the routing protocol has a link to it.
routed around the leaving host (by means of introducing a end while
“transient forward” value, guaranteed to be higher than any if !Empty(Q) then

weight achievable by a real link yet also lower than the itdini prob = %fsﬁi
cost which signifies no link is in place). with probability prob do
Unlike Narada, Orta does not specify a transient forward j = Dequeue(Q);
state for a link, nor is a peer required to continue to forward Initiate probe cycle to determine jf is dead, or to
packets along a link for some reasonable length of time. Pro- add a link to it.

vided the mechanisms which deal with adding and removing end
links have created a well-connected mesh, the departure of a end if
peer will not cause problems. sleep(P) // Sleep for time P seconds.
3) Member Failure:In the event of a member failure, state end while
relating to that member will linger in each other member’s
local state. This can lead to data loss due to incorrectmguti
tables. Orta employs the same mechanism as Narada $6pding them a ping packet. An Orta peer, by holding all link
detecting and repairing partitions in the mesh structuge, gtate for the group, and receiving a ping packet for a paenti
detailed in Algorithm 1, and relies on peers regularly segdi neighbour, uses Algorithm 2 to determine whether a link to
sequence numbers to the rest of the group. another group member should be added. The utility of a link
Orta requires that a peer who discovers a failed membgressentially a measure of how much that link improves the
flood to the rest of the group that both the failed member afgality of the mesh; the utility of a link lies in the rangel,
any links to or from that member are to be removed, by makingth 1 being the highest attainable utility.
use of the link-state information held locally. This should On adding a link after receiving a favourable turnaround
naturally happen on both sides of a partition, thus clearifigne to a ping packet, the round trip time on that packet is
any state relating to the failed member at all remaining peefdvertised as the latency for the new link, which the normal
Orta peers must be able to incorporate into their local stdftechanisms used to monitor the weights of links to neightour
information relating to unknown members or links carried ifan then modify over time.
a refresh packet, as state changes on one side of a partitian

will not be observed by members on the other. Algorithm 2 Evaluate Utility of link L
) ) utility = 0
C. Improving the Quality of the Mesh for each member)/, such thatM # localhost do

Key to the Orta protocol is that links are added and removed L, = new latency taM, with L in place
in a bid to improve the quality of the mesh based on some L. = current latency ta\/, without L in place
metric. The mechanism employed in Orta for dropping links if L, < L. then
is entirely different to that of Narada, and is shown in Setti utility+= w
V-C.2. end if
1) Adding Links: Orta peers add mesh links in exactly end for
the same way as defined by Narada, and require that peer$ utility > threshold then
attempt to seek out links between each other which offer some add link L
significant improvement for the data trees, or alternagieeld  end if
links to help ensure that a partition in the mesh structure is
less likely to occur. 2) Removing LinksOrta benefits from having all link state
Group members randomly select peers within the meskailable at each peer by being able to mirror Algorithm 2 to
to which they are not connected, and probes those peerstaluate a link by the same measure when dropping links.
determine the properties of the links between them. If lslen The requirement on such an algorithm is that the utility
is the metric the protocol is concerned with, this is achidye lost on dropping a link is the same as if the link were to be




added again immediately, given all other network condgionelatively easily, and after attaining those it shouldrétdble

remaining stable. to add further poor quality links, only higher quality links
Given that Orta peers store complete link-state infornmatio Given the factors that the threshold must rely on, and a

for the peer group, there is enough information availabfgeer A with its neighbours B, the threshold might be easily

locally at each peer to calculate the utility of a link by rimgn  calculated as:

a modified version of the algorithm used to add links.

n = no. of neighbours(Ajno. of neighbours(B)
Algorithm 3 Drop Links m = number of members

utility < 0 threshold = constxnxm
L <« link L to randomly selected neighbour The calculation of this threshold value is covered furtimer i
for each member)/, such thatM # localhost do Section VL.

L, < new latency toM, without L in place

L. < current latency taV/, with L in place D. Data Delivery

if L, = hen . .

réf[umOOt © Routing tables are re-calculated on any link-state change

using Dijkstra’s shortest path algorithm. The routing &bl
stored reflect the nature of the peer group being one-to-many
rather than having a lookup table déstinationagainstnext

else if L,, > L. then ( :
Y Y Ln_Lc
utility < utility + B

end if : . . .
end for hopas might be seen in a conventional IP router, here it makes
if wtility < threshold then more sense to stormurs:eagamstnext ho?(s) , . .
drop link L To calculate the routing table then, Dijkstra’s algorithsn i
end if run for each source in the peer group. The local peer can then

simply trace its own location in the spanning tree creatad, a
store the outgoing links on this tree, if any, in the routiaglée
Algorithm 3 outlines the actions Orta takes to determine ﬂ?ﬁjainst the source. If the local peer is a leaf-node on tlee tre
usefulness of a link. Given unchanging network conditi®he, o entry need be added to the routing table for this source.
utility of a dropped link would be exactly the same as if it wer Using link-state flooding, however, more computation is
to be added again. For this to work, the threshold for droppiRequired to arrive at the same result, though the outconte®f t
a link must be calculated as if that link were not in place (e&)mputaﬂon should be more up-to-date, and therefore ggeci
the utility if the link were bein_g added Wo_uld be compared t¢nhe worst case complexity of Dijkstra’s i(mlogn), where
the threshold before the addition of the link). m is the number of links in the network, andis the number
Little has to be changed from the Algorithm 2 for addingf nodes. Consider that at each peer, the algorithm will run
links; it is simply a reverse of the link addition. New overla gnce for each member in the group; with this in mind, the
distances are those without the link being evaluated Whi&%mputational complexity of recalculating routing tableing
current overlays distances are those with the link in placgis scheme is actuallg) (mnlogn).
if the utility of a link is below a given threshold — rather tha opce the routing tables have been calculated, they can
above — the link will be dropped. simply be used for lookup purposes on the receipt of any data
In normal circumstances, the dropping of a link will nopacket. The routing code must then both send data up toward
create a partition in the mesh, provided that when checkifige application layer, while also duplicating the packetsoy
the latencies, the observation of any infinite length links butgoing links dictated by the routing table.
enough to determine that the link should not be dropped.  The routing table can only be affected by control traffic
By introducing this altered mechanism for dropping linksyhen link-state changes, at which point the routing table
an Orta peer can judge the adding or removal of links agaimgtist be recomputed. Given that transmission times on dontro
the same threshold calculation. information packets are bound primarily by latency between
3) Calculation of the ThresholdThe threshold on which hosts in the system, there will be short periods of time wingre
the adding and removing links in both Narada and Orta ihe system is yet to converge on the same solution. Due to this
difficult to specify for all network conditions. The threddo fact, and that the fact that the system will constantly apteim
must be dependent on the size of the group, the numberimjrove the quality of the links in the mesh, it is entirekely
neighbours a peer has, and also the number of neighbourstifet some packets may be lost or duplicated during tramsitio
peer at the other end of the link has. Multiplying by thesperiods. Further, routing tables at peers might allow logpi
numbers alone would give a threshold value far too high to lo¢ data packets during a transition period. These tramsitio
able to add any links, though the whole lot can be multipliggeriods should not last long, however, due to the nature of
by some small constant to deliver a useful threshold value the flooding mechanism used to distribute the control traffic
It makes sense for the threshold to increase sharply origata packets carry a time-to-live field, which would prevent
a peer has achieved a handful of links; the idea behind tlo®ping packets from flooding the overlay until the group is
threshold is that a peer should be able to achieve some lirdestroyed.



Inverness

The increased frequency of state changes with a larger grou 3
precludes this protocol from being used for larger groups_
beyond the order of a few dozen members, due to the amount)
of computation taking place. The combination of increased
computation, and more frequent state changes suggestssthat
group size increases, the time taken to reconfigure allrrguti
tables in the group will take longer. .

Orta uses UDP for data transport, leaving congestion cbntro) o)
to the protocol being carried through the Orta links. This
simplifies the design of Orta, and allows for a great deal
of flexibility. Conferencing applications would typicallyse Fig. 1. Testing environments. Boxes containing numbersesemt the one-
RTP as their transport; RTP profiles for different types abda"® delay on links, shaded boxes represent switches, enmptgschosts.
provide their own method of offering congestion control, so
to force an assumption at a lower level would no doubt affe&t
the performance of the RTP transport.

(a) UK Dummynet. (b) Cross-Atlantic Dummynet.

e threshold for addition or removal of links was calculbds
described in Section V-C.3, with the constant value beirtg se
E. Summary to 0.02. The importance of the threshold is discussed furthe

As in Narada, Orta uses a two-step process to construct {Re>ection VII.
;pannjng trees it uses.for muItic.asting of data, the firg stg Testing Environments
involving the construction of a richer graph between nodes _ ) _
called a mesh, and the second being to create spanning treé@e Orta protocol was tested in the following environments:
rooted at each source in the group via some routing protocol1) Varying sized groups of machines on a LAN, with group
Orta utilises link state routing rather than distance vecto  Sizes between 4 and 36 peers. These machines were all
routing, which offers some very important benefits: 1GHz Pentium llls running Linux 2.4.21.
« Members are brought up to date with all state changes2) A Small network of systems linked together by transpar-
much faster. ent bridges running FreeBSD with Dummynet function-

« Owing to the storage of link state, link removal is more ality enabled to impose latencies on links. This network
accurate. consists six 450MHz Pentium llls running Linux 2.6.11,

« Also owing to the storage of link state, Dijkstra’s shortest ~ t© act as end-hosts on the network, and five machines
path algorithm can be used at each peer to calculate unning FreeBSD 4.11 capable of functioning as trans-
spanning trees from each source, and can do so to have parent bridges, or perhaps act as additional end-hosts.

the group arrive at a set of distribution trees which all The first environment is useful for observing how the

‘agree’, due to the flooding process. protocol behaves at different group sizes; the second aiesl|
These changes alone should suit Orta to real-time applia-more realistic setting where peers are sited at different
tions such as audio conferencing. geog_raphlc locations, imposing real latencies on packeistr
mission.
VI. EVALUATION Details of the dummynet networks constructed can be seen

The goals of our evaluation are to demonstrate that the OlteFigures 1(a) and 1(b¥. The topologies were chosen to offer
protocol generates robust, well connected, overlay nésvorreal-world latencies given group members at differenttiocs
and reacts rapidly to changes in membership. As describecBiiound the world, as might be expected in typical group
section Il, these properties are required for effectiveriattive conferencing applications; place names are simply useful t
conferencing applications. In the following, we show thatsO get a rough idea of the physical geography emulated.
works as specified, providing good performance charaeteris . .
tics for interactive real-time applications. Full detadsthe B OVerview of Protocol Behaviour
performance evaluation are available in [26]. Figures 2 and 3 show the typical overlay structure and

One key aspect of the evaluation is that as this overlalstribution trees for the networks presented in Figures) 1(
is designed for multi-source multicasting of data betweend 1(b), using the threshold defined earlier. In each, sutefig
all group members, all experiments dealing with applicatida) shows the mesh superimposed over the physical topol-
layer data will send data from each source simultaneousbgy, while subfigure (b) shows the logical network structure
unless otherwise stated. This differs from much of the other

; ; ; 2Measured from Glasgow; Inverness: uhi.ac.uk (60ms); Mesign:
work in the area of network overlays to provide multicast to mbs.ac.uk  (45ms); Leeds: leeds.ac.uk  (45ms). doan

applications, which generally deal with one source of data.scary.cs.ucl.ac.uk (50ms); Exeter: www.ex.ac.uk (50nRihg times are

We begin with a discussion of the testing environment, thepproximate to average ping time logged at start of evalnati
demonstrate that the protocol produces appropriate ogrla Measured from Glasgow; California: kame.isiedu (175m8$)as-

d | h P ka ppd P bili i achusetts: mit.edu (110ms); London: scary.cs.ucl.aqb®ms); Paris:
and evaluate the worst case link stress, adaptability o .univ-paris3.fr (50ms); Berlin: ping www.tu-berlired60ms). Ping times

protocol, and volume of control traffic generated. For altde are approximate to average ping time logged at start of atiahu
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Fig. 2. The resulting mesh over the UK dummynet, and theiligton trees (istribution trees rooted at each source.

rooted at each source.

, o C. Worst Case Stress
Subfigures (c) through (h) show the distribution trees rdote

at each source, identifying recipients by abbreviatedtiona ~ The very nature of the overlay means that individual hosts
names. are sending and receiving more data packets than the appli-

Ugation layer is aware of. The number of packets duplicated is
determined by how many links the protocol creates to or from
each host for a given network setup. This duplication raises

Figure 2 shows a typical mesh structure formed on the
network. The mesh is well connected with a relatively lovklin
stress, and is generally robust to failures. It exhibitsghér
degree of dependence on centrally located and well cormheciWo concerns:
hosts than might be desired (e.g. a failure in Manchestetdvou 1) Additional bandwidth usage over links to end-hosts.
partition the mesh), but this largely matches the topolofy o~ While the discussion of the protocol has not consid-
the underlying network. ered bandwidth, it would require serious consideration

Orta has created few connections over the longer physical if connection types varied considerably. Clearly, many
links, instead creating many connections over the shorter ~connections to be carrying data over a modem link is not
links. This is expected, since Algorithm 2 will favour shert as desirable as the same number of connections through
links due to the desire to minimise communication latency. ~ an ADSL link, or an Ethernet link.

Connectivity to distant peers could be increased by lowgerin 2) The increase in packets to be processed at each host
the threshold for adding links. This would make the network  leads to increased processing costs in the overlay code
more robust to failure, at the expense of additional linkestr executing at the application layer, and puts additional

and (potentially) end-to-end latency. pressure on the networking subsystem of the host oper-

The mesh structure Orta forms over the Cross-Atlantic ~ ating system.
network, as seen in Figure 3, has similar properties to the UKThe stress of a link is simply defined as the number of
network. Again, connectivity of the mesh could be improveidentical copies of a packet carried by a physical link to
by lowering the threshold required for adding links. The yor deliver that packet to the rest of the peer group. Worst Case
is that a departing group member can partition the mesh jwhiStress is then the maximum stress value observed on any
should be avoided if at all possible by the Orta peers. physical link in the group. In comparison, all links in a

These results demonstrate that Orta generates appropunpitgerly configured IP multicast group have a stress of 1,
topologies for the intended applications. Real-time mtéve while a naive conferencing overlay which created a conoect
conferences are expected to be formed from members integtween every pair of members over which the members copy
ested in the topic of conversation, who can be expected gackets directly to all recipients would have a physicak lin
remain in the group over its lifetime. Unlike other classés stress ofn on access links{ = number of recipients). Orta
peer-to-peer application, group membership dynamics are should attempt to minimise the stress of links throughoat th
expected to be relatively limited, and the key point is toldegroup by spreading the duplication of packets throughoait th
with network failures and topology changes. Accordinglg, wdistribution trees created from each source in the group.
do not view the dependence on some well connected centrah goal of Orta is to keep link stress low if possible,
peers to be a problem. spreading the packet replication load across the grougs Thi



stress level is only 1.

The Cross-Atlantic network in Figure 3 exhibits a worst
case stress of 3 at both London and Paris, but in this scenario
those stress levels are met for numerous distribution .tfigdes
worst case stress is clearly affected by the number of lin&s t
Test network, designed to attract connections toctvare peer, the protocol creates for the peer group.

In summary, we believe the worst case stress results for
Orta are acceptable. It is clear that overlay topologieddcou
be generated that would cause less link stress, but these com
at the expense of additional latency and are not appropriate
for the application.

(a) Physical topology of the neth) Resulting mesh structure over
work. physical topology.

Fig. 4.
shown with resulting mesh structure.

—=(5)
=5(0)
=20)
(b) Resulting mesh structure over
physical topology.

\(SgrkF_) hysical topology of the net- D. Adaptability of Mesh to Changing Network Conditions
Since the intention of the mesh approach to building distri-

bution trees for carrying data is that the quality of the mesh

gradually improves over time, it's worthwhile observingwho

Orta behaves when the network conditions change during the

is countered by the desire for a well connected mesh thatlifgtime of a peer group.
robust to failures and prefers low latency links, both fagto The following alterations to the dummynets were chosen
that may lead to an increase in the worse case link stress.to observe the behaviour of the protocol under different
The physical topologies designed specifically for testimg t conditions during the operation of the overlay; some ‘long’
worst case stress of a link are shown in Figures 4(a) and 5?1)?3 have been shortened, and some ‘short’ links have been
and were designed to observe how Orta behaves in small@fgthened.
On the UK dummynet network, the latency on the bridge
between Inverness and Glasgow was reduced from 30ms
to bms, thus removing that long link to try and prompt
more links to be formed up to Inverness. Further, the
latency on the bridge separating London and the switch
to which is is attached was increased from 3ms to 100ms,
providing a longer link which Orta should try to avoid.
On the Cross-Atlantic dummynet network, the latency

Fig. 5. Test network, designed to attract connections toctgre peer,
shown with resulting mesh structure.

more artificial, environments. The resulting mesh striegur e
are shown in Figures 4(b) and 5(b).

The quality of the overlay in Figure 4(b) suffers by not
creating enough connections between peers. This is, in part
due to the highly artificial nature of the overlay; if node E
was behind an access link with an additional latency of a
few milliseconds, the peers on the periphery of the network
would be more likely to create connections between eactr,othe o

since routing data through E would be more expensive. The
distribution trees for this network all route through E, aad
duplicates packets to all other group members. The worst cas
stress for the network is 4.

In Figure 5(b), however, Orta has created many more links
between peers. Peers A and F bridge the two halves of the

on the bridge between California and Massachusetts was
reduced from 50ms to 5ms; the latency on the bridge
separating Paris and Berlin from the rest of the network
was increased from 5ms to 100ms; finally, the latency on
the final bridge before Berlin was increased from 5ms to
50ms.

group because they are the closest together of the two halveShe behaviour of Orta with these changing conditions over
The worst case stress in this example is 3, and occurs the UK Dummynet can be seen in Figures 2(b) and 6(a). The
the links from A to its connecting switch, and from F to iteduction of latency to Inverness has allowed more linkseto b
connecting switch. The stress of the high latency link is Added, though the removal of links to Glasgow is surprising.
Orta, having partitioned this group into the two distantupp® The assumption is, again, that without additional weights o
with a connection in the middle, has avoided the potentiatcess links, the difference in distance from Manchester to
worst case stress of 5, in this case. Inverness (via Glasgow or not), for example, is negligible.

These network are highly artificial, but demonstrate th&@rta has reduced the number of links to the London host,
Orta is behaving in an appropriate manner, producing &aving had the latency to it increased considerably. Onrreco
overlay with acceptable worst case stress whilst avoiditigsl  figuration, Orta is still placing too few links to some nodes.
that would excessively induce latency. The variation observed in the Cross-Atlantic dummynet,

Considering the UK network in Figure 2 for less artificiaFigures 3(b) and 6(b), is minimal. Reducing the latency to
results, we can see that the worst case stress on any phys@alifornia has allowed Orta to create one further link in
link is 4 at Manchester. A link that appears heavily loadetthe mesh, connecting California to Glasgow. No addition of
is that from Exeter, however despite carrying three TClihks has occurred elsewhere. For the London/Paris/Berlin
connections, this physical link is not used as much as it magers, this is understandble, due to the similar increasieein
seem. While the highest stress level it sees is 3, this deesk latencies observed on those links; by reducing the lateocy t
is only actually met by considering the distribution treetesd  California, it should be expected that a new link be formed to
at itself; by considering the other distribution trees, texs that peer.
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In the time that the group is partitioned, state changes on
. . ~one side of the partition are not observed on the other; in all
(@) Logical topology of mesh aftb) Logical topology of mesh after link jt took a further 118 seconds for the link-state stored at all
ter link weights were changed. weights were changed. . .

peers to match again. The delay for this part of the process
Fig. 6. Variability of mesh under changing conditions on ¢ Dummynet. iS borne out of peers waiting for refresh packets to arrive in
order to update the link-state, and as defined in Section V-B,
peers are not required to send information on all links aheac

Observation of the round trip time (RTT) between peers ové‘?tlr_iSh C):jd?' ” d v by the impl . f
the lifetime of overlays on both networks, and in particula ese delays are aitected greatly by the implementation o

while the overlays are reorganising, show that delays trmwe_tke pr(_)tocol; a more frequgnt refrgsh cycle would be used
an interactive conferencing environment. More frequent

pairs of hosts peak directly after the latencies on Iinkseha{/nf h K hecki > q bers f
been altered, after which the overlay adds and removes.lin resh packets or checking of store sequence numuers from
The overlays manages to reduce the modified RTT betwedjer peers would allow for a faster detection of silent pger

any pair of hosts (as described in Section Il) to beneath 400fh reduction on the upper bound used to determine when a
within 30 seconds, without disrupting data flows. peer has failed would have seen group member D declared

The behaviour of the mesh in these situations shows st having failed earlier than it was. These timer variables
Orta can provide reasonable overlays for use in carryinfy re&'OUIOI naturally be reduced for real-.worlld use, and servenas a
time data, and also that the mesh is capable of reactingeféample of where the rgal d_elay exists in not only partitigni
changes in the network topology quickly enough to avoid mesh, but also repairing link-state at all peers.

unacceptable delays for extended periods of time betwee t_|_s also WOT”‘ noting that under normal operano_n_ a
peers when routing through the overlay partition formed in the mesh, perhaps from a member failing,

may be repaired before the code dedicated to fixing a partitio
E. Time Taken to Repair a Partitioned Mesh is initiated. The mechanism to randomly ping peers for the

While it is possible to have the mesh disrupted by a membirposes of e}’a'“aﬁng new_l?nks is. likely to ping a member
leaving, the trickiest situation to deal with is that of a npn N the other side of the partition. It is clear, however, that
failure. Group members must determine that this member H{g0rithm provided by Narada for purpose of partition repai
failed as per Algorithm 1, and attempt to clean up state. 1S not ideal for real-time applications.

In order that the overlay could be partitioned with eas
the code responsible for attempting to add links during the
normal operation of the overlay was disabled, and timer This is an interesting metric due to the very different way
variables chosen to demonstrate how the mesh repartitidhat control traffic is handled in the Orta protocol compated
itself. We assume that the mesh is partitioned on a peer dyifg Narada protocol. Values presented are from running each
unexpectedly, leaving all physical links in place. group size for 5 minutes.

To demonstrate the repairing of an overlay partition, archai In the implementation of Orta, most control traffic is cadrie
of seven peers was constructed, as per Figure 7(a). Grayer TCP connections; the only exception to this being the
member D was stopped abruptly (‘kill -9’), the other peefs lepinging mechanism, which uses UDP as a carrier. The average
to repair the partition created as part of their normal ragni volume of control traffic sent by each group member over TCP,
cycle. as shown in Figure 8(a), appears to rise linearly. This makes

In this test implementation, refresh packets are sent evesgnse, in that provided link state remains reasonably abnt)st
30 seconds, and sequence numbers checked at peers eveithdb most TCP traffic being sent is the regular refresh packet
seconds. With these values, it took 43 seconds before the firem each peer. The average volume of UDP traffic sent over
connection was formed from one side of the partition to the lifetime of the group appears to remain constant atreiffe
other. group sizes, presumably due to the number of neighbours each

With new links in place, flooding of any control informationpeer has in the mesh does not vary significantly. As group
could reach all group members, thus allowing normal prdtocsizes increase, so too does variation in the maximum volume
mechanisms to bring peers up to date. The implementatiohdata sent on each type of connection, suggesting that even
set the upper bound for silence from a peer to an arbitratyough the average number of neighbours a peer has in a group
70 seconds; after 72 seconds member D is declared to hesmmains constant, larger groups do see some peers withr large
failed, and removed from the local state of all peers. neighbour sets than others.

Volumes of Control Traffic Sent



soc [qoB Tl —— to fix mesh partition_is r_10t ideal for the ta_rget applicatioea

sk Al Taflc but there are potential improvements which can be made here,

475K covered in brief in Section VII.

poh While more testing over a larger variety of networks would
be required to boost confidence in the new protocol, these

results are promising.
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VIl. FUTURE DIRECTIONS

Performance of the mechanism to deal with a partition in the
mesh structure is highly dependent on the choice of paramete
values in certain scenarios, and does not make full use of the
REAN available information in others. There are two situatiote e
oL Ll a partition would have to be repaired: on a member exiting,

10 12 14 16 15 20 2 21 25 25 3 3 34 38 and failure of either physical links or of a group member.
Group Size For the former case, it is reasonable for peers process-
(a) Average volume of control traffic sent from each hostjuding mini- ing leave notifications to spot members who are no longer
mum/maximum variation. . .
reachable, and to preemptively attempt to add links to those
TP Traflc  —— . ' ' members until all members can be reached once again. Our
AlTraffic oo current implementation does not do this, and must therefore
wait for the random probing to repair the mesh, causing
additional latency when a departing peer partitions thehmes

Considering failures of links or group members, a peer
could monitor ping packets not yet returned from neighbours
and having a peer assign some large link weight (less than
infinity) to a neighbour which has not yet returned a packet.
This would allow for the mesh to route around a failure via
normal means before it might even be declared as having
failed by Algorithm 1. With a well-formed mesh, the routing

: : changes would happen swiftly; if the peer formed the only
oM £ | 1 I route between two halves of the mesh, normal link discovery
T4 6 8 10 12 14 16 15 20 22 24 26 2 30 2 34 36 mechanisms would quickly allow for new links to route over.

Group Size In either eventuality, it appears that it should be possible
(b) T_otal volume of cont_rol traffic sent throughout the emtgroup during a repair the mesh in a matter of seconds, rather than minutes.
session at each group size. . . . . . . .
Neither issue is significant in the usual case: the mesh is
Fig. 8. Variation in volumes of control traffic sent duringethifetime of the generally well connected, and will not usually be partigdn
mesh at various group sizes. by a departing member, and failures of members or links are
assumed to be rare. The changes suggested above are useful

for robustness in rare cases, not in the general case. Aefutur

Plotting the total control traffic sent over the whole pe&fpiementation of Orta will incorporate these alteratidos
group in Figure 8(b), we see that the total volume of contrelater for rare cases.

data required to maintain the group rises linearly with grou  another issue is choice of the threshold used to determine
size. This is a useful property in that the limiting factor fo,;pether or not a link should be included in the mesh. Thresh-
larger group sizes is not the volume of control data, but mayy yajye calculation currently has to be almost hardcoded t
actually the amount of computation involved at each pegfe type of network that the overlay will be running across.

Further testing would be required to determine if this Wagys is certainly not ideal, and is an area that might require

the case. considerable effort to derive a proper solution.

Further difficulty in choosing the threshold value is that it
causes the overlay to behave differently in different typges

Orta provides many desirable properties for real-timeiappénvironments. It might be beneficial to have different thres
cations. The volume of control traffic sent during the lifie¢i olds ‘hardwired’ for different environments, so a threghol
of a peer group is reasonably predictable, based on groap sinight be more appropriate for conferencing between home
Round trip times achieved on the test networks are within tlhusers over ADSL links, while another might be better for
limits required for conversational audio to take place, #rel groups of users on the same LAN. Adaptation of the thresh-
protocol proves to be capable of adapting to changing n&twald calculation during the lifetime of the overlay could be
conditions. Orta achieves worst case stress of substgriéas achievable, perhaps based on group size, number of sources,
than that of a naive unicast application. The mechanisrd usariability of link types, latencies between group membéss

Volume of control data sent at each peer (Bytes)
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name a few. Evolutionary algorithms could perhaps be of ugg]
here, to allow the system itself to decide what thresholds® u
based on results from past attempts at threshold values. Thi
approach would require substantial testing before realdvo [6]
usage.

Other potential enhancements might be analysis of the
benefit of mixing multiple audio streams to minimise the[7]
amount of duplicated traffic sent through the overlay, an(fls]
analysis of the suitability of clustering techniques [24] t
enable larger groups. These are outside the scope of thenpres
protocol, but would form the basis of interesting extension [

VIIl. CONCLUSIONS 1ol
By altering the mechanism the Narada protocol used for the
distribution of control state to group members, Orta allows1]
forms a more responsive peer-to-peer overlay, geared dowar
the transport of real-time audio between many recipiertiss T 12]
change brings with it slightly increased computationald®a
at all peers, but allows a more accurate mechanism to be
developed for the purpose of dropping links, and remov
the requirement on peers to continue to forward data for
some time after leaving the group. In addition, the immediat
advertisement of a new member to the group allows the new;
member to participate with the group immediately.

As a proof of concept we have also integrated Orta with
an existing multicast audio conferencing application [27]
demonstrating that it can replace IP multicast in real-dorf1s)
conferencing applications. An implementation of the Orta
protocol is available fromht t p: // orta. sf. net/ under
an open source license.

Orta is a new protocol, derived from the Narada protdl6l
col, appropriate for the carrying of real-time data to small
or medium-sized conference groups in the order of 10s of
members. The protocol offers distribution trees optimifad [17]
each source, and will reconfigure in light of changing networ
conditions, offering ideal conditions for the carrying @fal- [18]
time data in the absence of IP multicast.
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