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Abstract

Theintentionof IP Multicastasa serviceprovidedby network infrastructurewasto allow groupsof hoststo

sharesimilardata,leaving thenetwork to dealwith thecomplexitiesof groupmembershipandroutingissues.
Onenaturalusefor IP Multicastwasgroupconferencing.

Adoption of IP Multicast hasnot beenswift, however, leaving conferencingapplicationsdesignedfor use

with theserviceunusableoversigni�cant partsof theInternet.

This dissertationpresentsOrta, a new peer-to-peernetwork overlay which is designedto allow groupcon-

ferencing. The implementationis presentedasa reusablesoftware library, and is not tied to any existing
application;oneapplication,theRobustAudio Tool, is modi�ed to usethis library ratherthanIP Multicastas

a proof-of-conceptimplementation.Presentedareimplementationdetailsandevaluationresultsdetailingthe
characteristicsof theoverlay, with somefocuson its usefulnessfor real-timeapplications.
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Chapter 1

Intr oduction

Peer-to-Peersystemshavebeenusedfor many yearsin many applicationareas.Many Internetprotocolssuch
asFTPweredesignedto bepeer-to-peer, thoughnow they areprimarily usedfor client-serverstylesystems.

Applicationsof peer-to-peer(P2P)havebeenthrustbackinto thelimelight in recentyearswith thewidespread
useof Napster, a �le sharingsystemintendedfor thesolepurposeof sharingMP3 audio�les. Napster, how-

ever, wasonly a P2Papplicationwith respectto �le transfers,giventhat theactsof joining thenetwork and

performinga searchfor a �le werecoordinatedwith a centralserver.

Fully distributedP2Psystemscan also be created,allowing for systemstructuresto be built which avoid
theneedfor centralisedcentresof control,thusremoving onepotentialbottleneckandpoint of failure. Peers

which communicatedirectly with otherpeersshouldtheoreticallybe ableto improve performancein many
casesby not having to coordinatewith somecentralpoint of control responsiblefor governingall hostsin a

groupcommunication.Applicationsof peer-to-peersystemsarequitediverse,from �le sharing[1], to media
streaming[10, 30], to gameplaying[31].

This aim of this projectwas to build a P2Psystemon top of which could run an existing real-timegroup

communicationtool, the Robust-AudioTool shown in Figure1.1 (RAT, [4]); whereRAT currentlyusesIP
Multicast for communicationbetweengroupmembers,this P2Psystemwould besubstituted.This disserta-

tion coverspreviouswork in thisarea,theapproachtakenby thisprojectto tackletheproblem,andthedesign,
implementation,testing,andevaluationtechniquesusedduringthecourseof theproject.

1.1 Group Conferencingand IP Multicast

Giventhemany-hostsattachedto many-hostsnatureof theInternet,thepossibilityof groupconferencingin
real time usingaudioandvideo streamswould seemto be a naturalconclusion.However, therearemany

problemsinherentin designinga systemto disseminatedatabetweenmany recipientsgiventhestructureof
unicastlinks betweenhostson the Internet,andof how nä�ve implementationsof a groupcommunication

applicationmightbeimplemented.

The original designfor the IP layer, responsibleprimarily for routing packets from sourceto destination,
saw it asa statelesslayer; it kept no knowledgeof the packetspassingthroughit, merelyprocessingand

forwardingon a packet-by-packetbasis.Theconceptof connections,keepingorderingson packets,etc,is a

1
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Figure1.1: Screenshotof theRAT application.

higherlevel concerngenerallydealtwith by theTCPlayer, [16]. To nä�vely forwarddatato multiple clients
only usingstandardunicastIP links requiresthatmultiple packetsbesent,oneperrecipientfor every packet

to besent,introducinganobviousbandwidthlimitation on thesizesof groups.

IP Multicastrequiredadditionsto theoriginal IP speci�cation,andnew routingprotocols,someof whichare
coveredin [18]. The introductionof multicastingmodi�ed the initial speci�cationby requiringthat routers

maintainper-groupstatein additionto thestandardunicastroutingtable.In essence,membersof a multicast

groupall shareonemulticastaddress(moreinformationon multicastaddressingcanbe found in [6]). Data
sentto that multicastaddressis routedthroughthe Internet,with packetsreplicatedwhererequired,to be

deliveredto all membersof thatgroup. The sourceneedonly transmitonepacket for numerousrecipients.
This allows for largergroupsto receive thesamestreamingcontentsimultaneously.

Multicasting,despiteshowing earlypromise– in [35], for example– is unfortunatelynotaswidespreadasit

wasanticipatedit wouldbecome.ThemainfactorholdingbackIP Multicastis generallyconsideredto bethe
costof replacingexisting infrastructure,therouterson theInternetresponsiblefor dealingwith themulticast

traf�c. Therearealsoconcernsaboutthescalabilityof theIP Multicastsystem(with theroutersstoringstate
for potentiallymany smallgroups,issuesof time complexity arisewhenperformingroutingoperations),and

of higherlevel concernswith IP Multicastsuchaserrorchecking,encryption,etc,[15]. Subscribingto amul-

ticastgroupis usuallynotauthenticated,soany hostcouldsubscribeto any group(to thenreceiveinformation
it is not authorisedto receive, or sendrandomdatato othermembersof thatgroup);indeed,any hostcould

subscribeto all dynamicallyallocatedIP multicastaddresses,�ooding thenetwork with thein�ux of datato
thatonehost[33].

One of the applicationtypesinitially conceived as being viable over multicastwas conferencingapplica-

tions,andindeedany applicationswhich requirea level of collaborationbetweenparticipants.To this end,a
varietyof audioconferencingapplications,videoconferencingapplications,electronicwhiteboards,etc,have

beenbuilt whichuseIP Multicastfor transmissionof groupdata,by multicastingto all participants.
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A to D:
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Figure1.2: (a) shows underlyingnetwork structure,the link R1 to R2 beinga link with substantiallatency.
(b) demonstratesnä�ve unicastfrom A to all othernodes.(c) demonstratesIP Multicast. (d) demonstratesa

possibleoverlaymulticastcon�guration.

Oneof theseconferencingapplicationsis the Robust-AudioTool (RAT), developedby the UCL Network

andMultimediaResearchGroup,[3]. RAT is anaudioconferencingapplicationwhichusestheRTPprotocol,
[44], over IP Multicast, for transmissionof audiodatain a robustmanner. Furtherdiscussionof dif�culties

in providing reliableaudioover the Internet,particularlyover themulticast-capablepartof the Internet(the

“MBone”), is providedin [24]. As it stands,theRAT softwaredealswith two distinctsituations:directcom-
municationbetweentwo hosts,or groupcommunicationbetweenmembersof a commonmulticastgroup.

Given theslow uptake of multicastfunctionalitymentionedabove, thegroupconferencingfeaturesof RAT
areusableprimarily on researchnetworks suchasJANET1, but generallynot on commerciallyownednet-

works,renderingscopefor usagesigni�cantly smallerthanit might be. To allow for useof RAT over more
partsof the Internet,it makessenseto replacetrue IP Multicast functionalityby pushingmulticastup to an

applicationlevel overlay, theend-to-endargument[43] winning theday.

This is not a new idea. Therearenumerousdifferentsystemspublishedwhich pushmulticastfunctional-

ity to the endpointsof the groupsession([7, 9, 10, 11, 12, 15, 20, 25, 26, 29, 30, 33, 34, 38, 41, 47, 52]),
eachof which tacklesa slightly differentintendedapplicationfrom a slightly differentangle;thesealterna-

tivesarediscussedin-depthin Section2. Thesesystemsall build someform of overlaymulticastdistribution
network, which is almostalwaysmuchmoreef�cient thanusingIP unicastalone,but lessef�cient thanIP

multicast;overlaymulticastincursduplicationof packetsat hostswhereIP multicastwould duplicateat the
routersbetweenthesourceandthe recipients,but requiresthat far lessthantheonepacket per recipientbe

sentpercycle whenusingIP unicast.Figure1.1demonstratestheconcept:Figure1.1(a)shows theexample
network topology;Figure1.1(b)showsthesituationwherenodeA is sendingthesamedatato nodesB, C and

D over IP unicast,andis forcedto transmit3 separatepackets;Figure1.1(c)demonstratesIP Multicastbeing

usedto achieve thesameeffect,with network routersduplicatingpacketswherenecessary;Figure1.1(d)is a
potentialoverlaymulticastsystem,wherenodeA transmitstwo packets,oneboundfor B, oneboundfor C,

with C duplicatingandretransmittingthepacketboundfor D.

While someof theworks([15, 9,38, 33]) attemptto addressmulti-sourcemulticastusinganoverlaystructure,
noneof thepaperscoveringthesesystemsprovideany actualdatarelatedto theperformanceof thesystems

whenrunningin the multi-sendercase,asthey would be whenrunninga conferencingapplicationsuchas

1http://www.ja.net/
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RAT. Indeed,all of [13] is discussionof theexperienceof deployingasingle-sourceoverlaymulticastsystem,

borneoutof work from [14] and[15], whichaimedto designfor multi-sourceoverlaymulticast.

Giventhelackof numericalresultsin theareaof groupcommunicationapplicationsoveroverlaymulticast,it
is dif�cult to discusstheperformanceof overlaymulticastin onesettingwhichIP multicastwasoriginally de-

signedfor. Weknow, however, thatsuchsystemsarepossibleto build – Skype,[2], is agroupcommunication
tool which builds someform of overlaymulticaststructurewith which to send/receivedata.This softwareis

closed-sourcecommercialsoftwareencasedwithin anEndUserLicenseAgreement(EULA), whichoffersno
technicaldiscussiononwhattechniqueswereusedto build theunderlyingdatastructures,andis notstandards

compliant.

It seemsthenthat thereis no singlesolutionwith codeavailablefor constructinga many-to-many overlay

multicastsystemwhich could be usedwith RAT, thoughsomeimplementationsof suchthingshave been
donein Java(notably[38], [20]). Theaimof this projectis thereforeto build a systemcapableof application

level, peer-to-peermulticastof datain amany-to-many manner, usingRAT asaproofof concept.Clearly, the
idealoutcomewould beto producea genericoverlaymulticastsystemwhich similar applicationscoulduse

to multicastdatawhenIP Multicastfunctionalityis notavailable.

1.2 DissertationOutline

Theremainderof this dissertationis organisedasfollows: Section2 is anin-depthliteraturesurvey andgoes

into detail on the backgroundreadingsurroundingthis project, covering suchtopics as conferencingand

similar projectsdesignedfor conferencing-styleapplications;Section3 presentstheresearchapproachtaken
throughthe courseof the project; Section4 describesthe Naradaprotocolon which this project is based,

with Section5 coveringconcernsrelatedto audiotraf�c carriedby this protocol. Section6 covershow the
Ortaprotocolpresentedherevariesfrom theoriginalNaradaprotocol,with implementationdetailspresented

separatelyin Section7; Section8 then9 cover theevaluationapproachandmetricsto beconsidered,thenthe
actualevaluationresultsrespectively. Section10 concludesthedissertation,andcoverspotentialfuturework

from this project.



Chapter 2

Background and RelatedWork

The literatureon peer-to-peersystems,particularly thosefocussingon multicasting,is varied. Therehave
beenmany attemptsat tacklingpeer-to-peeroverlaymulticasting,for variousdifferentapplicationsin differ-

entenvironments(for example,thedifferencebetweenastreamingvideoapplicationwith someinfrastructure
behindit, comparedto afully distributedconferencingapplicationwith nopre-existingnetwork infrastructure

to speakof).

This chaptersubdivides the wealthof information available into somebroadcategories. Initially, in Sec-

tion 2.1, somebackgrounddiscussionis providedaroundthe two distinctareasof IP Multicastandof RTP
andconferencingapplications.In Section2.2,peer-to-peerlookupsystemsareconsidered,astheseresearch

networksaregenerallyreasonablywidely known by researchersif not thepublic at large. Attemptsat over-
lay multicastsystemsbuilt on top of theselookup androutingsubstrateshave beenconstructed,andso are

relevantto theproject.Further, thesesubstratesprovide interestingbackgroundinto theorganisationof peers
within anoverlay. Thereareanumberof multicastsystemsavailablewhichareconcernedwith thestreaming

of data,but do not make useof theselookupsubstrates,nor do they imposereal-timeconstraintson delivery
of dataastight asthoseexpectedof a conferencingapplication.Theideaspresentedarestill interestingand

potentiallyuseful,andarediscussedin 2.3. Finally, fully distributedmulti-sourcemulticastsystemswhich

aim to tackleconferencingapplicationsarediscussedin Section2.4.

The systemspresentedin this sectionhave beenimplementedand testedto someextent, but not all have
beentestedby experimentationin a real network environment. Likewise,codeis freely availablefor some

projects,andnot for others.

2.1 Conferencingand Real-Time Audio

Onthesurface,theInternet,asa carrierof databetweenpointswould appearto beidealfor thepossibilityof

providing groupconferencingabilitiesbetweenhosts.

2.1.1 IP Multicast

IP Multicastwasintendedto extendIP beyond just offering point to point communicationsaswasthecase

with standardIP unicast,to allow for groupcommunicationofferedby thenetwork, theobviousapplication

for this functionalitybeinggroupconferencing.Protocolsfor multicastingincludePIM-DM, protocolinde-

5
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pendentmulticast,densemode[5], whichworksby �ooding data,with routerssending̀prune'messagesback

up to thesourceto signalroutersto stopforwardingif thereareno listenersattachedthatpartof thenetwork,
with PIM-SM sparsemodedesignedfor thescalingover theInternet[19]. OtherprotocolsareDVMRP [48],

andMOSPF[36].

2.1.2 RTP and Conferencing

TheReal-timeTransportProtocol,RTP [44], is a protocoldesignedfor theend-to-endcarryingof real-time

data.RTP canbeusedover IP Multicast,or overnormalunicastconnections.whatit is, whatit does.While
RTP wasinitially designedwith IP Multicastin mind, it doesnot requirethatit berunover IP Multicast.

Audio conferencingapplications,suchasRAT, areavailablewhich usetheRTP protocolfor carryingreal-

time audio. This applicationis naturallysuitedfor an IP Multicastenvironment,but canbe usedto initiate
a conferencewith just oneother personover a single point-to-pointlink. Other tools availableallow for

video conferencing1, whiteboardapplications2, andsharedtext editors3, areall conceptsfor conferencing

applications.Thenaturalnetwork environmentfor theseapplicationsis thatof a network with IP Multicast
functionalitypresent.

RAT allows for a certainlevel of redundancy in the packetscarriedvia RTP, suchthat the applicationcan

toleratecertainlevelsof packet loss[24].

2.2 Peer-to-peersystemsfor object lookup and routing

TherearenumerousresearchP2Psystemswhich have beenbuilt, suchasCAN [39], Tapestry[51], Chord

[46], andPastry[42], which proposenamingschemesandmethodsof routingfrom onelocationin a names-
paceto othernodesin thatnamespace.A goalsharedby all of theseprojectsis thatof scalability;beingable

to routea messagefrom onehostin theP2Psystemto any otherwithin somereasonablenumberof overlay

hopsin relationto thenumberof nodesconnectedin theoverlaynetwork. This goalhasbeenprovento be
achievable.

Thebasicideathattheseschemesareexploiting is thatof a distributedhashtable(DHT) to ef�ciently arrive

at the locationof therequireddata.Nodesin a network form anoverlaynetwork, sharingsomenamespace.
Nodesjoining theoverlayareinsertedin thenamespaceaccordingto thealgorithmemployed,andareableto

leave theoverlay. Nodeswill alsoprovidesomeroutingmechanismfor passingmessageson to anothernode
closerto thedestinationof thatmessage.

In the following sections,several substantiallydifferentDHT schemesarereviewed. For eachof these,at-
temptsto incorporatesomemulticastingfunctionalityinto thegroupis alsodiscussed.

2.2.1 CAN

The ideaof a ContentAddressableNetwork, a CAN, is presentedin [39]. CAN presentsa
�

-dimensional
Cartesiancoordinatespaceconstructedon a

�

-torus. Objectsareplacedin theCAN spacedeterministically

1http://www- mice.cs.ucl.ac.uk/multimedia/sof tware/v ic/
2http://www- mice.cs.ucl.ac.uk/multimedia/sof tware/w bd/
3http://www- mice.cs.ucl.ac.uk/multimedia/sof tware/n te/
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(0,1) (1,1)

(0,1)(0,0)

(a)Lookupsin CAN space.

(0,1) (1,1)

(0,1)(0,0)

(b) Multicastingdataoveramini-CAN.

Figure2.1: Illustrationof thehopstakento routefrom onenodeto another, andof multicastingovera mini-

CAN. Rectangularregionsaresectionsof theCAN-spaceallocatedto a peer.

accordingto a uniform hashfunction over somekey, � . An exampleCAN spaceis shown in Figure2.1;
nodesare allocatedsectionsof the CAN space,with any keys falling into their spacebelongingto them.

CAN nodesneedthenonly know of their immediateneighboursin CAN space,i.e.: any nodein CAN space
adjacentto its own. This meansthat unlike IP routingprotocols,only knowledgeof neighbouringnodesis

required,ratherthansomeknowledgeof the topologyof the entirenetwork. Routinga messagefrom one
locationin theCAN to anotherinvolvesattemptingto taketheshortestpathtowardthedestination(in essence

attemptingto draw astraightline from sourceto destination,andsimilarly at eachintermediateoverlayhop),
so theneighbouringnodeclosestto thedestinationis chosenasthenext hop for themessage.Theaverage

pathlengthbetweenany two nodesin aCAN systemis ���

�

�����	��

�	� , where
�

is thenumberof dimensionsin

CAN space,and � is thenumberof nodesin thesystem.

Multicastingdataover a CAN is presentedin [41], wherethe stable,fault-tolerantplatform of the CAN is
usedasa vehicle for multi-sourceapplication-level multicastto large groupsof receivers (in the orderof

thousands,or more). Multicastingin CAN spaceis a simplematterof �ooding theCAN, if all nodesin the
CAN aremembersof themulticastgroup.If only somesubsetof nodesin theCAN aremembersof themul-

ticastgroup,a mini-CAN is createdover theexistingCAN, andthenthemini-CAN is �ooded with multicast
information. The coordinatespaceof the CAN allows for ef�cient �ooding algorithmsto be implemented

which reducesthenumberof duplicatedpacketsto (almost)nil (seeFigure2.1(b)). This featureof routing
throughtheCAN spaceis citedasareasonwhy multi-sourcemulticastingoveraCAN is possible,aspackets

cannaturallybeduplicatedonly whenrequired.However, largergroupswill requirethatpacketssentthrough

theoverlayareroutedthroughmoreoverlaynodes,forcing substantiallyincreasedlatenciesto nodeson the
othersideof theCAN spacefrom agivensource.

The work presentedin [40] providesa methodof addingproximity awarenessto the CAN system,termed

“binning” nodesinto areas,the processof binning boils down to pinging known serversandassumingthat
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Figure2.2: Illustrationof aTapestrynetwork androutingacrossit.

two machineswith similaroutcomesfrom thesepingsarenearto eachother. Simulationof binningnew nodes

into areasof theCAN spacecloseto eachotherbasedon the latency betweenthosenodesappearsto offer
cross-overlaylatency within thesameboundsasotheroverlaymulticastsystems.This systemof organising

theoverlaydoesimply thatnodesnearto eachotherin theCAN spacewill bereasonablynearto eachother

in physicalworld, but it cannottake into accountshifting network patterns.It is entirelypossiblefor a node
to be placedin the wrong bin dueto unusuallyheavy network traf�c at someknown servers. Further, the

formationof mini-CANs within CANs, [41], seemsterribly excessive for the purposeof forwardingaudio
data. The lack of experimentalresultsdoesnot encouragecon�dencein a systemwhich doesnot observe

network conditionswhenconsideringa real-timeapplicationsuchasaudioconferencing.

Theredoesnot appearto be any publically availablecodefor the CAN system,so this would have to be
built from scratch,following theoutlineof thesystempresentedin [39] and[41].

2.2.2 Tapestry

Tapestry, [51], offers similar bene�ts to CAN, in that it is an overlay network capableof routing traf�c
ef�ciently throughthe overlay; it is completelydecentralised,scalable,andfault-tolerant.Tapestryis self-

organisingin thatit will respondto unicastlinks betweencomponentsin theTapestryinfrastructurebecoming

busier, quieter, or beingdroppedcompletelyor reinstated.Routingin aTapestrysystemis a matterof match-
ing asmuchof thedestinationID to anneighbouringID from agivennode,similar to longestpre�x matching

usedby IP routers.Neighbourmapsare,however, of constantsize,andeachnodein thepathbetweensource
anddestinationonly hasto matchonefurtherdigit of theTapestryID; anexampleis shown in Figure2.2with

peer0325routinga messageto 4598,with matchingtakingplacearbitrarily from right to left. Thedistance
a packet travelsin Tapestryis proportionalto thethedistancetravelledin theunderlyingnetwork, suggesting

thatTapestryis at leastreasonablyef�cient.

Bayeuxis a systemimplementedon topof Tapestry, to allow thepossibilityof single-sourcemulticastovera
distribution treebuilt usingtheTapestrysubstratefor routingpurposes,[52]. Thetreescanbebuilt naturally

enough– anodewishingto join amulticastgroupaskstherootnodefor thatgroupto join; theresponsefrom

theroot sendsa specialTREEmessagewhich setsup forwardingstatein intermediateTapestryrouters,thus
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Figure2.3: Exampleof routingacrossaPastrysubstrate.

allowing for routersto duplicatepacketsonly whennecessary. Resultsbornefrom simulationhave shown

Bayeuxcapableof scalingto multicastgroupsin theorderof thousandsof members,with respectto overlay

latency, andredundantpacketduplication.However, thereareissueswith thisschemeasproposed:thetreeis
�x edoncecreated,it cannotbemodi�ed to take into accountunderlyingtraf�c conditionsandnetwork traf�c

patterns,andit is designedfor multicastoperationwith only onesource.Thesimplestway to achievemulti-
sourcemulticastusingBayeuxwould be to build numerousdistribution trees,eachonerootedat a different

multicastsource.Signi�cant modi�cation of thedesignwould berequiredto allow many-to-many multicast-
ing in Bayeux,notablyof how to inform numeroussourcesof thenew receiver, andto allow ef�cient sending

of TREEmessages- in a large enoughgroupwith enoughsenders,the control overheadinitiated whena
memberjoinsor leavesthegroupcouldeasily�ood andtemporarilydisrupttheoverlay.

It is worth noting that while Java sourcecodefor Tapestryis available for download, the sourcecodefor
Bayeuxdoesnot seemto be available,so an implementationof the Bayeuxsystemwould have to be built

from scratchandmodi�ed to work from multiple sources.To integratethis into RAT then,dif�cult decisions
wouldhaveto betakenin termsof whichpartsof theexistingJavacodeto convertto C,andindeedif sections

of thecodecouldbeleft asthey are,communicatingbetweenC andJavacodesectionsusingnetwork sockets.
Thismight resultin asystemtoocomplex for asmallconferencingapplicationsuchasRAT, especiallygiven

thelackof a widespreadTapestrynetwork to routepackets.

2.2.3 Pastry and RelatedSystems

Pastry [42] is anotherpeer-to-peerobject locationandrouting substrate,wherenodeseachhave a 128-bit

nodeID, nodeIDs de�ne thenode'spositionin a 1-dimensionalcircularnodeID space.Pastryis capableof
routinga messagefrom onenodein this ID spaceto anotherin ��������� � � overlaystepsby keepingtrackof

nodesat certainpointsaroundthe namespace(e.g.: at onehalf, onequarter, oneeighthof the way around

the namespace,etc), demonstratedin Figure2.3. Pastry is intendedasa generalsubstrateon top of which
differentapplicationscanbebuilt; anexampleof thisgeneralityis thefactthatwhile Pastrynodeskeepatrack

of nodeswhicharecloserto themin aneighbourhoodset,thelocality metricusedto determinejusthow close
two nodesareis left asan implementationdecisionfor the applicationitself. It is worth noting that Pastry
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nodesdon't actuallyusethelocality tablewhenroutingmessages,thoughit is usedto maintaintheproperty

thatall entriesin anode's routingtablepoint to a nodewhich is nearby, accordingto thelocality metric.

Scribeis an exampleof multicastingover the Pastry substrate,[11]. Scribeaims to usethe Pastry layer
to allow for large numbersof groups,eachwith a potentially large numberof members.Pastry is usedto

build treesrootedat multicastsourcesto disseminatemulticastdata.Thedistribution treein Scribeis formed
by usingtheJOIN messagesroutedfrom new receiversto theroot of themulticastsessionto setup forward-

ing tablesbackdown thetreeto thosereceivers.

Pastryallows for applicationspeci�c metricsto bede�ned to determinewhich nodesarecloseto eachother

on thephysicalnetwork for building routingtablesacrosstheoverlaynetwork. Scribecanperformmulticas-
ting of dataover Pastry, observingthe“short-routes”propertyto determinethedistancebetweentwo nodes

in termsof overlay nodes,andthe “route convergence”property, concerningthe distancetwo packetssent
to the samekey will travel beforetheir routesconverge(this presumablymakesa differencewhenrouting

datatowardtherendezvouspoint to bemulticast).While anargumentcouldbemadeagainststill having an
additionallayerof abstractionin termsof nodenaming,abiggerhit in mostapplicationlevel routingsystems

in termsof time spentin transitby packetswould be in thecontext switchesrequiredto passdataup from
the network stackto the applicationandmoreimportantlyof latenciesacrossnetwork links; an additional,

probablyminor, layerof computationprobablywould not causeseriousperformancedif�culties evenfor an

applicationwith real-timeconstraints.Theproblemwith Scribeasa systemfor multicastingdatafrom any
nodein thegroupto all othersef�ciently is thatany nodewishingto multicastto thegroupmusttransmitto

therendezvousnode,wheretherendezvousnodecanbechosenin a numberof ways(to havetherendezvous
nodebeingthenodein thenamespaceclosestto thegroupID is onemethodsuggestedin [11]). This allows

for onedistribution treeto bebuilt out from thatrendezvouspoint to all membersof a group.Issueswith this
methodareobvious: addingthis extra stepbetweensenderandreceiversincreaseslatency; the rendezvous

nodecouldeasilybecomea bottleneckespeciallyif network resourcesarenot taken into consideration;the
rendezvousnodealsobecomesa potentialpoint of failure. The authorsof Scribeprovide resultsthrough

simulationshowing promisefor their system;theseresultsaredif�cult to acceptwithout real-world testing,
however.

Chord is a systemsimilar to Pastry, in the sensethat nodesare mappedonto a 1-dimensionalcoordinate
space,[46]. Chord,likePastry, achievesroutingacrosstheoverlaynetwork in ��������� � � hops.

2.2.4 GnuStream

While theabovehavebeenresearchnetworkswhichhaven't necessarilyseenwidespreaddeploymentoutside
of academia,oneinterestingsystemcalledGnuStream[30] wasconstructedusingthewidely deployed�le-

sharingnetwork, Gnutella4. GnuStreamusesGnutellaas its lookup substrate,and retrievesportionsof a
�le for streamingfrom differentsourcesin the Gnutellanetwork. The GnuStreamlayer is responsiblefor

collectingrequireddata,andreorderingall piecesinto the correctorderbeforepassingthat dataup to the
mediaplayer. This schemerequiresbuffering at the receiver, and also relies on the mediasourcebeing

duplicatedacrossa numberof hostsin the network to achieve appropriatetransferratesto streamthe �le
reliably.

4http://www.gnutella.com/
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2.2.5 Summary

All of thesesystemsoffer someform of multicastingfunctionality. However, thereareissueswith thesystems
asproposed.CAN andChorddon't take into accountunderlyingnetwork conditions,so cannotbe trusted

to providea reliablemediumwith which to transferdatawith real-timeconstraints,no matterthenumberof
overlayhopsexist betweenany two nodes.Thesesystemsarethereforenot suitablefor this applicationof

groupcommunicationdueto thefactthatthey do notmake any correlationbetweenoverlaydistanceandthe
actualnumberof unicasthopsbetweenhosts,while TapestryandPastrydo have someconceptof theunder-

lying network topology[51]. Resultsfrom experimentationin anenvironmentasdiverseastheInternetare
not available,soreal-world behaviour of thesesystemswhich make no correlationbetweenoverlaydistance

andnetwork distanceis not available.Furthermore,thesesystemsaren't applicationspeci�c to conferencing

applications,andthenamingschemesusedaredesignedto allow for ef�cient lookupsandroutingacrossthe
overlay, andnot thephysical,network whendealingwith many thousandsof nodes.

2.3 Peer-to-peersystemsfor streamingcontentdistrib ution

As well asthesystemsalreadymentionedwhichall generallydealwith looking updatain largepeer-to-peer

systemsandef�cient routingacrosstheoverlayto this data,thereareanumberof projectswhichdealspecif-
ically with the issueof contentdistribution within anoverlaymulticastsetting.Discussionof thefeasibility

of streamingdatato large receiver groupsusingpeer-to-peeroverlaysis presentedin [45], andcoversthe
distributionof largestreamingmedia.

Sections2.3.1and2.3.2cover peer-to-peersystemsdesignedfor mediastreaming,with BitTorrent in 2.3.3
capableof doingthesamewith little modi�cation. Sections2.3.4,2.3.5and2.3.6thenlook atsimilarsystems

designedfor streamingfrom onesource,andassuchperhapsbettersuitedto areal-timeconferencingsystem.

2.3.1 CollectCast

CollectCast,[26], is gearedtowardstreamingcontent,andsois designedto selectpeersfrom a candidateset

of peersholdingthecontentto bedistributed,basedonavailablebandwidthandpacket lossrate.CollectCast
wasbuilt on Pastrybut shouldbeableto useany of the lookupsubstratesmentionedpreviously. Theactive

sendersetthen,is thesubsetof thosein thecandidatesetwhocanprovidethehighestqualityplaybackfor the
receiver. Topologyawareselectionis presentedasa meansof selectingpeersfrom thecandidatesethaving

inferredtheunderlyingnetwork topology. Network tomographytechniqueswhich involvepassively monitor-
ing unicastlinks to determinetheunderlyingnetwork structure,suchasin [17], areusedto build a modelof

thenetwork structure,afterwhich CollectCastdetermineshow usefuleachlink is to thatreceiver, generating

a “goodnesstopology”. Collectcastutilisesthelookupsubstratebeneathit to fetchlocationsof requiredcon-
tent; theimplementationof Pastryusedby CollectCastwasmodi�ed to returnmultiple referencesto a given

object,ratherthanjustone.

PROMISE,presentedin [25], is thenameof theactualimplementationof theCollectCastsystem,anddemon-
strateshigh levelsof performance,andreliability.
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2.3.2 SplitStream

SplitStream,[10], is anoverlaymulticastsystemalsodesignedfor contentdistribution,andattemptsto max-
imisethroughputby utilising theupload/downloadbandwidthsof all participatingnodesevenly(while taking

into accountthedifferingcapacitiesof differentnodes).SplitStreamworksby splitting thecontentto bedis-
tributedinto a numberof stripes,with eachstripehaving a separatedistribution tree. In the ideal situation,

SplitStreamorganisesthosedistribution treessuchthateachnodeis only an interior nodein one,anda leaf
nodein all others. The reasoningfor this approachwasthe observation that tree-basedsystemswill often

generatetreeswhich containa coreof nodeswhichcarrythebulk of any datatransfer, with a numberof leaf
nodeswho contributeno outgoingbandwidthbackinto theoverlay. SplitStreamusesScribeto build its dis-

tribution trees.While thissystemprovidesa very interestingwayof sharingingoingandoutgoingbandwidth

usagefairly atall nodes(where`fair' is proportionalto theconnectiontypeusedby thathost),it is notdirectly
usefulfor conferencingapplications.Splitting thestreamingcontentfrom onesourcewould not befeasible,

this systemrequiresthat contentis pre-stripedacrossnodesin the overlay. With the naturalsituationin a
conferencingapplicationbeingthat mostnodeswill contributesomethingduring theconference,nodesare

naturallycontributing uploadbandwidthanyway. Theuniqueway in which SplitStreamdeploys its overlay
multicasttreescould be utilised by a conferencingapplicationhowever, to overcomethe potentialissueof

somenodesbeinginteriornodesthroughwhichall traf�c is routed.

Work presentedin [50] tacklestheproblemof mediastreamingin asimilar fashionto thatof SplitStream,of-

feringalgorithmsfor optimaldataassignmentsfrom servingpeers,andadmissioncontrolmechanismsbased
on theavailableincomingandoutgoingbandwidthof connectingpeers.

2.3.3 BitTorr ent

LikeGnustreammentionedin Section2.2,Bittorrent,[1], is anexampleof awidely usedpeer-to-peersystem
for distribution of data.Bittorrent is not intendedasa real-timestreamingplatform,but the ideaspresented

areinterestingin their own right. Bittorrentprovidesa meansof minimisinguploadbandwidthusedat some
�le' shost,by utilising theuploadbandwidthof thosewhohavealreadydownloaded(partof) that�le. Groups

of usersdownloadingthe same�le at the sametime (andsubsequentlysharingdifferentpartsof the same
�le with eachother) form what is calleda `swarm' in Bittorrent terminology. Utilising the bandwidthof

many hostsfor uploadingmaximisesdownloadratesachieved;ahostwhich is unableto upload(for whatever
reason)shouldachieve particularly low downloadrates,so sharingis heavily encouragedin the Bittorrent

networks. Swarmsof Bittorrent clients downloadingthe same�le generallywon't last very long, so the

bene�ts of Bittorrent canbe felt by the �le provider when the �le hasonly recentlybeenadvertisedas a
`torrent', andrelative interestis still high. Informationdoesnotappearto beavailableon thetechnicalitiesof

how Bittorrentpeersorganisethemselveswhilst in theswarm,thoughtheimplementation,written in Python,
is openandavailable.

2.3.4 ZIGZA G

ZIGZAG is a peer-to-peersystemdesignedfor single-sourcemediastreaming,[47]. ZIGZAG usesa tech-
niquecalledchainingto ensurethatdatakeepsmoving alonga distribution tree.Theideais thatZIGZAG be

usedto caterfor streaminglivemedia;clientsneedonly buffer acertainamountbeforeplayback,but canpass
datafurtherdown thedistribution treeonceit hasarrived. Chainingis merelythe termusedby ZIGZAG to

describedatapassingthroughthedistribution tree.ZIGZAG organisespeersinto ahierarchyof bounded-size
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clusters.Onememberof eachclusterbecomestheheadof thatcluster, anda memberof a clusterat thenext

highestlevel. Themulticasttreeis built usingthis hierarchy, following a simplesetof rules:a peercanonly
have incomingor outgoinglinks in the highestlevel clusterwhich it is a memberof; peersat their highest

layer canonly link to “foreign subordinates”,i.e.: peersin clustersin the layer directly below the current
layer, wherethat peeris not headof that cluster;otherpeersreceive informationfrom foreign headnodes.

Proofsthatthis organisationleadsto a treestructureareincludedin [47].

2.3.5 NICE

NICE is a projectwith thesamegoalof single-sourcemulticasting,[7]. NICE constructsits treesin a very

similar mannerto ZIGZAG, thoughmulticastforwardingis donedifferently: in NICE, theheadof a cluster
is responsiblefor forwardingdatato thatcluster, unlikeZIGZAG. It seemsthatZIGZAG outperformsNICE,

accordingto theresultspresentedin [47].

2.3.6 Overcast

Overcast,[29], is similar in styleto BitTorrent,andalsofocuseson contentdistribution. It attemptsto do so

in a moretransparentmanner;nodesconnectto themulticastgroupwithout knowledgeof it' s existence– a

normalURL is usedto connectto theserver, at which point thehostbecomesa partof thedatadistribution
tree. The treeitself adaptsto network conditions,andhasbeenusedsuccessfullyfor distributing streaming

video (thoughthis is an exampleof streamingvideowith someconsiderablepre-buffering beforeplayback
in an attemptto tolerateunpredictablenetwork conditionsduring the download,andnot streamingof real-

time video). This methodof distributing datareducesthe amountof outgoingbandwidthrequiredat the
sourceof data,providedtherearenumeroushostsdownloadingat thesametime. Nodeswhich join thegroup

evaluatetheir positionin thetreeaccordingto bandwidth,thenlatency (whenreportedbandwidthdifference
betweenparentsfallswithin 10%),alwaystrying to movefurtherdown thetreeawayfrom theroot,while not

sacri�cing toomuchin termsof bandwidth.

2.3.7 Summary

It seemsthatwhile all thesesystemsaregoodexamplesof formsof peer-to-peeroverlaymulticast,they arenot

directly relevant to the taskat hand. CollectCast(andthereforePROMISE), SplitStreamandBitTorrentare

concernedwith achieving thehighestthroughputpossibleat thereceiver by spreadingtheuploadbandwidth
requirementsacrossa numberof hostsin thepeer-to-peeroverlay. This clearly is not usefulfor a conferenc-

ing application.Theseprotocolsareentirelyusefulfor streaming�le transfers,perhapsevenTV-on-demand
scenarios,to helpsavebandwidthat thesourceof suchcontent.

ZIGZAG andNICE form multicasttreesfrom onesourceto many recipients,so the protocolswould have

to be modi�ed to allow for the creationof multiple distribution trees. Overcastoffersa single-sourcetree-
basedmethodof distributingdata,but is concernedwith reliabletransmissionof dataandnot transmissionof

real-timedata.Theprotocol,however, is gearedtowardsingle-sourcemulticast,andtheroundsof bandwidth
testscouldbecomeoverbearingif multiple trees,onepersource,wereto beattemptedfor aconferencegroup.

Theseprotocols,to contrasttheothersin this section,maybemoresuitablefor `live' datastreams,perhaps

for thestreamingof livesportingeventsor concerts.
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(a) ALMI data distribution
structure.

(b) ALMI controlstructure

Figure2.4: ExampleALMI structures.

2.4 Peer-to-peersystemsfor the purposesof conferencing

Themostinterestingandcloselyrelatedwork to multi-sourcemulticastusingP2Poverlaysis generallysplit
betweentwo approachesfor achieving this end-goal: tree-basedapproaches,andmesh-basedapproaches.

Tree-basedapproachesinvolve directly constructingdistribution treesfrom any sourceto all other group
members,with membersexplicitly choosingtheir parentsfrom theotherhostsin the systemof which they

areaware. Mesh-basedapproachesinsteadhave nodesbuild up a richer meshstructureconsistingof many

connectionsbetweendifferentnodes,on top of which distribution treesareconstructed.Theuseof multiple
connectionsallows somelevel of redundancy whennodesfail or leave thegroup;further, redundantconnec-

tionsrequirethata routingprotocolberun in theapplicationto constructloop-freeforwardingpathsbetween
groupmembers[49].

2.4.1 Tree-basedapproaches

ALMI (ApplicationLevel MulticastInfrastructure)is aninterestingprojectwhich alsoaimsto directly solve
theproblemof multi-sourcemulticast,[38]. ALMI builds onedistribution treebetweengroupmembersand

aimsfor groupsizesin the orderof 10sof members.An exampleALMI groupcanbe seenin Figure2.4.
ALMI builds a minimum spanningtree(MST) betweenall membersof the multicastgroup,which is then

usedto carrymulticastdata(Figure2.4(a)). As well astheseconnections,eachnodehasa connectionto a
sessioncontrollernode;this controllercanberun alongsideanALMI client wheninitiating thegroup. It is

thecontrollerthat is responsiblefor organisingtreestructurebasedon informationreturnedby groupmem-

bers,anddealswith membersjoining andleaving. This controlleris obviously thena singlepoint of failure,
andaftersucha failure it preventsnodesfrom joining and,moreimportantly, from leaving thegroupsafely.

Back-upcontrollerswouldberequiredto build in alevel of redundancy, andall groupmemberswouldhaveto
beawareof thelocation(s)of theseback-upcontrollers(Figure2.4(b)).In theeventof failedcommunication

with thesessioncontroller, a back-upcontrollercanbeelectedasnew sessioncontroller. The implicationis
thatgroupmembersmustbekeptinformednotonly of parentsandchildrenwithin thetree,but alsoof where

back-upcontrollersarelocated.Further, thesessioncontrollermustensurethatback-upcontrollersarekept
up to datesothatif it shouldfail, stateheldwithin theback-upcontrolleris consistentwith thesystemitself.
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(a) Fatnemotree,demonstratingwiderbandwidths
nearerto therootof thetree.

Leader

Co-leader

Ordinary member

(b) The logical organisationof a FatNemogroup,
showing thetheroleof a leaderin thegroup.

Figure2.5: Examplesof Fatnemotrees;diagramtakenfrom [9].

Anothertree-basedmulti-sourcemulticastsystemis known asFatNemo,whichaimsto build fat-treesrooted
at sourcesin thegroupcommunication,[9]. A fat-treeis onewhich links with higherbandwidthsarenearer

therootof thetree,with lowerbandwidthlinks appearingcloserto theleafnodes.This is aninterestingidea,

andis speci�cally gearedtowardallowing multi-sourceoverlaymulticastover thetree.Nodesin a FatNemo
systemareorganisedinto clusters,with clusterscloserto theroot of thetreebeinglarger(Figure2.5(a));one

memberof eachclusteris electedas leader, andbecomesa memberof a highercluster, closerto the root
(Figure2.5(b)). Co-leadersareelectedto allow someredundancy in thetreemechanism.FatNemopresents

particularlygoodperformancefor multi-sourceoverlaymulticast,thoughnosourcecodeappearsto beavail-
ablefor theproject.TheFatNemoliteratureunfortunatelydoesnotprovidemuchconcreteinformationwhich

would beusefulenoughto implementthis protocol.

Yoid, [20], is anothertree-�rst approachto offering overlay multicast,but attemptsto offer overlay multi-
castfor a multitudeof applications.Yoid aimsto bridgethe gapbetweenIP Multicast andthe abundance

of overlay multicastsystemsdevelopedto date. It offers a simpleAPI similar to that which IP Multicast

offers, andwill useIP Multicast if it is availableandappropriate;otherwise,it will organisehostsinto a
distribution tree,creatingan overlay multicastsystemasandwhenrequired. This functionality is hidden

behindtheaforementionedAPI. Yoid is designedto beusablewithin the infrastructureusedby contentdis-
tributors,to smallerscenarioswheretheonly membersof amulticastgroupat theendhoststhemselves.Yoid

sourcecodehasbeenreleasedandis written in C, thoughtherearedifferentversionsavailablewhicharenot
compatiblewith eachother. Yoid alsorequirestheusageof specialisedURLs to join groups,for example:

“yoid://rendevous.host.name:port/grou p.nam e”, whichcouldsolve theproblemof locating
groups.Onecriticismwhichcouldbemadeof Yoid is actuallyoneof thereasonsfor thebirth of theproject:it

attemptsto offer onesingle,largesolutionto avastrangeof problems.While this ideamightseemappealing,

thereis little in termsof level of uptake of the software,or numericaldataavailableto suggestthat Yoid is
usefulin themultitudeof settingsit aimsto besuitablefor.
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2.4.2 Mesh-basedapproaches

Work atCarnegieMellon UniversityhasproducedtheEndSystemMulticast(ESM)architecture– [13], [14],
[15] – basedon theNaradaprotocol.ESMis interestingin thatit initially aimedto targetmulti-sourcemulti-

castgroupsituations,suchasthosethatwould beexpectedto useRAT. Naradaemploys a two stageprocess
to building distribution trees: the �rst stageconstructsa meshbetweenmembersof the group(more fully

connectedthana tree,lesssothana fully connectedgraph);thesecondstageconstructsspanningtreesfrom
themesh,eachtreerootedatasourcewithin thegroup.Motivationfor thisapproachwastheobservationthat

onesingletreewith no backupconnectionsis moresusceptibleto failure,asany nodefailing partitionsthe
tree,disconnectingpotentiallyhighnumbersof senders/receiversfrom eachother.

TheNaradaprotocolcalls for betterlinks beingkept in themesh,andpoorerlinks beingrejectedover time.
This allows for incrementaloptimisationof themesh,andthereforelinks availablefor spanningtreelinks to

distributedata.What links arechosendependson themetricchosen;latency is a reasonablemetric for this
sortof applicationasfor conversationalaudioto soundnatural,a roundtrip time (RTT) of lessthanapprox-

imately 400msis required[27]. Constructionof spanningtreesis managedby a distancevectorprotocol.
Treesareconstructedin anidenticalmannerto DVMRP [48]. To avoid thesituationthatpacketsaredropped

whenanodehasleft thegroupbut routingtableshavenotyetbeenupdated,a“transientforward” routingcost
is advertisedby theleaving nodeto any nodeswhich it avalid routeto. Nodesthenavoid routesinvolving the

leaving node,but theleaving nodecontinuesto forwardpacketsfor a �x edamountof time.

Naradarequiresthat a considerableamountof control traf�c is sentregularly, to ensurethe meshcontin-

uesto reorganiseitself to improve performance,andto alsoensurethat partitionsin the mesharedetected
andresolvedquickly. The amountof control traf�c is the limiting factoron deploying Naradafor usewith

larger groupsbeyond around100 members.The resultsby experimentdemonstrategroupsizesof around
128experiencing2.2- 2.8 timestheaveragereceiverdelayaswould beexperiencedover IP Multicast,using

aroundtwice thenetwork bandwidthasIP Multicastwould; these�gures aresigni�cantly lower for smaller
groupsizes. Experimentalresultsin [14] show that Naradaplacesa 10-15%network traf�c overheadfor

groupsconsistingof 20members.

Thesourcecodefor implementationsof Naradahasnot beenreleased.However, [15] providespseudocode

for somealgorithmsusedby thesystem,andmuchdescriptionof Narada's functionality. This information,
it seems,is enoughto implementtheNaradaprotocol,asit hasbeenusedfor comparisonin experimentsin

otherprojects,suchastheFatNemoproject.

It is interestingto notethatFatNemostatesthatit outperformsNarada,becausethemeshapproachin Narada
will neglect how many treesaremakinguseof that onefat link. Therearea numberof possiblewaysof

resolvingthis. It might bepossibleto make thealgorithmawareof how many overlaylinks it is placingon
eachbranchin themesh(perhapsby usingsomethinglike TopologyAwareGrouping(TAG), seenin [32]).

Audio applicationsalsoopenup thepossibilityof mixing streamstogetherwhile in transit,if destinedfor the

samehostin theoverlay. Beyondthis, it wouldbefair to saythatin theaveragecase,only onegroupmember
will betransmitting,andsothenumberof treebranchesplacedon onelink in themeshdoesnot necessarily

matter;obviously theworst-casescenariowhereall groupmembersaretransmittingwill performpoorly as
[9] suggests.

TherearenumerousotherapproachesotherthanNaradawhich form a meshstructureover which to route
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data. Of noteis the protocoldescribedin [33], in that it createsthe basicmeshstructure,but doesnot go

on to generatedistribution treeswithin thatmesh.This presentsthepossibilityof a morenä�ve, brute-force
implementationof connectingmultiple participantsin a conference,andis limited to groupsizesof around

10members.

Scattercast,[12], usesa protocolcalledGossamer, basedon theESMwork, whichattemptsto cut down con-
trol overhead,to expandto largermulticastgroups.Thepurposeof Scattercastis to providea largemulticast

infrastructurewhich usesSCXs(ScatterCastproXies)at known locations;theseSCXsareapplication-level
softwarecomponents,oftenreplicatedallow loadbalancingandredundancy, which form anoverlaynetwork

over IP Unicast. Clientscanthenconnectto SCXsusingIP Multicast if it' s locally available,or by using

normalIP Unicastlinks if not. SinceScattercastusesa similar protocolto ESM for organisingunicastlinks
betweenSCXs,controloverheadis cutdown by only having nodeswhicharesourcesof informationactively

advertisingrouting informationto thesystem– if a nodewishesto transmit,it advertisesa distanceof zero
to itself, anddoesso for the restof the session;neighbouringSCXswill pick up on this informationand

propagateit outward.

Scattercastcould be implemented,uponwhich RAT sessionscould be run. While this is a possibility, the
descriptionof theSCXsseesthemassemi-permanententitieswithin thenetwork; evenif this is not thecase

andtheSCXscanadaptto a quickly changingnetwork, thereis still somedisparitybetweentheSCXsand

theactualendpoints,andtheimplicationis thata RAT sessionwould rely on pre-existingSCXs.This is not
necessarilythecase– RAT sessionscouldcreateSCXsfor their own use,but theneachSCX is anendpoint

usingtheESM algorithms,sinceall membersarepossiblesourcesandsothecontroloverheadgainof Scat-
tercastis lost. TheScattercastsolutioncanonly everbeequalto or greaterthanESM,in termsof theamount

of effort to beput in to obtainaworking system.

Work presentedin [28] offers anothermethodof deploying a mesh-basedoverlay multicastsolution, by
generatinga hierarchyof meshes.The aim of the work was to allow for self-organisingoverlay networks

to scaleto theorderof tensof thousandsof hosts,anddoesnot look at thepossibilityof massiveconferencing
applicationswhereall of thosethousandsareentitledto speak.Thehierarchyformedgeneratesameshof lead

nodes,thoseleadnodesbeingelectedwithin acluster, itself organisedinto amesh.This form of organisation

cutsdown theamountof controloverheadsubstantiallyfrom thecaseof onesinglemeshencompassingall
nodes,aswould happenin theNaradacase.

Someform of thework on EndSystemMulticastat CMU hasbeentrialled on the Internet;indeed,confer-

encesandlectureshave beenbroadcastover theInternetusingthesystemsthey have built, thoughobviously
thisis single-sourcemulticastmodelratherthanthefull multi-sourcemulticastthey initially setoutto achieve.

Skypeon theotherhand,is anexampleof apeer-to-peerconferencingandmessagingsystemcurrentlyin use
on theInternet,whichalsoofferslookupcapabilitiesonuserswithin thesystem.An analysisof theprotocols

Skype usesarepresentedin [8]. Oneinterestingpoint to noteon the analysisof the Skype systemis that

hostsforwardingseparatedatastreamsontootherhostsfurtherdown theoverlaystructurewill mix together
datastreams,thusreducingpacketswhichhaveto besentto nodesfurtherfrom sourcesof adistribution tree.

Much of thepreviousoverlaymulticastwork discussedalreadyworkson the ideaof replicatinga packet as
andwhennecessaryfor it to reachall endpointsontheoverlay, but audioapplicationsdooffer thisopportunity

to combinedatastreamstogether, thuscombiningtwo or morepacketsof datainto one.
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HyperCast,[34], is one other addition to the multitude of systemstackling multicastgroupswith many-

to-many semantics.HyperCastformsa hypercubefrom groupmembers,groupmembersbecomingvertices
in thehypercube.Spanningtreesareembeddedinto thehypercubeeasily, while controltraf�c is transmitted

alongtheedgesof thehypercube.

Of thesesystemsdesignedfor multi-sourceoverlaymulticastthen,ALMI andFatNemoappearto bothpro-
videthefunctionalityrequired,anddespiteattackingtheproblemfrom verydifferentdirections,arebothtree-

basedmethodsof constructingtheoverlaysrequired.Yoid, while beinganiceidea,unfortunatelyappearstoo
largeandall-encompassing.The Naradaprotocolseemsto offer what is requiredof a multi-sourceoverlay

multicastsystemfor conferencingapplications,thoughthereis no sourcecodeavailable. The mesh-based

approachto building the overlay is, however, onewhich shouldprove incredibly robust whenconsidering
groupswith high join/leave rates. Progressionbeyond Naradain the form of ScatterCastthe hierarchical

methodof managingmeshesshouldallow for themeshto scaleto far largergroups,but theseareapproaches
to attemptafterbuilding thebasicNaradaprotocol. Themesh-onlyapproachseenin [33] is, unfortunately,

toosimplistic,only allowing for verysmallgroupsizes.

2.5 Summary

Of therelatedwork discussedin thischapter, little is directlyapplicableto theproblemof audioconferencing

applicationsbeingtackledby thisproject.

The systemswhich implementsomeform of distributedhashtable for the purposesof object lookup and

routingarenot directly relevant,but couldbeusedasa wayof locatingpeersin anexistingoverlaymulticast
groupin orderto join thatgroup.This is outwith thescopeof this project,andit will beassumedthatnodes

connectingto theoverlaysystemalreadyhavesomewayof discoveringexistinggroupmembers.Themethod
of looking up groupnamescouldbesimilar to themethodsusedby CollectCastto locatedata,beingableto

useany appropriatelookupsubstrate.

Thesystemswhich dealwith bulk datatransferor streamingmediaoffer somevery interestingwaysof pro-
viding sustainedhigh-bandwidthdatatransfersover a peer-to-peeroverlay, but thesearesimply not suitable

for thedistributionof real-timedatafrom many sources.

The projectswhich seemto be directly relevantareESM (andthe Naradaprotocol),ALMI, andFatNemo.

Skypeis obviouslydirectlyrelevant,but its closed-sourcenature,andlackof technicalspeci�cationsdetailing
theprotocols,rendersit of little use.

Narada,ALMI andFatNemoeachhave their own advantagesanddisadvantages,andeachcouldpotentially

form thebasisfor this project.In brief then:

� Naradahasbeenimplemented,andhasbeenusedontheInternetto broadcastlectures,etc.Theauthors
of Narada& ESMare,however, attemptingto pushESMasaproduct,andhavenot releasedany actual

codefor theproject,theonly detailsof implementationbeingthosein thepapersreleased(in particular,
[15]). TheNaradaprotocolis fully distributed,andnohostin a runningsystemis moreprivilegedthan

any other, thoughgroupsizecanbe limited by the amountof control traf�c requiredto maintainthe

mesh.
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� ALMI, on the other hand,hasreleasedcodeunderthe GPL, in the form of a Java package,but its

homepage5 no longerexists. ALMI essentiallycontainsonenodein thegroupcommunicationwhich
is also a controller host, throughwhich all control traf�c �o ws. Data traf�c remainspeer-to-peer.

Redundancy hasto bebuilt into theoverlaynetwork to allow for thepossibilityof thecontrollerhost
leaving thegroup,asis thenatureof peer-to-peerapplications.To implementthis level of redundancy

seemsheavyweight in termsof implementationwhencomparedto the truly fully-distributedNarada
protocolwhichESMuses.

� FatNemohasbeenimplemented,but the literaturedoesnot inform usof what languageit wasimple-

mentedin, or indeedwheresourcecodemight beavailable(indeed,theauthorsdo not appearto offer
it publically asa download). FatNemoelectsonenodeperclusterto becomea leader, andalsoelects

co-leadersfor thesake of redundancy.

While theall theprotocolsmentionedherearerelevantwork, they aregenerallynotdesignedfor multicasting

from morethanonesource.Of thesystemsdescribedin thischapterthatare,it seemsthatNarada,FatNemo,

or ALMI arebestsuitedto form a basisfor developinga protocoldesignedwith the speci�c goal of being
ableto carryreal-timeaudioin mind.

5http://alminet.org/



Chapter 3

Research Approach

Basedontheselectionof Narada,FatNemo,andALMI from thereview of previousandrelatedwork in Chap-
ter2, threepossibleapproachesto providing anoverlaymulticastsystemfor usewith RAT wereimmediately

available:

1. Model theoverlaymulticastsystemon theALMI system,rewriting theexistingJava codein C

2. Model theoverlaymulticastsystemon theNaradaprotocolpresentedby ESM, generatingcodefrom
scratchwith referenceto theoutlinepseudocodeprovidedin thepapersreleasedandstandardrouting

algorithmsavailablein any numberof algorithmicstextbooks

3. Model theoverlayprotocolon theFatNemosystemfrom theinformationavailablein thepapers.

Of thesethen,theFatNemoliteraturedoesnotprovidemuchdetailregardingalgorithmsusedfor construction
of trees,andany implementationof FatNemowould rely on thelooseconceptof calculatingavailableband-

width betweennodes.While rewriting ALMI codein C ratherthanwriting codefrom scratchshouldprove

aneasiertaskto complete,thefully distributednatureof theNaradaprotocolseemedmoreappropriateto the
project,morechallenging,andlessdependenton particularhostsin thesystemsurviving (andis therefore,

potentiallymorerobust)thaneitherALMI or FatNemo.For thesereasons,are-implementationof Naradawas
chosenasa startingpoint,with someconsiderationtakenat a laterstageasto how to improvetheprotocol.

With theNaradaprotocolin mind at startof development,thefollowing stepsweretakento ful�l theproject

aims:

� TheoverlayAPI wasde�ned by analysingtheexistingcode,anddeterminingjustwhatfunctionswere
usedfor thepurposesof constructinga startingpoint from which to work. By de�ning this API, devel-

opmenttook placein thespacebetweenthis API (building downwardfrom the functionality required
by theapplication)andthestandardnetwork librariesavailable(building upwardfrom thefunctionality

providedby thenetwork). ThisprocessproducedacleanAPI for thefunctionalityrequired.

� Work beganon implementingtheNaradaprotocolto build a meshstructurein orderto testunderlying

datastructuresusedby the overlaycode. Performanceof thesedatastructureswasnot necessarilya
primarygoal;creatingasystemwhichworked�rst, from whichmaybesubsequentlyoptimisedis more

important.Oncethedatastructuresrequiredandnetwork codewasapparentlystable,work beganon
modifying themethodin whichcontroltraf�c is distributedthroughouttheoverlay.

20
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� Implementationof themodi�cationstook place,takingcareto alterall relevantNaradacode.Oncethe

overlaywasstable,it waspossibleto constructaconcreteevaluationplan,theoutcomeof whichcanbe
seenin Chapter8. Evaluationof certainkey metricsto evaluateboththat theprotocolworks,andthat

it offerspropertiesdesirablefor real-timeapplications.

� Integrationof the implementationof the modi�ed protocolinto RAT usingthe overlay to carry data,
ratherthanusingthe network directly, wascarriedout. This allowed RAT to treat the overlay asan

intermediatelayerbetweenthenetwork andtheapplication,andservedasademonstrationof theappli-
cationof thisoverlaymulticastsoftwarein a“real-world” application.To focusdevelopmentwork,only

callswhichRAT makesthatinvolvedthetransferof real-timedataacrossthenetwork weremodi�ed to
usetheoverlay;themaincomponentsof RAT communicateusinga messagebus(mbus,[37]) system,

which alsomakesmulticastcalls. Thesecallswereleft intact,for thepurposesof testing.Patchesare

providedin AppendixC.2.

Theendresultthenis anopenimplementationof anew protocolcalledOrta,which is avariantof theNarada

protocol.This implementationis ademonstrationof thealgorithmsusedto createthemesh,andthenthedis-

tribution treeson top of thatmesh.Theimplementationoffersfunctionalityto allow hoststo join theoverlay
group,leave thegroup,andsend/receive datato/from all othermembersof that group; this functionality is

generalenoughthatany hostcanattachitself to thegroupsimply by identifying at leastoneexisting group
memberandsendingmessagesto it, askingto join. Oncea known memberof thegroup,thepeersattemptto

organisethemselvesto improvethequality of themesh.This implementationis providedasa library, which
RAT or any otherapplicationcanuseatwill.

To help focusthecodingfor theprojectthen,asidefrom leaving thepreviously mentionedmbuscodeused

by thethreemainsoftwarecomponentswhichconstitutetheRAT application,thecodingwill alsofocusonly

on IPv4 functionality, ratherthanoffering IPv6 support.Further, issuesraisedby NATs and�re walls, [21],
will not beconsideredfor this implementation– thefocusof theprojectis on theconstructionof theoverlay

multicastnetwork, not thedetailsof bypassinghostssittingbehindaNAT onaprivatenetwork. Thedevelop-
mentwill alsoassumethatpeershavesomemechanismin placefor locatinganentrypoint into themulticast

group,suchassomeof the lookupmechanismsdescribedin Section2.2. Developmentwill be takingplace
onLinux workstations,andsocodewill primarily betestedonLinux; to attemptto implementthissystemin

C for all mannerof platformswithin thetime constraintsavailablewould mostcertainlybefoolhardy.



Chapter 4

The Narada Protocol

This chapterbrie�y coverstheNaradaprotocolon which theOrtaprotocol,presentedin Chapter6, is based.
TheNaradawork formsthebasisof theideasusedin thisproject,themajordifferencebeinghow theprotocols

shareenoughinformationto beableto hold enoughknowledgeabouttheoverlaysuchthat reliablerouting
tablescanbegenerated.Furtherandmoredetailedinformationon theNaradaprotocolis availablein [15].

This chaptercoverstheconstructionof, andgradualimprovementsmadeto, themesh,andthedatadelivery

methods.

4.1 Propertiesof Narada

TheNaradaprotocolis designedto beself-organisingandself-improving. That is, theprotocolis fully dis-

tributed,andthepeersin thenetwork mustbecapableof observingcertainnetwork performancemetricsin
a bid to enablepeersto graduallyimprovethestateof theoverlay. Which metricsareobservedaredescribed

as“applicationspeci�c” though,for real-timecommunications,latency is the major metric to measurebe-
tweenpeersdueto timing constraintsmentionedin Section2.4.2.Availablebandwidthis alsoanissue,once

transmissionquality, thepotentialaudience(andtheirpotentiallyvariedconnectiontypes),andthesizeof the
grouparealsoconsidered.

Eachpeertries to improve the quality of the overlay by judging the quality of the links it currentlyholds
andthe quality of potentiallinks which could be addedto the overlay. The actualaddingandremoving of

links is de�ned by theNaradaliterature,andreiteratedherein Sections4.5.1and4.5.2.

4.2 Overlay Construction

Naradausesa two-stepprocessto constructthe spanningtreesrequiredto carry multicastdataef�ciently

acrossthe overlay. The �rst stepinvolvesthe constructionof a richer graphbetweennodesthanthat of a
spanningtree; this structureis termeda meshin theNaradaliterature. The meshallows many connections

betweenhostsin thegroup,andattemptsto improveitself to provide“desirableperformanceproperties”.The
secondstepinvolvesrunninga routingprotocolover themeshto constructspanningtreesfrom eachsource,

thusallowing for thepossibilityof groupcommunication.

The motivation for the two-stepprocessis to allow more reliable overlay structuresfor multi-sourceap-

22
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groupmemberA.

Figure4.1: Illustrationof Naradaterminology.

plications,suchasaudioconferencing.While it would certainlybepossibleto constructanoverlaycapable

of carryingdatafrom onehostto many usingeitheroneshareddistributiontreebuilt directly from knowledge
of groupmembers,or many distribution treesbuilt directly from knowledgeof groupmembers,thereare

drawbacksto this approach:

� The constructionof one tree is proneto failure, as it only takesonenodefailure to disrupt the tree

structure.

� Onesolitarytreeis notoptimisedfor all participants.

� Theconstructionof many treesrequiresadditionaloverheadin termsof groupmembershipwhenadding

nodesto trees,removingnodesfrom trees,etc,ashostsjoin or leavethemulticastgroup.Theadditional
overheadis aside-effectof thetreesthemselvesbeingseparate,andthereforeeachrequiringindividual

management.

The two-stepapproachof constructinga meshandthenmultiple distribution treesallows themeshlayer to

handlegroupmembershipandotherproblemssuchashow to optimisethemeshor how to repairapartitioned
meshstructure,with the routing protocol running independentlyon top of this layer. The additionallinks

betweennodesallows for eachdistribution treeto potentiallybeof a higherquality for thehostto which is
belongsthana single,sharedspanningtreewouldbe.

4.3 Terminology

For thesakeof clarity, anumberof key termsto beusedfor theremainderof thisdissertationshallbede�ned
here,with referenceto Figure4.1.

Figure 4.1(a) shows a potentialmeshstructure,with many connectionsbetweenpeer. Theseare logical

connections,andnot theunderlyingphysicallinks in thenetwork. A connectionbetweentwo peerswithin
thenetwork canbeconsideredto be two unidirectionallinks (owing to thefact that theroutea packet takes

to getfrom A to B mightnotbethereturnpathfrom B to A. Thus,theterm`link' refersto onedirectionover
a TCPconnection;whentheactualphysicalnetwork structureis beingdiscussed,links will be quali�ed as

eitherphysicalor logical. The termspeerandmembermay be usedinterchangeably, thoughon occasiona
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distinctionmaybemadebetweena sourceandrecipients;a sourceis simply onemember, andtherecipients

areall othermembersof thegroup.

Figure4.1(a)alsohighlightswhich peersE considersto be it' s neighbours.Spanningtrees,suchasthose
in Figures4.1(b)and4.1(c)arebuilt from the links betweenmembersandtheir neighbours,andpeerscer-

tainly donot sharethesamespanningtreefor datadistribution.

The term neighbourimplies that if onenode,a, haschosenanother, b, as it' s neighbour, thena is alsob's
neighbour. Indeed,this assumptionallows for informationrequiredto build correctrouting tablesat each

nodeandall othersto bepassedbackandforth betweenanew memberof themesh.

4.4 Group Membership and Overlay Maintenance

The Naradaprotocol is fully distributed,andassuch,no singlepeeris solely responsiblefor maintaining
groupmembershipdata;this responsibilityfalls onto all peersin the group. While this allows for a higher

level of redundancy of data,peergroupsizesaresurelyboundedby thecapacityof hoststo storesomeinfor-
mationon all hostsin thepeergroup. Sharingthis burdenlimits groupsizesby requiringthatstatebe sent

betweenandstoredat endhosts,which bringswith it concernsof storagespaceandthe ef�ciency of data
structuresholdingtheinformation.

Eachmemberregularly signalsto its neighbourswithin the meshthat it is still alive by meansof a refresh

packet, which containsa sequencenumber. Thesequencenumberis a simplemethodof having otherpeers

in thenetwork log thelasttime they receivedany informationrelatingto thesourceof thatsequencenumber,
andcanbeusedto resolvepartitionsin themeshstructure,aswill bediscussedin Section4.4.3.Theserefresh

packetsarealsousedto carrytheroutinginformationrequiredin Section4.6ondatadelivery.

Memberscontinuouslyprobetheir neighbours,to monitornetwork conditionsandadvertisecorrectweights
on links.

4.4.1 MembersJoining

Naradadoesnot providea lookupservicefor the�nding locationof any groupmembera new peermight be
ableto connectto; the protocolinsteadassumesthat peerswishing to join the grouphave somemethodof

locatingat leastonegroupmemberwith whomtheexchangeof control informationcanbegin. As Naradais
fully distributed,whichmemberis chosenfor joining is irrelevant,asany existingmembercanadmitentryto

any joining peer. Thiscontrastswith IP Multicast,whereoneaddressis usedfor theentiregroup,with routers

internalto thenetwork admittingnew members.

Informationregardingthe new memberwill be propagatedto the restof the groupvia the normalmecha-
nismof regularrefreshpackets.Giventhatthepeergroupwill learnaboutthenew memberslowly ratherthan

immediately, it will take sometime until theentiregroupis awareof a new memberand,likewise,approxi-
matelythesameamountof time until thenew memberis awareof therestof thegroup. If we considerthat

refreshpacketsmight begeneratedevery 30 seconds,andtheshortestpathbetweenthenew peerandsome
othersmight befour hopsaway, in theworstcaseit might take almost2 minutesfor thosemembersto learn

of thenew groupmember(thoughgenerally, thehighly connectednatureof themeshsuggeststhatthiswould
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notbethecase).

Oncea memberis part of the group, it may commenceproceduresto improve the quality of the resulting

meshstructure.

4.4.2 MembersLeaving

On a memberleaving, thatmemberinformsits immediateneighbours,whosubsequentlyinform othergroup

membersby meansof theregularrefreshpackets.Remaininggroupmembersrestructuretheir routingtables
on receiptof thenew information.As before,this processcouldtakesometime.

In a bid to try andcounterthe time taken for the informationto propagatethroughoutthegroup,old routes

continueto beuseduntil sucha time astheroutingtablesthroughoutthegroupconverge.Coupledwith this,
old routesareadvertisedby a“transientforward” value,which is guaranteedto behigherthanany weight,or

latency, achievableby a real link, yet alsolower thanthein�nite costwhich signi�es no link is in place.The

natureof thedistancevectoralgorithmthenallows for thegroupto naturallyavoid thelinks advertisedwith a
transientforwardvalue.

4.4.3 Member Failur e

TheNaradaprotocoltakesinto accountthepossibilityof membersfailing. Thesequencenumbersmentioned
earlierform a partof this process,by allowing eachpeerto log the last time they receivedany controldata

from eachothermemberof thegroup. If a memberwereto fail without exiting gracefully(i.e.: without dis-
patchingtheappropriatèmemberleave' informationto allow for transientforwardlinks to beadvertised,and

to allow for thecontinuedforwardingof datafor someacceptableamountof time), thesesequencenumbers
would fail to begenerated.

Naradaensuresthatthemeshis capableof repairingitself, by checkingthesequencenumberfor eachknown

groupmemberon a regular basis,andrunningAlgorithm 1, shown on Page26. In essence,the algorithm

guaranteesthat a hostwhich hasbeensilent for someupperboundon time elapsedwill be removed if no
connectioncanbe madeto it; a hostwhich hasbeensilent for at leastsomelower boundon time elapsed

might beprobed,andpossiblyremovedthereafterif no link canbemade.

4.5 Impr oving the Quality of the Mesh

Naradapeersconstantlymonitor the quality of the links they have to all of their neighbours. How they

do this is dependenton what metricsarechosenby which to differentiatea goodlink from a badlink, but
sendingregularpingpacketsto neighboursis amethodof measuringlatency betweenpeers,for example.The

following outlinesexactlyhow Naradachooseswhich links becomepartof themeshstructure,andhow links
areremovedfrom this structure.

4.5.1 Adding a Link

In orderthat thequality of themeshimprove over time, peersmustattemptto seekout links betweeneach

otherwhich offer somesigni�cant improvementfor the datatrees,or alternatively addlinks to help ensure
that a partition in the meshstructureis lesslikely to occur. Thus,theremustbe somemechanismin place
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Algorithm 1 Algorithm usedby peer
�

to detectandrepairpartitionsin themeshstructure.
Let � beaqueueof membersfor which

�

hasstoppedreceiving sequencenumberupdatesfor at least�������

time.

Let �	��

� bemaximumtime anentrymayremainin � .
while truedo

Update� ;
while � ��������� ��� � and �����

�

��� � is presentin � for � � ��

� time do
!#"%$

��&�'(�)'(� ��� � ;

Initiateprobecycle to determineif
!

is dead,or to adda link to it.
endwhile

if � �*�#�+��� ��� � then
��, �.-

"0/�1

�.2436587:9<;

=?>A@CBED)F

�:G

1

with probability ��, �.- do
!#"%$

��&�'H�I'(� ��� � ;

Initiateprobecycle to determineif
!

is dead,or to adda link to it.
end

end if

sleep(P).// Sleepfor timeP seconds.
endwhile

which probespotentiallinks, over andabove thecontinuousprobingalreadycarriedout on existing links to
monitornetwork conditions.

Naradaachievesthis by randomlyselectingpeerswithin themeshto which the local peeris not connected,

andprobesthosemembersto determinethepropertiesof thelinks betweenthem.If latency is themetricthe

protocolis concernedwith, this is achievedby sendingthemaping packet; requiredaspartof thereturndata
for this ping is the routing tableof theotherpeer, which is usedto estimatetheusefulness– or utility – of

addingthis link. Algorithm 2 shows theutility calculation.Eachpeerin thegroupcancontributebetween0
and1 to the�nal utility score.

Algorithm 2 EvaluateUtility of link J

utility = 0

for eachmember, K , suchthat KML

"

���ONP� ��Q �.R)� do
JS� = new latency to K , with J in place
J�T = currentlatency to K , without J in place
if JU�WVXJ�T then

utility+=
7

/�Y4Z(/\[

;

/
Y

end if

end for
if 'H�

�

�

�

���^] �CQ�,O��R�Q � �

�

then

addlink J

end if

A new link will beaddedto themeshif theperceivedgainis greaterthanthatof somethreshold;thedetails
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of this thresholdvaluearenotdisclosedin theNaradaliterature,beyondstatingthatit is to bebasedongroup

sizeandnumberof neighbourseachmemberat eitherendof thelink has.

The thresholdvaluecalculatedat a node � is simply de�ned asrelatingto the numberof groupmembers
� knows about,andthenumberof links both � andtheothermemberhas. No moredetail is providedfor

thethreshold,but it makessensethatthethresholdwould beproportionalto thegroupsize(aseachlink can
potentiallyprovideup to 1.0of theutility value),andalsoproportionalto thenumberof neighbourseachof

the two nodeshave (sothatoncea memberis well-connectedamongstthegroupit becomesharderfor it to
addlow-quality links, while memberswith fewer links mayaddnew links with greaterease).

4.5.2 Removing a Link

PeersusingtheNaradaprotocoldo not have enoughinformationdirectly availableto themto derive a value
for theusefulness,or utility, of anexisting link like they do for theadditionof a link. ThismeansthatNarada

mustinsteadprovideanalternativemechanismfor droppinglinks.

Eachmemberattemptsto evaluatehow valuableits links areto thegroupby looking at thenumberof mem-

bers,includingitself, which make useof this link to distributetheir data.Algorithm 3 outlinesthealgorithm
usedby Naradato derivewhatit callsaconcensuscostfor thelink.

The requirementon suchan algorithmis that the utility lost on droppinga link is the sameas if the link

wereto beadded,givenall othernetwork conditionsremainingstable.Without enoughinformationthough,
Naradacannotjudgethis perfectly, andsimply dropsthe link with the lowestconcensuscostbeneathsome

threshold.This thresholdis differentto thethresholdusedto addlinks.

As discussedin Section4.4.2, owing to the fact that on the removal of a link it will take sometime for

otherpeersto bemadeawareof thestatechange,Naradaemploys a transientforwardstatefor a link, where
a peerwill continueto forwardpacketsalongthatlink for somereasonabletime to follow.

Algorithm 3 EvaluateConcensusCostfrom localpeeri to remotepeerj.
�

�.R)�
��� = Numberof membersfor which

�

uses
!

asnext hopfor forwardingpackets.
�

�.R)�
� � = Numberof membersfor which

!

uses
�

asnext hopfor forwardingpackets.

returnmaximumof
�

�.R)�
��� and

�

�.R)�
� �

Thethresholdfor droppingalink is alwayslessthanthethresholdwouldbeto addthelink. Thisis, in essence,

a simplehysteresistechniqueto ensurestability in link additionandremoval decisions,andhelpsavoid the
situationthatlinks arerepeatedlyaddedanddroppedby thesamemember. By takingmembersonbothsides

of the link into account,themeshalsoensuresthatonepeerattemptingto adda link will not be repeatedly
thwartedby theneighbourdroppingit eachtime.

The droppingmechanismshouldnot causea partition providedthenetwork is stable,andthe thresholdfor

droppinga link is lessthanhalf of the groupsize. The reasoningis that if the link beingconsideredis the
only link holding togethertwo halvesof a mesh,theneither

�

�.R)�
��� or

�

�.R)�
� � will be greaterthanhalf the

groupsize,or bothwill equalhalf thegroupsize.Thedroppinglinks algorithmobviously cannothandlethe

situationwheremultiple links aredroppedsimultaneously, thoughthe mechanismsfor �xing a partition as
describedin Section4.4.3canbeusedto �x suchapartition.
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4.6 Data Delivery

Naradarunsa distancevectoralgorithmover the mesh,andcalculatesthe distribution treefor eachsource
usingreverseshortestpathbetweeneachrecipientfor eachsource,asis donein DVMRP [48]. Thedistance

metricadvertisedvia thedistancevectoralgorithmis thatof theweightof thelink derivedby whateverappli-
cationspeci�csarerequired(e.g.:latency), ratherthansimply thenumberof hopsfrom sourceto destination.

While conceptuallythe routing algorithmcould be viewed and implementedasan entirely separateentity
from themeshstructureuponwhich it runs,it makessensefor thedistancevectorinformationrequiredto be

passedbetweenpeersto besentaspartof theregularrefreshpacketsNaradade�nes. Thus,theveryprocess
of propagatingroutinginformationasthedistancevectoralgorithmrequiresis theprocessby whichmembers

areableto monitorthelivelinessof theothermembers.

Narada's datalinks useTFRC [23], a rate-controlledUDP, to carry data. This allows for datarateswhich

arefriendlier towardTCPconnectionson thesamelink.

4.7 Summary

Naradais aprotocolwhichattemptsto graduallyimprovethequalityof ameshof links, uponwhichmultiple

distribution trees(onepersource)canbebuilt. Routingtablesarebuilt via a distancevectoralgorithm.The
methodin which it selectsnew links in anattemptto improvethequality of themesh,andattemptsto create

multiple links from any host,offersthestrongbene�t for areal-timeconferencingapplicationthatpeersleav-
ing a groupareunlikely to split themesh,thusreducingthechancesof breakingastreamof data.

It appears,however, that by the choiceof routing algorithm Naradamakes, the group might not be very

responsive to changinggroupstate.



Chapter 5

Constraints

Sincethe purposeof theprojectwasto dealwith a real-timeaudioconferencingapplication,somethought
into theconstraintsthis placeson thedesignof theoverlayprotocolis required.

As mentionedbrie�y earlier in Section2.4.2, 400msis consideredto be an approximateupperboundon

theroundtrip timeof audiopacketsin a communicationto allow for conversationalaudioto befeasible[27].

Naradais designedto attemptto �nd theshortestpathspanningtreefrom eachsourceto all recipientsin the
group,andsois shouldto beableto �nd pathswhichoffer lessthana 400msRTT if oneexists.

However, owing to theroutingmechanismNaradauses,shouldnetwork conditionschangeduringthelifetime

of thegroup,thegroupmembersmayhave to endurelongerRTTs until themeshis recon�gured.

The 400mslimit shouldnot only considerraw RTT values,however. If we are to considerreal-timeau-
dio as the datathe overlay shall be carrying, thereareadditionalconstraintsto meetingthat 400msupper

bound.Thesenderwaitsfor around20msto grabanaudioframe,andmaytakea few millisecondsto encode
thatframe.Thereceivermaybuffer this packet for a few millisecondsto take into accountjitter on theinput

streamof packets,andagainfor the decoding.With all thesetaken into account,the additionaldelaymay

beanywherebetweenapproximately50msand70ms,andthereforetheraw RTT to bemetmustbelessthan
350msor 330msrespectively. To ensurethatthesetargetscanbemet,theoverlaymustsurelybeableto react

quickly to network conditionschanging.

Swift reorganisationin the faceof memberdeparture:memberswho rely on the leaving groupmemberfor
packetdeliveryrequirethattheoverlayrestructureasquickly aspossible,with aslittle disruptionto thepacket

streamaspossible.While for someapplicationssuchas�le transfers,a temporarilybrokendatastreamis not
anissue(providedenoughof thepeergroupremainsintact).A breakin thetreemeansthatsomeparticipants

maybedisconnectedto othersleadingto abreakin conversationandlossof information.

Similar to that above, low packet lossrateswould be desirable,so reorganisingthe overlay structuremust

beperformedin a timely manner. No packet lossdueto recon�gurationof thenetwork is preferred,though
occasionalpacket lossis acceptablewhencomparedto longerburstsof packet loss.

The Naradaprotocol provides somegood propertiesfor the purposesof conferencingapplications. The

gradualimprovementto the meshby addingbetterlinks andremoving poorerlinks, andthe building of a
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distribution treerootedat eachsource,suitstheneedsof a conferencingapplicationveryclosely.

However, thedistancevectoralgorithmusedfor routingmeansthatinformationregardingmembersandlinks

propagatesslowly throughthegroup. Thechoiceof a distancevectorroutingalgorithmwhich doesnot re-
quire link stateto beheldat eachgroupmemberleadsto a link droppingmechanismwhich is not working

on total knowledgeof the group,and indeedonly works by droppinglinks conservatively. The natureof
the distancevectoralgorithm,andthe fact that the distancevectorof anothergroupmemberis returnedin

responseto a randomping, meansthat thealgorithmsthat Naradausesareworking with potentiallyout of
dateinformation.Further, thethresholdby whichanew link is judgedfor adding,andthethresholdby which

anexisting link is judgedfor dropping,areentirelydifferentto oneanother, with very differentmechanisms

in placefor theadditionandremoval of links.

To resolve theseissues,the Naradaprotocol requiredmodi�cation. The Orta protocol,presentedin Chap-
ter 6, modi�es theroutingalgorithmandthemethodsusedto dealwith controlstate,which attemptto solve

someof theproblemswith Narada,andallows theadditionandremoval of links to begovernedin thesame
manner.



Chapter 6

The Orta Protocol

This chapterintroducesOrta,a new overlayroutingprotocolfor real-timeapplications.Like Narada,Ortais
a fully distributed,self-organisingprotocolwhich attemptsto improve overlayquality duringthe lifetime of

theoverlay. Orta,however, distributescontrolinformationin adifferentmanner, to inform theentiregroupof
statechangesasquickly aspossible.

Whereoneof Narada's failings is the useof a distancevectoralgorithmto slowly propagateinformation,
Orta insteaduseslink-staterouting to maintainlink stateat eachpeer, over which a shortestpathalgorithm

canberun. By changingto a link-stateroutingmechanism,statechangesat any groupmemberare�ooded
to theentiregroup,soall groupmembersareinformedasquickly aspossibleaboutthestatechangeandcan

reactaccordingly.

This rathermajormodi�cation to how peersinteractalsoallows for thealgorithmresponsiblefor dropping
links to bechanged,to mirror thatof thealgorithmdesignedto addlinks. Measuringtheutility of a link by

thesamemechanismonbothaddinganddroppinga link allowsfor thesamethresholdcalculationto beused,
andshouldoffer morereliabledecisionsmadeby thelink droppingmechanism.

6.1 How Orta differs

Thekey featureof theNaradaprotocolis thatover thelifetime of themulticastgroup,links canbeaddedand
removedsuchthatperformanceof themeshis improved. Thechoiceof runninga distancevectoralgorithm

over themesh,while simpleto implementandrun,doesnotallow for quickpropagationof informationrelat-

ing to network statechanges.

Thenew protocolpresentedhereusesthepseudocodepresentedin theNaradaliteraturefor operationssuch
asevaluatingwhetheror not a new link is worth adding,but insteadusesa link-stateprotocolto �ood infor-

mationon new links out to groupmembers.Dijkstra's shortestpathalgorithmis thenrun over the link state
informationwhich shouldbethesameat eachnode,to provide optimaldatadistribution treesgiventhecur-

rentmeshstructure.Any statechangeswhichmightcausedistribution treesto changeshouldbe�ooded, i.e.:
a new memberarriving; an existing memberleaving; theadditionof a new link; the removal of an existing

link; or theupdatingof theweightof anexisting link.

While thisdoesmeanmorecomputationtakingplaceateachpeercomparedto whatis requiredin Narada,the
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rateof propagationof informationprovidesmuchmoreinformationfor eachnodewhichcanthenbeusedto

provideamorerobustnetwork structurefor thecarryingof multicastdata.The�ooding natureof theprotocol
meansthatpeerswill belesslikely to arriveat differingstatescapableof creatingloopsin thenetwork.

Thelink-stateprotocolthenoperatesasfollows:

� New informationis propagatedon arrival of a new member, ona memberleaving, on theadditionof a

new link, andon theremoval of a link.

� In orderto keeppeersinformedof currentnetwork conditions,eachpeercontinuouslyprobesits neigh-
boursto determinethedistancebetweenitself andeachneighbour, exactly asis donein Narada.On a

regularbasis(every 30 seconds,say),eachpeer�oods informationregardingsigni�cant link distance
changesbetweenit andits neighbours.

On receiptof any of these�ood packets,a peerrunsDijkstra's shortestpathalgorithmusingthe link stateit

hasto generatea shortestpathspanningtreefrom eachgroupmemberto generatethe routing tableat each
peer. This canclearly lead to a lot of computationbeingperformedat eachpeer, thoughideally network

conditionswouldnot changeall too frequently;if nostatehaschanged,nocomputationhasto bedone.

6.2 Overlay Construction

In thesamewayasNaradadoes,Ortausesatwo-stageprocessto build theoverlaystructuresrequiredto route
datafrom any sourcein thegroupto all receivers. Onceagain,themotivationof this two-stageapproachis

to allow for distribution treesoptimisedfor eachsource,andto allow for a greaterlevel of robustnessthana
singleshareddistribution treecanoffer.

Orta addsandremoveslinks in a bid to improve the quality of the mesh,like Narada.The key difference

betweenthe two is of how control traf�c is distributed,andwhatcontrol datais distributed. Theadditional
informationavailableto eachpeeraspart of the link-staterouting protocolallows for Orta to calculateits

spanningtreesin averydifferentmannerto Narada.

6.3 Group Membership and Overlay Maintenance

As in Narada,theburdenof maintaininggroupmembershipfallsoneachmemberof thegroup.Ortarequires
thateachmembermonitorits own links, and�ood informationto therestof thegroupregardingthoselinks.

Thus,in Orta,memberscollectcurrentinformationabouteachlink in themeshonreceiptof �oods from other
members,andsothereis theadditionalburdenof eachhosthaving to storeall this additionalinformation.

WhereNaradapeers,by using a distancevector algorithm, sendrefreshdatacontainingknown informa-

tion aboutall groupmembersonly to local neighbours,Orta insteadsendsonly informationrelatingto links
to localneighboursto theentiregroupby �ooding theinformation.Thus,thepeerresponsiblefor probingan

existing link in themeshis alwaysableto provide thegroupwith thecurrentinformationregardingthestate

of thatlink. Thismethodof propagatingcontrolinformationallows for:

� Dijkstra's shortestpathalgorithmto be calculatedover the link stateto derive routing tablesat each

member, coveredin Section6.5.
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� Fasterreactionsto changesin network conditions,owing to thenatureof thepropagationmechanism.

Undernormaloperation,new informationcarriedin a refreshpacket is merelyupdatedinformationon an

existing link or member, andis incorporatedinto localstate.Ortamustalsobeableto includeinformationre-
latingto unknown membersandlinks, dueto thefactthatduringany periodsin whichthemeshis partitioned,

statechangesononesideof thepartitionwill notbeobservedby memberson theother. Thus,peersmustbe
ableto absorbnew knowledgeasit arrives,to ensurethatthemeshwill beableto graduallyrepairitself.

For eachpeerto sendinformationon eachlink it owns at every refreshcycle seemswasteful,if the state

of thatlink hasnot changedrecently. If a link hasnot changedsincethelastcycle,a peercanopt to not send
informationregardingthat link. Membersmuststill, however, senda refreshpacket containinga sequence

numberasnormal. It might bethecasethaton many refreshcycles,little morethanthesequencenumberis

�ooded for any givengroupmember. Eachmembermuststill forwardinformationoneachlink it owns,even
if ata reducedrate,for thesamereasonsasmentionedabove: to allow for agradualrepairto takeplaceif the

meshbecomespartitionedandlink statechangesatany pointduringthatpartition.

To aid the �ooding algorithm, looping of �ooded packets is avoided by having �ooded packetscarry the
incrementedsequencenumberfrom its source. This simpli�es the handlingof �ooded packetssomewhat,

even thoughall operationsover control stateshouldbe idempotent;for example,receiving two copiesof a
packetto addalink from memberA to memberB shouldnotresultin two link entriesfor A � B. By ensuring

thatasequencenumberreceivedis not forwardedif it hasalreadybeenactedupon,no �ood operationshould
erroneouslycontinueto cyclearoundthenetwork.

As with Narada,peersare requiredto constantlyprobeeachother to ensurethat the advertisedlink state
is a goodrepresentationof theactuallink state.If, however, Ortawereto �ood a statechangeon every link

assoonasthatstatechangedevenmarginally, themeshwould become�ooded with constantstateupdates.
(Ironically, thestateupdateswould likely disruptthecurrentstateof otherconnections,promptingthosecon-

nectionsto re-advertisetheir status,andsoforth.)

To this end, Orta declaresthat therebe a distinction be madebetweenthe actualweight, and the adver-
tisedweight, of a link. The actualweight of a link is the currentlatency observed over a link, while the

advertisedlatency is a recentlyobservedlatency on thatlink. Theadvertisedlatency needonly changewhen

thedifferencebetweentheactuallatency andtheadvertisedlatency is suf�ciently large.

6.3.1 MembersJoining

LikeNarada,Ortadoesnotconcernitself with lookupmechanismsto locateanexistinggroupmember. Loca-

tion of a groupmemberis assumedto take placevia someothermechanism(beit a centrallylocatedlookup
service,afully distributedlookupservicesuchasthosediscussedin Section2.2,or usinganexistingmembers

advertisedIP on theWeb). Beingfully-distributed,any Ortapeeris capableof admittingentryof a new peer
to thegroup.

On entry to the group, information on the new memberandnew link is �ooded to the entiregroup, thus

allowing for distribution treesto immediatelytake into accountthenew member, eventhoughtheinitial link
chosenmight not be thebestpossiblefor thegroup. Oncea new memberis admitted,mechanismsfor im-

proving thequality of themeshtakeover.
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(a) A functioning overlay structure.
E has only one neighbour in the
group.

A

C

E

B

(b) Member D has left the group,
andpeershave cleanedup their lo-
cal stateas required. E is detached
from thegroup.

Figure6.1: Illustrativeexampleof packetslost dueto apeerexiting.

In order to allow the new memberas much information as possibleto integrateit into the meshquickly,
on a successfuljoin theexisting membershouldsendthenew hostbothmemberinformationandlink-state

information;this informationshouldallow for quick integrationinto themeshnetwork structure.

6.3.2 MembersLeaving

On leaving, a memberinforms the groupof their departureandalsoof any links which will be affectedby

this. Again,thisallowsfor thepeersto immediatelybeableto restructuretheirdistribution treessuchthatthe

new meshtopologyimmediatelycomesinto effect.

Unlike Narada,Ortadoesnot specifya transientforwardstatefor a link, nor is a peerrequiredto continueto
forwardpacketsalonga link for somereasonablelengthof time. If themechanismswhich dealwith adding

andremoving links to themeshhave not createda meshwhich is well-connectedenough,thedepartureof a
peercanthencauseproblems,asillustratedin Figure6.1. We canseein Figure6.1(a)that themeshis well

connected.At �rst glanceit appearsthat to have only onelink to E, creatinga leaf node,is not a problem
providedno memberjoins throughE to createa chainof peers.As Figure6.1(b)demonstrates,this is not

necessarilythecase.MemberE is entirelydependenton memberD, andasD leavesthegroup,it becomes
detached.It is unableto routeto therestof thegroup,andvice-versa.Themeshthenrelieson mechanisms

describedin Sections6.3.3and6.4.1to reconstructthemesh.

6.3.3 Member Failur e

In theeventof a memberfailure,staterelatingto thatmemberwill linger in eachothermember's local state,
potentiallyleadingto dataloss.OrtaemploysthesamemechanismasNaradadoesfor detectingandrepairing

partitionsin themeshstructure,asdetailedin Section4.4.3.Only whena memberdeclaresthis failedmem-
ber to be deadwill all groupmembersbe ableto remove the relevant lingeringstate.On detectinga failed

member, Orta requiresthat thepeerwho discoveredthe failedmember�ood thesameinformationasfor a
memberleaving the group,asper Section6.3.2,but insteadusingknown groupstateto �ood information
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aboutthefailedmember, andany links it held. This shouldhappenon bothsidesof a partition,thusclearing

any staterelatingto thefailedmemberat all remainingpeers.

By removing theaffectedpeerandupdatingthe local stateat eachpeervia thenormalmechanismof peers
continuously�ooding refreshmessages,thegroupcanrecon�gureitself over time andgeneratecorrectrout-

ing tablesfrom thenew meshstructurefor thedistributionof datapackets.

6.4 Impr oving the Quality of the Mesh

As in Narada,thekey elementof theOrtaprotocolis thatlinks areaddedandremovedin abid to improvethe

quality of themeshbasedon somemetric. Themechanismemployed in Orta for droppinglinks is entirely
differentto thatof Narada,andis shown in Section6.4.2.

6.4.1 Adding Links

Adding links takesplacein thesamewayasit doesin Narada,exceptthereturnpayloadof apingpacket to a

randomlyselectedpeerdoesnot includedistancevectorinformationasOrtapeersmaintainall thelink state
thealgorithmfor addinglinks requires.Ortausesexactly thesamealgorithmasthatde�ned in Section4.5.1

to determinewhetheror nota link shouldbeaddedto themesh,but anOrtapeerhastheadvantageof having
all link stateavailableto it, plus thereportedlatency to this otherpeer, to allow it to determinethe latencies

to all othermemberswith or without that link in placeusingthesameshortestpathalgorithmusedto create
theroutingtables.

As before,the methodof evaluatingthe worth of a new link is calculatedfrom a local perspective; only

thecurrentnodeis takeninto accountin thehopethattheadditionof this new link will bene�t themeshasa
whole. Theutility of a link is essentiallya measureof how muchthat link improvesthequality of themesh;

onceagain,theutility of a link lies in therange������� , with 1.0beingthehighestattainableutility.

On addinga link after receiving a favourableturnaroundtime to a ping packet, the roundtrip time on that

packet is usedasthelatency for thenew link, beingtheonly availableestimateof theweightof thelink. The
assumptionhereis thatthelatency reportedby therandompingwill becloseto theaveragelatency observed

over time. By advertisingthe link with this latency, we avoid theneedto advertiseassomearbitrarily large
weight initially, only to have treesrecon�gurea secondtime whentheactuallatency over time is observed

andadvertisedat thenext refreshcycle.

6.4.2 Removing Links

Given thatOrtapeersstorecompletelink-stateinformationfor thepeergroup,thereis enoughinformation

availablelocally at eachpeerto calculatetheutility of a link by runninga modi�ed versionof thealgorithm
usedto addlinks. This is in starkcontrastto Narada,which usesa separatemeasureof utility for links when

calculatingwhetheror not to dropa link.

Algorithm 4 (page36) outlinesthe actionsOrta takesto determinethe usefulnessof a link. Given perfect,

unchangingnetwork conditions,the utility of a droppedlink would be exactly the sameasif it wereto be
addedagain.For this to work, thethresholdfor droppinga link mustbecalculatedasif that link werenot in
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Algorithm 4 Drop Links
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place(astheutility if the link werebeingaddedwould becomparedto the thresholdbeforetheadditionof
thelink).

Little hasto be changedfrom the Algorithm 2 for addinglinks, presentedin Section4.5.1. It is simply a

reverseof thelink addition.New overlaysdistancesarethosewithout thelink beingevaluatedwhile current
overlaysdistancesarethosewith the link in place;if theutility of a link is below a giventhreshold– rather

thanabove– thelink will bedropped.

In normalcircumstances,thedroppingof a link will not createa partition in the mesh,provided that when

checkingthelatencies,theobservationof any in�nite lengthlinks is enoughto signalthatthelink shouldnot
bedropped.

By introducingthis alteredmechanismfor droppinglinks, an Ortapeercanjudgetheaddingor removal of

links againstthesamethresholdcalculation.This removesthenecessityfor theadditionalthresholdrequired
for droppinglinks asperNaradain Section4.5.2.

6.4.3 Calculation of the Threshold

Thethresholdon which theaddingandremoving links in bothNaradaandOrta is dif�cult to specifyfor all
network conditions.The thresholdmustbedependenton thesizeof thegroup,thenumberof neighboursa

peerhas,andalsothenumberof neighboursthepeerat theotherendof the link has. Multiplying by these
numbersalonewouldgivea thresholdvaluefar toohigh to beableto addany links, thoughthewholelot can

bemultipliedby somesmallconstantto deliverausefulthresholdvalue.

It makessensefor the thresholdto increasesharplyoncea peerhasachieved a handfulof links; the idea

behindthe thresholdis thata peershouldbeableto achieve somelinks relatively easily, andafterattaining
thoseit shouldn't beableto addfurtherpoorquality links, only higherquality links.

Given the factorsthat the thresholdmust rely on, and a peerA with its neighboursB, it might be easily
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calculatedas:
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Thecalculationof this thresholdvalueis coveredfurtherin Section9.10.

6.5 Data Delivery

Routingtablesarere-calculatedon any link-statechangeusingDijkstra's shortestpathalgorithm. Therout-

ing tablesstoredre�ect thenatureof thepeergroupbeingone-to-many: ratherthanhaving a lookuptableof
destinationagainstnext hopasmight beseenin a conventionalIP router, hereit makesmoresenseto store

sourceagainstnext hop(s).

To calculatethe routing table then,Dijkstra's algorithmis run for eachsourcein the peergroup. The lo-

cal peercanthensimply traceits own locationin thespanningtreecreated,andstoretheoutgoinglinks on
this tree,if any, in the routing tableagainstthesource.If the local peeris a leaf-nodeon the tree,no entry

needbeaddedto theroutingtablefor thissource.

Using link-state,however, more computationis requiredto arrive at the sameresult. However, the out-
comeof this computationshouldbemoreup-to-date,andthereforeprecise,owing to thealteredmechanism

for distributing control traf�c. Dijkstra's shortestpathalgorithmis reasonablyef�cient, givenef�cient data
structures[22]. The worst casecomplexity of Dijkstra's in ��� �

�����

�

� , where � is the numberof links in

thenetwork, and � is thenumberof nodes.To achieve this worst casecomplexity, ef�cient datastructures

suchasadjacency lists for describinglinks betweennodes,andaheapdatastructurefor theorderedqueuethe
algorithmusesfor picking off thenext bestnodewhencalculatingshortestpathsarerequired.Considerthat

at eachpeer, thealgorithmwill run oncefor eachmemberin thegroup;with this in mind, thecomputational
complexity of recalculatingroutingtablesusingthisschemeis actually ��� �

�

�����

�

� .

Oncethe routing tableshave beencalculated,they cansimply be usedfor lookup purposeson the receipt

of any datapacket. The routing codemustthenboth senddataup toward the applicationlayer, while also
duplicatingthepacket for any outgoinglinks dictatedby theroutingtable.

Theroutingtablecanonly beaffectedby controltraf�c whenlink-statechanges,atwhichpoint theroutingta-
blemustberecomputed.Giventhattransmissiontimesoncontrolinformationpacketsareboundprimarily by

latency betweenhostsin thesystem,therewill beshortperiodsof timewherebythesystemis yet to converge
on thesamesolution. Due to this fact, andthat the fact that thesystemwill constantlyattemptto improve

thequality of the links it holdsonto, it is entirely likely thatsomepacketsmaybe lost or duplicatedduring
transitionperiods. Further, routing tablesat peersmight allow looping of datapacketsduring a transition

period. Thesetransitionperiodsshouldnot last long, however, dueto thenatureof the �ooding mechanism
usedto distributedthe control traf�c. Datapacketscarry a time-to-live �eld, which would prevent looping

packetsfrom �ooding theoverlayuntil its destruction.

The increasedfrequency of statechangeswith a larger groupprecludesthis protocol from beingusedfor

largergroupsbeyondtheorderof a few dozenmembers,dueto theamountof computationtakingplace.The
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combinationof increasedcomputation,andmorefrequentstatechangessuggeststhatasgroupsizeincreases,

thetime takento recon�gureall routingtablesin thegroupwill take longer.

While NaradausesTFRC as the transportprotocol for dataconnections,Naradausesplain UDP connec-
tions, leaving congestioncontrol to the protocolbeingcarriedthroughthe Orta links. This simpli�es the

designof Orta,andallows for a greatdealof �e xibility; RTP pro�les for differenttypesof dataprovide their
own methodof offering congestioncontrol,soto forceanassumptionat a lower level would no doubtaffect

the performanceof the RTP congestioncontrol methods.In effect, an applicationis unawareof whetherit
is usingIP Multicastor Ortato carry its data,so it seemswiseto offer a basic,unreliablepacket forwarding

service,andallow theRTP protocolto rununaffected.

6.6 Summary

As in Narada,Ortausesa two-stepprocessto constructthespanningtreesit usesfor multicastingof data,the
�rst stepinvolving theconstructionof a richergraphbetweennodescalleda mesh,andthesecondbeingto

createspanningtreesrootedat eachsourcein thegroupvia someroutingprotocol.

Orta utilises link staterouting ratherthandistancevectorrouting, which offers somevery importantbene-
�ts:

� Membersarebroughtup to datewith all statechangesmuchfaster.

� Owing to thestorageof link state,link removal is moreaccurate.

� Also owing to thestorageof link state,Dijkstra's shortestpathalgorithmcanbe usedat eachpeerto

calculatespanningtreesfrom eachsource,andcandosoto havethegrouparriveatasetof distribution
treeswhichall `agree',dueto the�ooding process.

Thesechangesaloneshouldsuit Ortato real-timeapplicationssuchasaudioconferencing.Theperformance

of theprotocolis evaluatedin Chapter9.



Chapter 7

Implementation Details

TheOrtaprotocolwasimplementedin C asa library which couldbestaticallycompiledinto otherapplica-
tions.Theinterfaceto this library wasbasedon thatwhich theRTP codein RAT usesto initiate,destroy, and

usea multicastsession.This meantthat the interfaceinto the library waswell-de�ned to startwith, which
served to guidedevelopmentin the early stagesof the project. The original API andthe Orta API canbe

viewedin AppendicesA andB respectively.

Many of the intricaciesof theC languagewerelearntastheprojectadvanced,suchasusingstructsto care-

fully mapdataontomemorylocationssafelywhendealingwith packets,ratherthanasa convenientmethod
for creatingnew datatypesandaccessingmembersof thattype.

Section7.1 coversthe architectureof the software. The Orta protocol relieson control traf�c to maintain

stateat eachpeer, andhandlesdatatraf�c asa separateentity from datatraf�c. Handlingof controlstateand
control traf�c is dealtwith herein Section7.2andSections7.3and7.4 respectively. Section7.5handlesthe

generationof routing tables,with thedataforwardingcoveredin Section7.6. Finally, Section7.7discusses
known issuesandimprovementswhich could be madeto the software,andSection7.8 coversin brief the

adaptationof theRAT applicationto usetheOrtaoverlay.

7.1 Overview of SoftwareStructure

Figure7.1 givesan outline view of the conceptualstructureof the software,showing the division between

functionalityof thecontrolplane(which theapplicationis never directly awareof), andthedataplane.The

only communicationbetweenthe two is the routing table,which thecontrolplanerecalculateson receiving
new link stateinformation.

Identi�ed in the discussionin Chapter6, Orta peersarerequiredto maintaingroupmemberstateandlink

state,aswell askeeptrackof groupneighbours.This naturallylendsitself to splitting controlplanestateout
into threeseparatedatastructuresto handleneighbours,groupmembers,andall link state.Theinformation

in thelatterof thesetwo structuresis usedto calculatetheroutingtable.

Thesedatastructuresall have helperfunctionsto allow lookupsover, additionsto, andremovals from any
of them. Thefunctionsprovide quasi-objectorienteddesign,by having therelevantdatastructurepassedas

the�rst argumentto thefunction,ratherthanthefunctionbeinganoperationofferedby thedatastructureas

39
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Figure 7.1: Conceptualview of the operationof the software architecture,showing the split betweenthe
controlplaneandthedataplane;route()in thedataplanehandlestheduplicationandforwardingof packets

to therelevanthosts.

in objectorientedprogramming.It is fair to saythatimplementationandtestingof thesedatastructureswhilst

learningthevariousnuancesof theC languagetook aconsiderableamountof developmenttime.

Thehelperfunctionshidea certainamountof memoryallocationanddeallocationrequiredto performoper-
ationsover thedatastructure.All datastructuresoffer their own mutex lock, but helperfunctionsdonot lock

over any of thestructuresthemselves;this is left asa higherlevel taskto beperformedasandwhenneces-

sary. To avoid deadlocks,locksareacquiredin alphabeticalorderby thenameof thevariablethey belongto
(so“members� lock” mustbelockedbefore“neighbours� lock” if a functionrequirestheuseof both),and

deallocatedin thereverseorder.

7.2 Control Plane

Controltraf�c, vital to theupkeepof theoverlay, is sentprimarily overTCPconnectionsbetweenneighbours.

This makesthemaintenanceof stateslightly trickier, in thaton top of alreadymonitoringwhichmembersof
thegrouparealsoin theneighboursset,the implementationhasto alsohandleTCPconnectionsandsocket

descriptors.TCP traf�c in this implementationalwaysusesthe arbitraryport number5100,thougha �x ed
port numbercertainlymight not beideal for all network con�gurations.An additionalinitialisationfunction

whichallows for analternativeport to beusedfor TCPis certainlyviable,andwouldbetrivial to implement.

This implementation,however, assumesthatall hostsareusingthesameport numbers.

The control planehandlesgroupmembership,link state,andneighbourstate. Eachof theseis requiredto
maintaincorrectstateat eachpeer. It is responsiblefor sendingdatawhichaffectsothergroupmembers,and

handlingincomingdatafrom othermemberswhichpotentiallyaffectslocal state.

While mostcontroldatais passedbetweenmembersoverTCPconnections,thepingingmechanismwhich is
partof thecontrolplaneis handledover theopenUDPsocketprimarily intendedfor datatransmission.
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7.2.1 Neighbour State

The tablehandlingall neighbourdatais requiredto manage,for eachneighbour, the socket descriptorfor
theTCPconnectionto thatneighbour, theIP addressfor thatneighbour, andtheactualpoint-to-pointlatency

to theneighbour(asmentionedin Section6.3,a distinctionshouldbemadebetweentheactuallatency on a
link, andthereallatency onalink; theimplementationallowsfor a10%deviationfrom theadvertisedlatency

beforetheactuallatency is advertised).The requirementto keeptheactuallatency of a link separatefrom
theadvertisedlink stemsfrom thefactthatfor thegenerationof routingtableswhichcreatevalid distribution

trees,link statemustbegloballyconsistent.

To facilitate not sendinginformation on this link at every refreshcycle, a `last sent' �eld is also de�ned

for eachneighbour, which is a counterthatwill increaseat eachrefreshcycle until it hits thede�ned limit,
arbitrarilyde�ned in theimplementationas5 refreshcycles,afterwhichsomeinformationmustbesentabout

thatlink.

The neighboursform a linked list, with eachneighboureasily indexed by socket descriptor. This allows
for the�ooding mechanismto runthroughtheneighboursquickly, simplypickingoff thesocketdescriptorto

usein theappropriatesend() call.

7.2.2 Member State

Memberstateis marginally simplerthantheneighbourstate;all thatis requiredfor a memberis thattheir IP

addressbeheld,thelast receivedsequencenumberfor thatmember, anda timestampholdingthelocal time
thatthatlastsequencenumberwasreceived.TheIP addressis usedto identify amemberasanexistingmem-

berwhena refreshpacket arrives,andthereforecanbeconsideredto index theentries;thesameIP address

shouldnot appeartwice. The IP addressescanalsobe usedratherconvenientlywhenpicking a memberto
randomlyprobe,asperSection6.4.1.

Membersare,again,storedin a simple linked list, thoughthe datastructurecanbe thoughtof asa table

indexedby IP address.

7.2.3 Link State

Thelink stateto bestoredis structuredin adifferentmannerfrom thememberor neighbourstate;link stateis

insteadstoredasa setof adjacency lists; implementedby having theheadlist identifying eachmember, each
nodeof which is theheadof a list identifying theneighboursto thatmember, andthusalsodescribingwhich

links arein place.Eachlink is identi�ed by thememberIP at theheadof eachadjacency list, theneighbour
IP within theadjacency list, andalsotheweightof thelink; anillustrationof thedatastructureto helpclarify

canbeseenin Figure7.2.

Links addedto the link statehave a �oor value,a minimal latency which no link will drop below. This is
bene�cial is localareanetwork settings,sinceping timesaresmallenoughthatwhatarenormallyconsidered

minor variationsin ping timescanalter the structureof thepeergroupquiteconsiderably. Implementinga
�oor valuecanhelppreventthis recon�guringacrosslatenciesbetweenmachinesof a few hundredmicrosec-

onds.The�oor valuein theimplementationis 3ms,andwaschosenasacut-off pointbelow whichdifferences
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Figure7.2: Illustration of the datastructureusedto maintainlink state;the pointerat the upperleft is the
pointermaintainedby themesh t datastructure.

in latency do not necessarilymatter(in thesensethat thereis little differencein theoutcomeif Ortawereto

routea packet throughonehostwhich is 1.5msaway, or anotherwhich is 2msaway); latenciesacrosslocal
areanetworksaregenerallynegligible.1

7.3 Communicating Control State

TCPconnectionswerechosenfor thesharingof controldataasTCPofferssomeguaranteesthatdatawon't be
lost in transit(providedall routesto a hostarenot severed),andhelpsto ensurethatstateat eachpeeris kept

up to date;theonly additionalcostfor dealingwith TCP connectionsis thehandlingof socket descriptors,

asmentionedin Section7.2.1. All control traf�c which affectsstateis sentover TCPconnections.We can
considerthreedifferenttypesof controltraf�c:

� One-time�oods

� Regular�oods

� Probingof existing/potentiallinks

Of these,the�rst two aresentoverTCP, thethird is sentoverthesameUDPsocketwhich is usedfor sending
applicationdata.A fourth category would includemoremiscellaneoustypesof communication,suchasjoin

requests,acceptancepackets,requeststo addlinks, etc. Eachof thesetypesof traf�c shallbeconsideredin

turn in thefollowing subsections.

7.3.1 One-timeFloods

These�ood messagesaresentasandwhentheeventthey describeoccurs;they arenot generatedcyclically

or otherwisepredictablyin any way. Eachdescribesa distinct event,which requiresthat somepart of the
control statebeupdated,andalsothat routing tablesarerecalculated.Controldataof this sort is �ooded in

thefollowing circumstances:

� Addition of anew link.

� Removal of anexisting link.

1Of interestis thelatency betweensibu.dcs.gla.ac.ukandwww.gla.ac.uk,which is highly variable,but rarelygreaterthan3ms.
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� Addition of anew groupmember.

� Removal of anexistinggroupmember.

Of these,the�rst two carryanupdatedsequencenumberfrom thesourceof the�ood, to tracktheliveliness
of groupmembers.Thesemessagetypescorresponddirectly to theactionsdescribedin Sections6.4.1,6.4.2,

6.3.1,and6.3.2respectively.

7.3.2 Regular Floods

Control informationsentregularly is that of refreshmessages,which carry currentlink state(if either the

weightof that link haschangedsigni�cantly sincethelast refreshcycle, or if no informationrelatingto that
link hasbeensentrecently),andcarrythecurrentsequencenumberfor thepeerwhichgeneratesthemessage.

Therefreshmessagesaregeneratedonceevery30seconds.

To helpensurethatminimalbandwidthis usedoneachrefreshcycle,exponentialsmoothingof latency values
heldwithin theneighboursstate(Section7.2.1)is employed,suchthatfor eachpingpacketreturnedto apeer,

theupdatedping time canbedescribedas:

���

"

� ��� �

�

�\Q\� ��� � � ����� �

�

� Q�� �

This is usedto counterthefactthatvariationsbetweenreportedping timescanberelatively large,especially
consideringthepingingmechanismemployedin Ortaworkson theapplicationlevel, andis at themercy of

theLinux kernelat bothendsof thecommunication.This smoothingprocessis buriedwithin the functions
which dealwith neighbourtablestate,andneednot bea concernfor higherlayersof thesoftware,but help

ensurethatthenetwork canstabilisegivenunchangingnetwork conditions,ratherthanhaving thepossibility
of a datapath�uctuating betweentwo similarly weightedlinks. The weight usedin the implementationis

0.95,weightingheavily towardold latency values.

If, whena refreshmessageis being generated,it is determinedthat the weight of a link hasdeviated far

enoughfrom theadvertisedweight,thecurrentactualweight is usedasthenew advertisedweight,with this
value being enteredinto both the refreshmessage,andalso the local link state,to be observed when the

routingtablesarerecalculated.

7.3.3 Control Data over UDP

Pingpacketsaresentover UDP, theonly reasonbeingthat throttling of connectionsat theTCPlayercauses

high levelsof variationin theturnaroundtimesof ping packetssentoverTCP, causingspuriousping timesto
bereturned.Sendingping packetsby UDP generatesmoreuniform ping times,thoughoccasionalspurious

numbersarestill sometimesobserved(probablydueto unfortunateschedulingdecisionsby theLinux kernel
atend-hosts).Thepingingmechanismemployedis simple:ahostplacesa timestampinto apacketandsends

thatpacket to anotherhost. Theotherhostcatchesthepacket andreturnsit, leaving theoriginal timestamp
intact. The sourcewaits for this returnpacket and,on receipt,comparesthe time held in the packet to the

currenttime.

Pingpacketsto randomlyselectedmembers,aresentusingexactly thesamepacket typesasfor ping packets
to existingneighbours,theonly differencebeingthatonaresponse,thepeerwhoinitiatedthepingwill notice

thatthispeeris notcurrentlyamember, andwill initiatecodeto evaluatetheutility of thatpotentialnew link.
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7.3.4 MiscellaneousControl Traf�c

Othercontroldatais sentduringthelifetime of themesh;someinformationexchangeusingTCPtakesplace
betweenonly two members.For instance,a new memberrequestswith the existing memberto join, and

awaitsan`ok' or a `deny' messagebeforeit will continue.Theotherdataof this type is for thepurposeof
addinga link to themesh,before�ooding thatthenew link hasbeencreated,asperSection7.3.1.

7.4 Control Packet Types

Thefollowing controldatais sentoverTCP:

� join : Sentto apeerby anew peerseekingto join thegroup.

� join ok : Sentbackto thepeerseekingto join thegroupafter receiptof a join packet. join ok
acceptsthis new memberasa groupmember, andcarrieswith it up-to-dateinformationon thestateof

thesystem(currentgroupmembers,currentknown links).

On receiptof this message,thenew memberinitiatesa flood new member, which updatestherest

of thegroup.

� join deny : Sentbackto thepeerseekingto join thegroupafterreceiptof a join if thejoin cannot
beaccommodated.Currentlyunused,but codeis in placeto facilitatetheuseof a join deny .

Onreceiptof a join deny , theattemptto join thegroupfails.

� request add link : Sentfrom onepeerto anotherwhena peerhasdeterminedthatthecreationof

the link would bene�t themesh.This is similar to the join ok operation,exceptthatacceptingthis
call doesnot requirethatall systemstatebesentbackin response.

� reply add link : Sentbackto thepeerto notify thatthenew link hasbeenaccepted.On receiptof

thismessage,

� flood new link : Senton thecreationof a new link; this packet is sentthepeerwho initiated the
new connection,andcarriesthelocal sequencenumber.

Initiator: Sendsmessageto all neighbours.
Otherpeers: Sendmessageto all neighboursasidefrom theonefrom which it receivedthis message,

only if we'venotpreviously receivedacontrolmessagefrom thesourceof the�ood with thesequence
number. Local stateto bechangedis theadditionof link statefor that link. The implication is that if

themessagewassentin the�rst place,thensomestatehaschangedsomewhereelsein thegroup;if we

haven't changedany stateby receiving this message,we do not needto forwardit, aswe have already
doneso.

� flood drop links : Senton thedestructionof anexisting link by themembersat eachendof that

link.
Initiators: Sendthismessageto all neighbours.

Otherpeers: Sendmessageto all neighboursasidefrom theonefrom whichwe receivedthismessage,
only if we've updatedlocal stategiventhis message.Local stateto bechangedis: theremoval of link

statefor thatlink.
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� flood new member: Senton theadditionof a new memberby thatnew memberitself.

Initiator: Sendthis messageto all neighbours.
Otherpeers: Sendmessageto all neighboursasidefrom theonefrom whichwe receivedthismessage,

only if we've updatedlocal stategiven this message.Local stateto be changedis: the additionof
memberstateandlink stateinformationto/fromthisnew member.

� flood member leave : Senton a memberleaving thegroup,sentby thatmemberitself, or sentby

amemberwhohasdetecteda failedpeerwithin thegroup,asperSection4.4.3.
Initiator: Sendthis messageto all neighbours.

Otherpeers: Sendmessageto all neighboursasidefrom theonefrom whichwe receivedthismessage,

only if we've updatedlocal stategiven this message.Local stateto be changedis: the removal of
memberstateandlink stateinformationto/fromthismember.

� flood refresh : Sentperiodicallyby eachnode,carryinga local sequencenumber(which other

peerscanuseto helpdeterminewhenthey lastheardfrom thispeer),andlocal link state(ie: thecurrent
weightsof outgoinglinks from this peer).

Initiator: Sendsthis messageout to all neighbours.
Otherpeers: Sendmessageto all neighboursasidefrom theonefrom whichwe receivedthismessage,

only if we'veupdatedlocal stategiventhis packet. Local stateto bechangedis: link weightsfrom the
peerwhocreatedthispacket.

Of thecontroltraf�c sentoverUDP, theonly callsfor thede�nition of two packet types,theformatof which
is thesame:

� ping request : Carriesa timestamp,andexpectsthereceiver to simply returnthepacket, with the

`type' �eld modi�ed.

� ping response : Theresponseto therequestpacket.

7.5 Calculating Routing Tables

On receiptof any control informationwhich altersthestateof thesystem,a peermustrecalculateits routing

table,to ensurethatdistribution treesarenotdisrupted.

If the peerwere routing in the conventionalmanner, it would storethe tree in someconvenientform and
useit for lookupsby destination,choosingtheappropriateoutputlink from that information. Routingover

the meshis different,however, in that all peersarerecipientsof data,andthesourceof a packet is what is

important,asthedistribution treefor eachmaybedifferentfor eachsource.

Thus, eachpeerexecutesDijkstra's shortestpath algorithm for every group member. However, much of
the datageneratedhereis redundant,aseachpeeronly concernsthemselveswith the point at which they

occur in eachof the distribution trees. By storingeachsourceanda matchinglist of outgoinglinks in an
adjacency matrix,eachpeerknowswhichpeersit mustforwarddatapacketsto aspartof thedistribution tree

for that source.Lots of informationis thrown away from eachtreehere,andfor larger groupssubstantial
amountsof computationwill beperformed.

Figure 7.3 demonstrates,on a small scale,how this works. Figure 7.3(a)shows the logical meshtopol-

ogy, while Figure7.3(b)shows theresultingspanningtreefor nodeA. ConsidernodeE; on calculatingthis
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Figure7.3: Illustrativediagramfor discussionof routingtables.

spanningtree,E will storeA asoneof thekeysfor lookupontheroutingtable,with D astheresultfor lookup
on A. Further, on calculatingits own spanningtree,E will storeA andD asresultsfor lookupon the tagE.

This allows theforwardingof all datapacketsto behandledby thesameroutine,in that theapplicationcan
generatepacketsandaspart of themesh send() call will causea lookupon the source(in this case,the

localhost),andfrom thatarriveat a list of outgoinglinks.

7.6 Data Plane

Datatraf�c is sentusinguser-de�ned portsover UDP. This re�ects theuseof UDP by theIP Multicastcode

onwhich thelibrary wasmodelled.

Given that the dataplaneand the control planeshouldnot interferewith eachother, the dataplanedoes
notneedaccessto thecontrolstructures,andthereforeneverhasto wait to acquirea lock to any controlstate.

Accessto theroutingtableis managedsafelyby a mutex lock, thoughin generalonly readsaretakingplace

over the routing table. The only time this lock comesin truly useful is on the calculationof a new routing
table,whenthesafedestructionof theprevioustablemustbeguaranteedto ensurethatall forwardingopera-

tionsstill usingtheold tablearecompleted,andthatbadpointerswhichmightcauseasegmentationfault are
avoided.This datastructurewould bemoreef�cient if it wereaccessedusinga read/writelock, or perhapsa

semaphore.

7.6.1 Data Channels

Datachannelsareusedto to emulatemultiple socketsusedto communicatewith thesamemulticastgroup.

In termsof RAT, this translatedto onechannelfor RTP data,andonefor RTCP data. The channelsonly
translateto actualdatastructuresat thereceiving endof any communication:on sending,a packet is tagged

with its channelnumberin thepacket header, andon receiving, it is placedinto theappropriatequeueto be
laterretrievedby theapplication.
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The implementationalwaysassumesa channel0 (zero)exists, so for the casewhereonly basiccommuni-

cationis neededwith themulticastgroup,useof theoverlayis marginally simpler.

7.7 Known Issues& Potential Impr ovements

Thepeersusingtheoverlaymustspaceconnectionsapartby at least100ms;dueto thehandlingof theselect()

statementto monitorTCPconnections,thesocket thatlistensfor new connectionsmustbepolledratherthan
simplyblockingover thesocketaswouldbenormal.Thisdoesnotnormallycauseaproblemfor therunning

of theoverlay.

More intelligentpingingcodecouldbeimplemented.Currentlythecodefor pinginghostsdoesnot log which
hostsit haspinged;it merelyrespondson receiving theappropriatepacket andassumesthat the timestamp

storedwithin that packet is onewhich it generateditself. A moreintelligent way of handlingping packets

might beto have a �x edallocationof pingswhich canbependinga returnpacket, holdingthe time sentfor
thatping, andstoringan ID in theoutgoingpacket. This would allow for peersto determinewhena hostis

not reachable(eitherdueto thathostbeingdown, or dueto �re wall restrictionsin place),by monitoringfor
lost pingpackets.

Explicitly de�ned packet typesfor theadditionof a new memberor a new link arenot necessarilyrequired;

thesamefunctionalitycouldbeimplementedvia normalrefreshpackets.Theadvantageto thiswouldsimply
be that therewould be lessduplicationof codewithin the mesh,andthereforelesschanceof triggeringan

obscurebug.

Also relatedto control packets, somebit packingcould allow for more ef�cient control packets, to help

savebandwidthusage.This is notavital requirement,but wouldhelpreducethevolumeof thecontroltraf�c
duringthelifetime of theoverlay.

Improving the locking mechanismover the routing table, as notedin Section7.5, would allow for more

ef�cient datatransfersthanthecurrentmutex canallow. This is hasnot beena problemduringthetestingor
evaluationof theproject,but it mightbecomea limiting factorfor datarates,dependingongroupsizeor type

of datato becarried.

7.8 Integration into RAT

RAT wasmodi�ed to sendandreceivedatausingtheOrtaoverlay. Themodi�cationsrequiredcanbeseenin
thepatchesprovidedin AppendixC. All changesto actualsourcecodewerecontainedto one�le; therestof

thechangesarewithin Make�les to specifythelocationof thelibrary andto de�ne the identi�er to have the
preprocessorenabletheOrtaasopposedto theIP Multicastcode.

A screenshotof 4 RAT clientscommunicatingvia theoverlaycanbeseenin Figure7.4.
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Figure7.4: Screenshotof multiple RAT clientsusingtheOrtaoverlayfor communication.



Chapter 8

Evaluation Approach

To evaluatethe system,therearea numberof characteristicsof the protocol to look at. The natureof the
overlayis important,with respectto how theprotocolsuitsreal-timecommunications.Theevaluationof the

systemthenrequiresthatnotonly arethecharacteristicsof theoverlaymeasured,but alsothatmeasurements
aretakento validatethattheoverlaycanbeusedfor real-timeconferencingapplications.

One key aspectof the testingis that as this overlay is designedfor multi-sourcemulticastingof databe-
tweenall groupmembers,all experimentswill gatherdatafor eachsource,unlessotherwisestated. This

makestheprotocolpresentedherestandoutagainstsomeof theothermulticastprotocols,in thatmany of the
otherspresenta caseonly for single-sourcemulticastto many groupmembers.

Section8.1 covers the differentenvironmentsavailable for testingof the Orta protocol. Section8.2 cov-

ersthevariousmetricsby which theprotocolwill betested,describingbothwhy eachmetricis relevant,and
how it will betested.A summaryof themetricsis presentedin Section8.3

8.1 TestingEnvir onments

Given the time availableto conducttheevaluation,theconstructionof a network simulator, while desirable

dueto its ability to evaluatethe protocolover a variety of interestingnetwork topologiesat varying group
sizes,couldnot feasiblybebuilt andtestedquickly enoughto testthebehaviour of theprotocol.Othertesting

environmentsavailablewere:

1. Largenumbersof undergraduatelab machines.

2. One machineat the University of SouthernCalifornia's Information SciencesInstitute (ISI) in Los
Angeles.

3. A smallnetwork of systemslinkedtogetherby transparentbridgesrunningFreeBSDwith Dummynet1

functionality enabledto imposelatencieson links. This network consists6 hostswith onenetwork

cardto actasend-hostson thenetwork, and� ve machineswith two network cardsto offer up to � ve
transparentbridges,or perhapsactasadditionalend-hosts.

The�rst setupis usefulfor thepurposesof observinghow theprotocolbehavesat differentgroupsizes.The

lab machinesareall locatedon the sameLAN, so exhibit similar latenciesbetweenany pair of machines.
1http://www.dummynet.com/
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Theselatenciesaremeasuredin microseconds,ratherthanmilliseconds,soexperimentsrun over thelab ma-

chinescannotbe usedto derive muchinformationaboutadditionaldelaysimposedby routing throughthe
overlay, for example.

In termsof evaluation,�re wall con�gurationspreventedthe machineat ISI from being a useful member

of eitherpeergroup involving the othermachines.The machinewas,however, useful for testingof code
beforeevaluation,andbecametheping sitefor theCalifornianodein thedummynetsused(Figure8.1(b)).

The third setupmentionedabove is useful for simulatinga more realistic settingwherepeersaresitedat

differentgeographiclocations,thusimposingreal latencieson packet transmission.Dummynetoffersfunc-

tionality designedto beusedfor thetestingof network protocols,andallowsfor enforcingnetwork behaviour
suchasimposingdelayson links, boundingqueuesizesin therouter, andincreasingpacket lossrates.With

bridgeanddummynetfunctionality enabledin their kernels,the FreeBSDmachinescaneasilybe setup to
forwardtraf�c betweentheotherhosts,with thesimulateddelaysableto emulatehigh-latency links between

hostsin thesameroom;for example,thiscanbeusedto simulatepeersatdifferentendsof theUK. Theactual
dummynetnetworksconstructedcanbeseenin Figures8.1(a)2 and8.1(b)3. TheDummynettopologiesshown

hereweredesignedto offer real-world latenciesgivengroupmembersatdifferentlocationsaroundtheworld;
placenamesaresimply usefulto geta roughideaof thephysicalgeography. While real locationswereused

to derive approximatelatenciesbetweensites,they haven't necessarilybeenfollowedtoo closely, dueto the

limited numberof machinescapableof actingastransparentbridgesin any testsetup.

8.2 Evaluation Metrics

Many of the testmetricsdescribedin the following sectionscouldhave variantswhich run on the �rst net-

work mentionedpreviously to monitorbehaviour asgroupsizesincrease,aswell asthe lastnetwork to test
behaviour with realisticlatenciesin place.Eachof thefollowing will describewhichnetwork themetricwill

bemeasuredon,how it will bemeasured,andwhateffect themetriccanhaveon thebehaviour or suitability
of theoverlayasa carrierof real-timeaudio. In all tests,all peersconnectto the �rst memberof thegroup

spawned;this allows for aninef�cient meshto beformed,whichOrtamustimproveupon.

8.2.1 Worst CaseStress

Thevery natureof theoverlaymeansthat individual hostsaresendingandreceiving moredatapacketsthan

the applicationlayer is awareof. How many packetsareduplicatedis determinedby how many links the
protocolcreatesto or from eachhostfor agivennetwork setup.This duplicationraisestwo concerns:

1. Additional bandwidthusageover links to end-hosts.While thediscussionof theprotocolhasnot con-

sideredbandwidth,it wouldbeaseriousissueto beconsideredif connectiontypesvariedconsiderably.
Clearly, many connectionsto becarryingdataoveramodemlink is notasdesirableasthesamenumber

of connectionsthroughanADSL link, or anEthernetlink.

2Measuredfrom Glasgow; Inverness:uhi.ac.uk(60ms); Manchester:www.mbs.ac.uk(45ms); Leeds: www.leeds.ac.uk(45ms);
London: scary.cs.ucl.ac.uk(50ms);Exeter: www.ex.ac.uk(50ms). Ping timesareapproximateto averageping time loggedat startof
evaluation.

3Measuredfrom Glasgow; California: kame.isi.edu(175ms);Massachusetts:mit.edu(110ms);London: scary.cs.ucl.ac.uk(50ms);
Paris: www.univ-paris3.fr(50ms);Berlin: ping www.tu-berlin.de(60ms). Ping timesareapproximateto averageping time loggedat
startof evaluation.
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Figure8.1: Graphsof thedummynetsetupsusedfor testing.Boxescontainingnumbersrepresentthedelay

in onedirectionin the line (so the roundtrip time from Invernessto Glasgow is 60ms,not 30ms)which is
createdby atransparentbridgewith dummynetfunctionalityenabledbetweenhosts.Shadedboxesaremerely

switches,andemptycirclesareend-hostseligible for runningthetestsoftware.

2. Theincreasein packetsto beprocessedat eachhostleadsto increasedprocessingcostsin theoverlay
codeexecutingat the applicationlayer, andputsadditionalpressureon the networking subsystemof

thehostoperatingsystem.

Thestressof a link is simplyde�nedasthenumberof identicalcopiesof apacketcarriedby aphysicallink to
deliver thatpacket to therestof thepeergroup.WorstCaseStressis thenthemaximumstressvalueobserved

onany link in thegroup.In comparison,all links in aproperlycon�guredIP Multicastgrouphaveastressof
1, while anä�veconferencingoverlaywhichcreatedaconnectionbetweeneverypairof membersoverwhich

thememberscopy packetsdirectlyto all recipientswouldhaveaphysicallink stressof � onaccesslinks. Orta
shouldattemptto minimisethestressof links throughoutthegroupby spreadingtheduplicationof packets

throughoutthedistribution treescreatedfrom eachsourcein thegroup.

DeterminingtheWorstCaseStressof a network couldbeautomated,but it is muchmoreusefulto designa

network speci�cally for observingwhatWorstCaseStressvalueOrtawill generatefor thatnetwork. As such,
the two networks shown in Figure8.2 will be usedspeci�cally to discussthe Worst CaseStressbehaviour

of Orta. For eachof thesenetworks, simpletestcodewill be run which will initiate connectionsbetween
Ortapeers;debug outputfrom theOrtacodecanbe usedto easilytracehow links have beenplacedacross

groupmembers.For thesakeof comparison,WorstCaseStresswill alsobeconsideredfor theUK andCross-
Atlantic Dummynetsdescribedalready, andit maybepossibleto look atWorstCaseStressvaluesonagroup

of Ortapeersrunningover theundergraduatelabmachines.

The goalof theprotocolshouldbe to keeplink stresslow acrossasmany groupmembersaspossible,thus

spreadingtheduplicationof packetsacrossgroupmembers.
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stressin thepresenceof onehigh-latency link.

Figure8.2: Thephysicaltopologiesof theDummynetnetworksto beusedfor testingWorstCaseStress.

8.2.2 AbsoluteRound Trip Time

As discussedin Chapter5, theroundtrip time(RTT) betweentwo hostsis importantwhenwe'reconsidering

conversationalaudio. By looking at the roundtrip timesa groupof Orta peersgenerate,it shouldbecome
apparentasto whetheror not Orta is makingsensibledecisionsregardingwherein themeshto placelinks.

This experimentwill be run over the UK andCross-Atlanticdummynets. It makes little senseto run the

experimentover the lab machines,wherelatenciesareso low that it doesnot necessarilymatterhow data
packetsarerouted,solong asthey arriveat all recipients.

Roundtrip time can easily be measuredusing only applicationcodedesignedfor the purposeof the ex-

periment;no modi�cation of library codeis required. If the sourceof a packet sends,throughthe overlay,
a packet containingthe currenttimestamp,the sourceIP address,andsomethingto identify it clearly asa

`SEND' packet, then eachrecipientcan sendsthe samepacket to the meshwith type simply changedto
`RESPONSE'packet, alteringno otherstate.Thesourcecanidentify its own `RESPONSE'packetsby the

presenceof its IP addressin thepacket,andcanthencalculatethedifferencebetweenthecurrenttimeandthe

time carriedin thepacket.

For eachresponsereceived,thetestcodeshouldoutputtime deltasin theform:

� RTT host ip packet no RTT value

Theonly limit on thefrequency of thesepacketsis that therecipientof anRTT packet which it did not gen-
eratesendsits responsevia theoverlay, andassuch,eachpeerwill receive many responsepacketswhich it

mustignore.With all peerssendingRTT packets,this methodof calculatingtheRTT betweenpairsof hosts
is costly, but workswithoutmodi�cation to thelibrary code.

After leaving the test codeto run for 10 minutes,to ensurethat over time the overlay not only arrivesat

a reasonablesolution,but alsostabilisesanddoesnot disruptgoodlinks, RTT valuescanbe collectedand
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plottedover time for eachpair of hosts,to give a view asto what theoverlay is doing. RTT packetsevery

20 secondswould give a reasonablelook at RTT betweenall pairsof peersduringthe lifetime of thegroup,
while not �ooding thenetwork.

8.2.3 Adaptability of Mesh to ChangingNetwork Conditions

Sincethe intentionof the meshapproachto building distribution treesfor carryingdatais that the quality

of the meshgraduallyimprovesover time, it' s worthwhile observinghow Orta behaveswhenthe network
conditionschangeduringthelifetime of apeergroup.Thisexperiment,by its verynature,requirestheuseof

thedummynetnetworksde�ned earlier.

Peerswould be startedon thedummynetnetworksshown in Figure8.1, andgiven time to settleon a mesh
con�guration. Link weightscanthenbemodi�ed by alteringtherulesat thetransparentbridgesthatgovern

thedelayson links, andthepeersagaingiventime to settleona con�guration.

The following alterationsto the dummynethave beenchosento observe the behaviour of the protocolun-

derdifferentconditions;somè long' links havebeenshorted,andsomè short' links havebeenlengthened.

� On the UK dummynetnetwork, the latency on the bridge betweenInvernessand Glasgow shall be

reducedfrom 30msto 5ms,thusremoving thatlong link to try andpromptmorelinks to beformedup
to Inverness.Further, thelatency onthebridgeseparatingLondonandtheswitchto which is is attached

will beincreasedfrom 3msto 100ms,providing a longerlink whichOrtashouldtry to avoid.

� On the Cross-Atlanticdummynetnetwork, the latency on the bridge betweenCalifornia and Mas-

sachusettswould bereducedfrom 50msto 5ms;the latency on thebridgeseparatingParisandBerlin
from the restof the network shall be increasedfrom 5msto 100ms;�nally , the latency on the �nal

bridgebeforeBerlin will beincreasedfrom 5msto 50ms.

In order to monitor the variation in packet round trip times, it may be useful to graphround trip times in

thesamemannerassuggestedin Section8.2.2. For furthervisualisation,it would bepossibleto displaythe
alteredlogical `shape'of the meshin a graphicalform from both beforeandafter the modi�cation of link

weights.

8.2.4 NormalisedResourceUsage

TheResourceUsage(R.U.)of theoverlay, asde�ned in [15], is calculatedas:

���

"��

�

�

� � RI�

where: link
�

is anactive link
�

� is thedelayof link
�

.
RI� is thestressof link

�

.

Thiscaneasilybecalculatedby summingtheweightof thelink eachdatapacketis forwardedonateachpeer;

by consideringeachonein turn,duplicatedpacketsaretakencareof naturally.

NormalisedResourceUsage(NRU) thenis:
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Thiscanbecalculatedby handoverthedummynetnetwork,usingthestressvaluesidenti�ed in Section8.2.1.
Without knowledgeof preciselatenciesof links betweenroutersandhostsin the lab network, it becomes

dif�cult to determinetheweightsof eachphysicallink usedoveraDVMRP treein thatenvironment.

8.2.5 RelativeDelayPenalty

By routingpacketsthroughnumeroushoststo deliverdatato all recipients,packetswill naturallybein transit

for at leastasasif they wereto beduplicatedanddeliveredby thenetwork alone.TheRelativeDelayPenalty

is describestheincreasein delaythatapplicationsperceivewhile usingthemeshwhencomparedto thesame
unicastlinks beingusedto communicatedirectlybetweenany two hostsin thepeergroup.

It is de�ned as:
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Note that RDP valuescloserto 1.0 arebetter, sincetheadditionaldelaythroughtheoverlaywould thenbe

smaller.

The ideal would be to monitor how this metric changesasgroupsize increases,but latenciesbetweenbe-
tweenlabmachinesaresosmallthatschedulingdecisionsmadeby theLinux kerneloneachhostcanhave a

dramaticimpacton thereportedlatenciesbetweenmachinesat theapplicationlevel. Thus,thetime takento
routeapacketacrossthelabmachinesis notagoodindicatorof theperformanceof themeshin thisscenario.

For this reason,theDummynetsetupsshallbeusedfor a “real world” look atRDP.

The experimentwould involve settingup the peersto connectto eachotherandhave themregularly send

packetsto eachother. Thefrequency of thesepacketsdoesnot matter, solong asthey would run for 10 min-
utes,to allow time for theoverlayto settle.All memberscanconnectto the�rst peerto bespawned,leaving

themeshto improveitself andgeneratedatatransmissiontrees.

Peerswould betransmittingnumberedpacketsat a rateof oneapproximatelyevery 20ms.With every other
peeroutputtingthe time takenfor eachpacket to arrive usingthe link stateinformationheld for eachpeer's

neighbour(which shouldprove accurateenough).Determiningactualping timesbetweenthe sourcenode
andeachpeercouldalsobescriptable.

Testingof this metricrequiresmodi�cation of library code.Onreceiptof eachpacket,peersshouldoutput:

� RDP host ip source ip packet no distance to here

Analysisof thebehaviour of theRDPvalueafterthefactcanthenbeperformed.

8.2.6 Time Taken to Repair a Partitioned Mesh

While it is possibleto havethemeshdisruptedby amemberleaving,asdiscussedin Section6.3.2,thereis the

furtherpossibilityof a memberfailing andnotexiting cleanly, in whichcasegroupmembersmustdetermine

thatthismemberhasdiedasperthealgorithmpresentedin Section4.4.3,andattemptto cleanupstate.

This experimentcould eitherbe lab-basedor dummynetbased;it' s not entirely importantwhich one. The
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dif�culty lies in partitioningtheoverlay.

In order that the overlay can be partitionedwith ease,it makessensein this caseto disablethe codere-

sponsiblefor attemptingto addlinks during the normaloperationof the overlay. We shall assumethat the
meshis partitionedon a peerdying unexpectedly, leaving all physicallinks in place(obviously if the only

physicallink betweenthe two halvesof thepeergroupis severed,softwarehasno hopeof overcomingthe
problem).

To demonstratethe repairingof an overlaypartition,a chainof peerswill be constructed.Oneof thepeers

in themiddleof thatchaincanthenbestoppedabruptly(`kill -9'), andtheotherpeersleft to �gure out what

happenedaspartof their normalrunningcycle.

Observation of link-stateon successfulrepartitioningof the overlay, usingdebug output to determinethe
sequenceof eventsleadingup to the reconstructionof the mesh. Time taken to repartitionthe overlay is

essentiallytime whenpeerslog thedeadpeerashaving disconnected,until the �rst new link is addedfrom
onesideof thepartitionto theother.

8.2.7 Volumesof Control Traf�c Sent

This is an interestingmetricdueto thevery differentway thatcontrol traf�c is handledin theOrtaprotocol
comparedto theNaradaprotocol. Control traf�c is particularlyeasyto monitor;eachnodecanbemodi�ed

to outputthesizein bytesof all controltraf�c sentor forwarded.Onceall peershave terminated,calculating
thetotal controltraf�c sentfrom eachnodeis trivial.

To observe the variationsin control traf�c sent,this experimentshouldproducegraphsshowing the aver-
agelevel of control traf�c with error barsshowing the minimum andmaximumvolumesof control traf�c,

plottedagainstgroupsize.

Testingof this metric requiresmodi�cation of library code. On sendingor forwardingcontrol data,each
peershouldlog thenumberof bytessent;if thepeerloggedthevolumeof datasentover TCP connections

andthevolumesentoverUDPconnections,acomparisoncanbedrawn betweenthetwo typesof controldata.

This experimentcan,again,berun with differinggroupsizes,with eachexperimentrunningfor 5 minutes.

Thenatureof thelatency betweenlabmachinesbeingsolow doesnotdemonstratea`normal' situationfor the

�ooding of controldata,however. Thedummynetnetwork canalsobeusedto monitorcontroltraf�c volume
for oneor two of thesmallergroupsizestestedon theundergraduatelab machines,to comparevolumesof

�ooded data.

8.2.8 Reliability of Overlay: Lost & Duplicated Packets

Reliability of theoverlaycaneasilybe measuredusingsimpletestharnesscode,simply makinguseof the

overlaylibrary.

Volumeof lostpacketscanbecalculatedby:

if �H� N�� �I�
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end if

Volumeof duplicatedpacketscanbecalculatedby:

if �H� N�� �I�

�

�

�
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�
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�

� then
dupecount++

end if

Runningthistestoverlargergroupsonthelabmachinesshouldseemarginallyhigherlevelsof lost/duplicated

packets,aswith thepeerssocloseto equallydistantfrom eachother, theoverlayis moreproneto link state
changes.

8.3 Summary

A numberof testmetricshave beenproposedhereby which thebehaviour of Ortain differentsituationscan
bediscussed.Theresultsof theexperimentsto testthesemetricsarecoveredin Chapter9.



Chapter 9

Evaluation

This chapterpresentsthe resultsfrom the experimentsdiscussedin Chapter8. After discussionof the be-
haviour of thedummynetsetupsin Section9.1,thefollowing sectionsfocusoneachof theevaluationmetrics

coveredin Section8.2,in thesameorder.

For the purposesof the evaluation,two differentexperimentalsetupswereusedasdetailedin Section8.1.

For experimentswhichmadeuseof largenumbersof machines,or comparisonsbetweenlargerpeersgroups
againstsmallerpeergroups,undergraduatelab machineswereused;thesemachineswereall 1GHzPentium

IIIs runningScienti�c Linux1, with its default Linux 2.4.21kernel. Otherexperimentswhich requirethat
nodesbesomedistanceapart(in termsof latency) madeuseof a numberof FreeBSD4.11systemssetupto

actasbridges,with dummynetfunctionalityenabledfor thepurposesof introducingadditionallatency over
links. Endhostson this network were450MHzPentiumIIIs runningKnoppix2, installeddirectlyontodisk.

In all experimentspresented,the thresholdfor additionor removal of links wascalculatedasdescribedin

Section6.4.3,with theconstantvaluebeingsetto 0.02.Theconstantwaschosenbasedon testingduringthe
implementationphase.Testingwasprimarily conductedon the lab machines,andover time this threshold

appearedto givea reasonablebalancebetweenpeersholdinglinks to toomany neighbours,andtheopposite,

peersnot forming any morelinks thanthey wereinitially startedwith. The thresholdis discussedfurther in
Section9.10.

9.1 Analysisof dummynet networks

Beforediscussionof theresultsfrom thetestmetricsthemselves,thebehaviour of theOrtaprotocolover the

dummynetnetworkspresentedin Figures8.1(a)and8.1(b)is shouldbeconsidered.Figures9.1and9.2show

the resultingoverlaystructureanddistribution treesfor both thesedummynets,usingthe thresholdde�ned
earlier.

In eachof Figure 9.1 and Figure 9.2, sub�gure (a) shows the meshsuperimposedover the physicalnet-

work topology, while sub�gure (b) shows the logical network structureof this mesh.Sub�gures(c) through
(h) show the distribution treesrootedat eachsource,with the recipientson eachtree having their names

condensedto oneor two letterswhichuniquelyidentify thepeer.

1https://www.scientificlinux.org/
2https://www.knoppix.org/
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Figure9.1: Theresultingmeshover theUK dummynet,andthedistribution treesrootedat eachsource.

9.1.1 UK Dummynet

Figure9.1 shows the meshstructurethat Orta forms over the UK Dummynet. Orta hasconcentratedlinks
betweenExeter, London,ManchesterandLeeds,providing only onelink to Glasgow andInverness.Further,

the link to Invernessis throughGlasgow, creatinga chainof peers.Theproblemhereis that if Manchester
wereto leave the group,Glasgow andInvernesswould be separatedfrom Leeds,ManchesterandLondon,

partitioningthe meshinto two groups.Mechanismsdescribedin Sections6.3.3and6.4.1would be ableto
repairthepartition,but it would bedesirablethata partitioncouldnotoccursoeasily. Thesolutionmight be

to lower thethresholdfor addinglinks, but carewould have to betakento ensurethat thethresholdwasnot
too low, allowing most,or all, possiblelinks to beadded.

The structureof the meshbeneaththe Manchesternode(i.e.: Leeds,LondonandExeter),with many con-
nectionsbetweenmembers,would allow for any one of thosepeersto exit cleanly without affecting the

others.Likewise,Invernesscouldexit cleanly, having nopeerswhichdependonit. Glasgow andManchester,
however, becomeapotentialpointsof failure.

An improvedoverlaystructurewould have at leastonemorelink to Inverness.With thatonelink in place,

eitherGlasgow or Invernesscouldleave thegroupwithoutdisturbingthedata�o w to or from theother.

Ortahascreatedfew connectionsover thelongerphysicallinks, andchoosinginsteadto createmany connec-
tionsover theshorterlinks Theprotocolhasn't placedmany connectionsover thelongerlink up to Inverness

andGlasgow, insteadchoosingto concentratemorelinks amongthehostswho arerelatively closetogether.
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Figure9.2: Distribution treesfrom eachpeerin thepeergroup,takenafterthemeshhadsettled.

Thismakessense,asAlgorithm 2 in Section4.5.1will try to favourshortlinks betweenany two peers.Since

thereareno links to Invernessconsiderablyshorterthanthe links that it found, no morehave beenadded.
While the variationin latenciesbetweensomepeerslower in the dummynetis equallysmall, the ratio be-

tweentheoverlaydistancewith or without thelink is presumablysigni�cantly largefor thelink to beadded,
andfor it to remainpartof themesh.

The fact that, althoughmostof this network is well-connected,Orta hasnot createdenoughlinks suggests
that the thresholdvaluethatdetermineswhetheror not a link shouldbeaddedor not shouldbeweightedto

offer a higherchanceof allowing a link whena peerhasonly oneneighbourin thegroup.

9.1.2 Cross-AtlanticDummynet

The meshstructureOrta forms over the Cross-AtlanticDummynet,asseenin Figure9.2, suffers from the

sameproblemastheUK Dummynet.Glasgow andBerlin havebothbecomeleafnodesin themeshstructure.
Ortahasnot createda chainof peerslike thatof Manchester� Glasgow � Invernessseenin theUK dum-

mynet.

Thelink betweenCaliforniaandParisis unexpected.It appearsthatto routeapacket from Californiathrough
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Figure9.3: Logical topologyof two of thetestdummynetsplacedover thephysicaltopology.

MassachusettsandLondon to Paris placesenoughadditionallatency on the round trip time that Orta has

deemedtheCalifornia � Paris link usefulto themeshstructure.Theadditionof this link allows for a faster

connectionfrom California to not only Paris,but alsoBerlin, so theadditionof the link is actuallyentirely
reasonable,basedon thelink addingalgorithm.

Again, this meshcouldbeimprovedby loweringthethresholdrequiredfor addinglinks. Theworry is thata

departinggroupmembercanpartitionthemesh,whichshouldbeavoidedif atall possibleby theOrtapeers.

9.2 Worst CaseStress

Thephysicaltopologiesdesignedspeci�cally for testingtheworstcasestressof a link wereshown in Figure

8.2.Thesephysicaltopologiesweredesignedto observeOrtahow behavesin smaller, perhapsmorearti�cial,
environments.Figure8.2(a)wasdesignedto attractlinks to thecentrepeer, while Figure8.2(b)wasdesigned

to observe Orta's behaviour with two clustersseparatedby onehigh-latency link. Theresultingmeshstruc-
turesfor this testcanbeseenin Figure9.3.

Justasin the UK andCross-Atlanticdummynets,the quality of the overlay in Figure9.3(a)suffers by not
creatingenoughconnectionsbetweenpeers.Thisis, in part,dueto thehighly arti�cial natureof theoverlay;if

nodeE wasbehindanaccesslink with anadditionallatency of a few milliseconds,thepeerson theperiphery
of thenetwork would bemorelikely to createsomeconnectionsbetweeneachother, sincerouting through

E would thenbecomemoreexpensive;E becamethehubof connectionson this testnetwork purelybecause
thetime takento routepacketsthroughE to any otherhostis essentiallythesameasthetime takento route

directly from A to B, for example.A link from any peerto E is of lower latency andachievesthesameround
trip time asa link directly betweenA andD, for example.

Thedistribution treesfor this network all routethroughE, andE duplicatespacketsto all othergroupmem-
bers. Thus,theworst casestressfor the network is 4. ConsiderAlgorithm 4 in Section6.4.2for dropping

links, andit becomesclearthat thedifferencebetweenthe latency with andwithout a link betweenA andB
will besocloseto zerothatit wouldbeverydif�cult for any thresholdvalueto retaintheselinks. This,again,

is a side-effect of thearti�cial designof thenetwork, but it shows that it is still possibleto achieve theworst
possiblestressvalue. All physicallinks otherthantheaccesslink to E have stress1, andit is only E which

handlestheduplicationof packets.

In Figure9.3(b),however, Ortahascreatedmany morelinks betweenpeers.To have only onelink between

thetwo halvesof thegroupis apointof failure,but only onelink is formedin thisscenarioperhapsdueto the
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highly arti�cial natureof thenetwork. PeersA andF bridgethetwo halvesof thegroupbecausethey arethe

closesttogetherof thetwo halves.

The worst casestressin this exampleis 3, and occurson the links from A to its connectingswitch, and
from F to its connectingswitch. Thestressof thehigh latency link is 1. Orta,having partitionedthis group

into thetwo distantgroupswith a connectionin themiddle,hasavoidedthepotentialworstcasestressof 5,
in thiscase.

If we considerthe UK dummynetin Figure9.1 for slightly lessarti�cial results,we canseethat the worst

casestressonany physicallink is 4 atManchester. DespitecarryingthreeTCPconnections,thephysicallink

from Exeteris not usedasmuchasit mayseem.While thehigheststresslevel it seesis 3, this stresslevel
is only actuallymetby consideringthedistribution treerootedat itself; by consideringtheotherdistribution

trees,Exeter'sstresslevel is signi�cantly lower, andoften1.

Further, the and Cross-Atlanticdummynetin Figure 9.2 exhibit a worst casestressof 3 at both London
andParis, but in this scenario,thosestresslevels aremet for numerousdistribution trees. The worst case

stressis clearlyaffectedby thenumberof links thattheprotocolcreatesfor thepeergroup.

Of furthernoteis thattheworstcasestressacrossa groupof size36wasonly 6.

9.3 AbsoluteRound Trip Time

RTT resultsfor thetwo dummynetcon�gurationscanbeseenin Figure9.4.Thesegraphsareshowing amod-
i�ed RTT betweeneachpairof hosts,suchthatthelinesrepresentraw RTT, plusanother60msto compensate

for buffering,encodinganddecodingdelays,etc.

Thevariationwe seein RTT nearthestartof thetestis simply thatof themeshrecon�guring itself to �nd a
goodsetof links for theoverlay. All peersinitially connectto the �rst peerto be initiated(which in theUK

network is Inverness,andin theCrossAtlantic network is California);with this in mind, it is not unexpected
thatweseeinitially highRTTsfor mosthosts.TheRTTsstabilise,however, andwecanseethatno two peers

have a roundtrip time of over 400ms,asidefrom the initial poorcon�guration at thestartof thesimulation
for theCrossAtlantic con�guration.

We can seefrom thesegraphsthat the overlay managesto add better links after the initial formation of
thegroup,andkeepsthosegoodlinks (astheRTT doesnot increaseoncethegoodlink is added).

9.4 Adaptability of Mesh to ChangingNetwork Conditions

As partof theOrtaprotocol,peersarerequiredto constantlyprobetheirneighbours,to monitornetwork con-
ditions. Theimplicationof this monitoringof network conditionsis that theOrtaprotocolshouldbeableto

adaptshouldthoseconditionschange.

For thepurposesof this experiment,thetwo `real-world' dummynetswereused,andafterallowing thepeers
to run for long enoughto have themeshstabilise,thelatenciesonsomebridgeswerealtered,asdescribedin
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(a)RTTs from all hoststo all otherhostsin theUK Dummynet.� -axisis representstime,overa10minute
period.
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(b) RTTs from all hoststo all otherhostsin the EU-US Dummynet. � -axis is representstime, over a 10
minuteperiod.

Figure9.4: Graphsof RoundTrip Timesto all hostsover bothDummynets.Eachline plots thevariationin
RTT from onehostto oneotherin thegroup,over time. Numberson � -axismerelyindicatereadingnumber;

onereadingevery10secondsfor thedurationof thegroup.
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(c) RTTs from all hoststo all otherhostsin theUK Dummynet.� -axisis representstime,overa10minute
period.

Figure9.5: Variability of meshunderchangingconditionson theUK Dummynet.
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Section8.2.3.

For both of thesenetworks, the initial logical meshstructureis shown next to the resultinglogical mesh

structure.RTT valueshavealsobeenprovided,to monitorthebehaviour of themeshduringthetransition.

The behaviour of Orta over the UK Dummynetcanbe seenin Figure9.5. The reductionof latency to In-
vernesshasallowedmorelinks to beadded,thoughsomewhatsurprisingis theremoval of links to Glasgow.

The assumptionis, again,that without additionalweightson accesslinks, the differencein distancefrom
Manchesterto Inverness(via Glasgow or not), for example,is negligible. Orta hasreducedthe numberof

links to theLondonhost,having hadthelatency to it increasedconsiderably. On recon�guration,Ortais still

placingtoo few links to somenodes.

Figure9.5(c)shows thevariationin roundtrip time againstthelifetime of themesh;aroundthe10thsample
point we seetheratherdramaticrecon�gurationof thenetwork structure.Immediatelyafterthelink weights

arerecon�gured,roundtrip timespeak,someat a little over 400ms. The meshrestructuresitself and the
routingtablesreactaccordingly, however, to bring theroundtrip timesbetweenall pairsof membersdown to

beneaththe400mslimit.

Thevariationobservedin theCross-Atlanticdummynet,seeFigures9.6(a)and9.6(b),is minimal. Reducing

the latency to California hasallowed Orta to createonefurther link in the mesh,connectingCalifornia to
Glasgow. No additionof links hasoccurredelsewhere.For theLondon/Paris/Berlinpeers,this is understand-

ble,dueto thesimilar increasein thelatenciesobservedon thoselinks; by reducingthelatency to California,
it shouldbeexpectedthata new link beformedto thatpeer.

Figure9.6(c)shows thevariationin roundtrip time againstthelifetime of themesh;aroundthe10thsample

pointweseetherecon�guringof thenetwork structuretakingplace,andtherecon�gurationof routingtables
andadditionof the new link thereafter. It is worth noting herethat on reco�guration, the peergroupstill

managesto ensurethatno two peersexperiencearoundtrip timeof over400ms.

Thebehaviour of themeshin thesesituationsshowsthatOrtacanprovidereasonableoverlaysfor usein car-

rying real-timedata,andalsothatthemeshis capableof reactingto changesin thenetwork topologyquickly
enoughto avoid unacceptabledelaysfor extendedperiodsof time betweenpeerswhenrouting throughthe

overlay.

9.5 NormalisedResourceUsage

Discussionof theNormalisedResourceUsage(NRU), asde�ned in Section8.2.4,is moredif�cult thanorigi-

nally intended,if theUK or Cross-Atlanticdummynetsareto beconsidered.Thedif�culty liesin thestructure
of thesenetworks.While Manchesterlooks,on thesurface,like a usefulcandidatefor examiningthehighest

NRU valuesthat the UK dummynetcanproduce,thereis no latency on the accesslink to the Manchester
host. The absenceof any noticeablelatency from that hostmeansthat the calculationof the metric is re-

dundant.In essence,thestressof the link is still valid, but if the latency of the link is essentiallyzero,then

thedifferencein resourceusagebetweensendingonepacketor numerousalongthatphysicallink is marginal.

If we consider, againon the UK dummynet,the Exeterhost,and the distribution tree rootedat that host,
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Figure9.6: Variability of meshunderchangingconditionson theEU-USDummynet.



66

D

E25msB

A

30msC 30ms

F

25ms100ms

20ms 20ms

(a)Arti®cial network for examiningNRU.

A

B C F

E D

(b) Distribution
treerootedatA.

Figure9.7: Arti�cial network structurefor discussionof normalisedresourceusage.(b) is the distribution

treecreatedfrom A to therestof thegroup,shown in (a).

wecanderivesomeminimal results.With referenceto thedistribution treefrom Exeter, 9.1(h),andthephys-
ical structureof theoverlay, 9.1(a),we cantracethephysicallinks usedto distributeonepacket throughout

themulticastgroup:Exeter'sdistributiontreecallsfor threepacketsto beduplicatedonthephysicallink from
Exeter, andnowhereelse.Thus,thetotalresourceusagefor thatonepacketis 3� 3ms,plusthelatency of every

otherphysicallink utilised in the mesh.This resultsin an NRU valueof
���

�

�

���

�

�

"

� ��� , which is reasonably
closeto thegoalof 1.0.

The dif�culty with measuringthis metric over the `real-world' dummynetsis that not all links have a no-

ticeabledelay. To this end, considerthe network in Figure 9.7(a); with this physicalnetwork structure,

we would likely seea meshstructuresuchas that shown in Figure9.3(b), andassuch,a distribution tree
from memberA suchasthat in Figure9.7(b). In this example,theNRU for the distribution treefrom A is
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. Contrastingthisvalueto theNRU for DVMRP
of 1.0, andthe NRU for a nä�ve overlayapplicationwhich might seean NRU ashigh as2.12 in the worst

case,wecanseethatOrtaalmostperformsaswell astheequivalentDVMRP tree.

9.6 RelativeDelayPenalty

Relative delaypenalty(RDP) is anothermetricwhich sufferedfrom thedesignandsizeof thedummynets.

Theissueis thatto routethroughseveralhoststo reachadestinationon theoverlaygenerallyincursthesame
costaswhenroutingdirectly betweenthesametwo hosts.This is in part dueto the lack of links available

to routeconnections,asin a realnetwork infrastructureconnectionsbetweenpairsof groupmemberswould

likely take differentpathsthroughthephysicalinfrastructure.Becauseof this, all numbersreturnedby the
RDPcodewerecloseto 1.0for thedummynetstested.

If we consideragainthe meshin Figure9.7(a), introducedfor Section9.5, we can discusshow the RDP

value is affectedby the processof routing throughthe overlay. The RDP measurebecomesan important
measureasthesizeof thegroupexpands,asit will directly affect theRTT timesreportedin Section9.3.

By observingthe distribution tree in Figure9.7(b), it is clear that the relative delaypenaltyfrom A to all

of membersB, C andF is 1.0,asnoadditionalroutingis takingplace,andA is forwardingpacketsdirectly to
thosepeers.
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Figure9.8: Logicalview of a peergroupbothbeforeandafterapartitionhasoccurred.
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The ideal relative delaypenaltyis 1.0, offeredby a true IP Multicast distribution tree or a nä�ve overlay,

andthese�gures approach1.0 dueto theoverlayonly routinga packet acrossthehigh latency link whenit
hasnootherrouteto therestof thegroup.

Without theability to testtheRDPover largergroupswith realisticlatenciesin place,it is dif�cult to draw

furtherconclusionsabouttheRDPvaluesreturnedby Orta. RDPvalueswill naturallyriseasthegroupsize
increases,providedtheoverlayis not addinglinks to every peerin thegroup,andinsteadholdingontosome

reasonablenumberlinks betweenmembers,but a largertestnetwork or anetwork simulatorwouldberequired
to deriveby how muchexactly theRDPvalueswould increase.An additionalissuewith theRDPcalculation

over thedummynetis thatmentionedin Section9.5,of alternateroutesthroughthenetwork beingpossible
for differentconnections,thereforeofferingdifferentlatency characteristics.

Despitenot having a large enoughnetwork available to test this metric further, the numbersderived here
look promisingfor theOrtaprotocol.

9.7 Time Taken to Repair a Partitioned Mesh

Thelogicalnetwork topologyusedto testtheability of thegroupto �x apartitionedmeshis shown in Figure
9.8(a).

In order to form a partition, the coderesponsiblefor probing group membersand initiating new connec-

tions to thosememberswasdisabled.With that codedisabled,a logical chainof peerswascreatedasper
Figure9.8(a),andshortlyafterward,hostD waskilled (via a “kill -9 ” command).Theactualtimelineof

eventsfrom theinitial kill signaluntil themeshwasfully repairedwasasfollows:
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1: 0 seconds– MemberD killed.
2: 43seconds– First new connectionmadeto a silenthoston theothersideof thepartition.

3: 72seconds– MemberD declareddeadby anothergroupmember.
4: 190seconds– All memberstatebroughtbackup to date.

Not shown on the diagramsare the attemptsmadeby groupmembersto connectto groupmemberD, be-
tweenstages1 and3 in thetableabove. In termsof how thepeerswereactuallybehaving here,peerswere

attemptingto form aTCPconnectionto D, whichwasbeingrefused(asnoprocesswasrunningto acceptthe
connection).Thepeersdid not clearthememberandlink stateof thatmemberuntil thetimeouthadexpired

to declarethememberdead;in theimplementation,this is setto 70seconds.

Statechangeson onesideduring the partition arenot observed on the other, hencethe time taken for the
routingtablesto providevalid distribution treesagain.Peersmustwait for refreshpacketsto arrive in order

to updatethelink-state.This requirementfor link-stateinformationto bereadilyavailable,preferablywithin

the next refreshcycle, is at oddswith the bandwidthsaving suggestionin Section6.3 that if the stateof a
link hasnot changedrecently, thena hostsendsinformationaboutthat link lessoften. This additionaldelay

in thesendingof somelink stateexplainswhy it tooksolongfor thegroupto arriveatstep4 in thetableabove.

The time taken to repair the meshis a side-effect of two independentmechanisms.First, the time taken
to rejoin thetwo halvesof themeshanddeclarethekilled memberasbeingdead,andsecond,thetime taken

to removethedeadmemberfrom thelocal stateof eachpeer.

The time taken to repair the meshhereis clearly of little usefor a conferencingapplication. The parti-
tion repairingscheme,taken from Narada,thatOrtausesprovidesis not suitedfor this type of application.

Given thatTCP connectionsareusedto maintainconnectionsbetweenmembers,it would be reasonableto

assumethat if a connectionis closedunexpectedly, without any prior noti�cation from the peer, then that
peerhasfailedunexpectedly. All neighbourswould �ood this informationoutward;evenif themeshbecame

partitionedthroughthedeathof thispeer, theactof removing therelevantmemberandlink stateimmediately
at eachgroupmemberaidsthe reconstructionof routing tableson reconnectingthemesh.As is normalon

receiptof a memberleave noti�cation, peersrecalculatetheir routingtables;it would not beentirelydif�cult
during this processto spotmemberswho areno longerreachable,andaddlinks to thosemembersuntil all

memberscanbereachedonceagain.

While this would requirea lot of communicationandcomputation,it would be feasibleto �x a partitioned

meshdueto failureof apeerwithin seconds.Theonly issuemightstill bethatof link statechangingoneither
sideof a partitionbeforethemeshis reconstructed,eventhoughthepartitionmayonly exist for a matterof

seconds;an easysolutionmight be that on noticing a memberwhich is unreachable,to ensurethat all link
stateis retransmittedat the�rst refreshcycle following therepartitioningeffort. This,at least,wouldguaran-

teefor thetotal recoveryof all distribution treeswithin 30seconds.

It is worthnotingthatundernormaloperationapartitionformedin themesh,perhapsfrom amemberfailing,
will berepairedbeforethecodededicatedto �xing a partitionwill beinitiated.Thereasonfor this is thatthe

mechanismto randomlypingpeersfor thepurposesof evaluatingnew links is likely to pingamemberon the

othersideof the partition. In this situation,it will still take sometime for the local stateat all peersto be
repairedif any statehaschangedduringthepartition.
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Monitoring TCP connectionsdoesnot protectthe meshfrom all memberfailures,however. TCP stateis

maintainedin software,andaseveredphysicallink, or amachinepowereddown unexpectedly, doesnotclose
a TCPconnection.In fact,theconnectionwould likely timeoutlong afterthemeshhadnoticedthatpeerwas

not responding.If morecomplex methodsof trackingresponsesto normalping packetsto neighbourswere
employed,apeerwould assignsomelargeweight,lessthanin�nity , to thelink in question,thusallowing for

themeshto routearounda failedpeerbeforeit hasevenbeendeclareddead.With a well-formedmesh,the
routing changeshappenswiftly; if the peerformedthe only routebetweentwo halvesof the mesh,normal

link discovery mechanismswould quickly allow for new links to routeover. In eithereventuality, it appears
thatit shouldbepossibleto repairthemeshin a matterof seconds,ratherthanminutes.

The mechanismsin placefor �xing a partition shouldbe replacedbeforeOrta can be usedfor real-time
applications.

9.8 Volumesof Control Traf®c Sent

This experimentmadeuseof the undergraduatelab machines;eachof the variouspeergroupsizestested
lastedfor thesame� veminutes.Thenatureof the�ooding processto distributecontrolinformationdeserved

attention,andsothevolumeof controltraf�c sentat variousgroupsizeswasmonitored.

The averagevolumeof control traf�c sentby eachgroupmemberover TCP, asshown in Figure9.9, ap-
pearsto rise linearly. This makessense,in that provided link stateremainsreasonablyconstant,thenmost

TCPtraf�c beingsentis theregularrefreshpacketsfrom eachpeer. Theaveragevolumeof UDP traf�c sent

over thelifetime of thegroupappearsto remainconstant,presumablydueto thenumberof neighbourseach
peerhasin themeshdoesnotvarysigni�cantly. As groupsizesincrease,sotoodoesvariationin themaximum

volumeof datasenton eachtype of connection,suggestingthat even thoughtheaveragenumberof neigh-
boursa peerhasin a groupremainsconstant,largergroupsseesomepeerswith largerneighboursetsthan

others.Moreneighboursin themeshrequiresthatapeer�ood or forwarda�ood messageto morelinks when
it receivessucha message,andlikewise,sendsmorepingpacketsto existingneighboursover theUDP sock-

ets,hencetheincreasein volumeof datasentby eachtraf�c type. Giventhattheseexperimentswererun on
labmachines,noconclusionscanbedrawnabouttheconnectivity of thehostswhichattractmostconnections.

Plotting the total control traf�c sentover the whole peergroupin Figure9.9(b),we seethat the total vol-

umeof controldatarequiredto maintainthegroupriseslinearly with groupsize.This is a usefulpropertyin

that the limiting factorfor largergroupsizesis not thevolumeof controldata,but mayactuallytheamount
of computationinvolvedat eachpeer. Furthertestingwouldberequiredto determineif this wasthecase.

The volumeof control traf�c sentat groupsizes4 and6 over the dummynetweresimilar to volumessent

at thosegroupsizeson the lab machines.Larger networks with `real-world' propertieswould have to be
testedor simulatedto determinewhetherthis holdsfor largergroupsizes.

9.9 Reliability of Overlay: Lost & Duplicated Packets

This experimentwasrun for 5 minutesat all varyinggroupsizes,with eachhosttransmittingan increasing
sequencenumberfrom a testapplicationevery 20ms.A peergeneratinga new datapacket every 20mswill
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Figure9.9: Variationin volumesof controltraf�c sentat varyinggroupsizesduringthelifetime of themesh
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Figure9.10:Packetslostandduplicatedfor varyinggroupsizes,all peerssendingdataevery20ms.

generateupto 15,000packetsduringthelifetime of theoverlay. Thetestcodemonitorspacketsreceivedfrom
eachhost,andlogsbothpacketslostandpacketsduplicatedfrom everyotherhost.Sincestreamsof datafrom

eachhostin an audioconferencearecompletelyseparate,we only needconsiderthepacketslost from any

individualsource,not cumulativepacket lossfrom theentiregroup.

Resultsfrom this �rst run can be seenin Figure9.10. Both packet loss and packet duplicationratesap-
pearacceptablefor all groupsizesused,with higherlossratesdueto morefrequentrecon�gurationof links

andinef�cient computationat endhosts.

Somepacket lossshouldbe expecteddueto normal recon�gurationof the mesh. This is particularly true
of runningsuchgroupsizesover a local areanetwork wherelatenciesbetweenhostsaremeasuredin mi-

croseconds,ratherthanmilliseconds.While the numberof links in the groupis reasonablystable(varying

by at most � 4 links for largergroups),thereis still somevariationin how many links eachpeerholdsonto.
Erroneousping timescanleadto incorrectlatenciesbeingreported,causingthe meshto addor drop links.

Packet lossesandduplicationsdueto this naturalrecon�gurationarewhatwe canseeat all groupsizes,and
explainstheincreasein packet lossandduplicationratesat largergroupsizes.Duplicatepacketsarisefor the

samereasonof periodsof miscon�guration.

It' s worth noting that asthesetestswererun, by necessity, on machinesall occupying the sameLAN, that
ping timeswerenotoriouslycloseto eachother, andgenerallyreportedto be the �oor valueof 3ms(some

larger, presumablydueto unfortunateschedulingof theuserprocessesby theLinux kernel).

The graphsshown heredo not demonstratethe possibility of a peerleaving, andsplitting part of the mesh

structure,thoughthis would bea very realconcernundermorerealisticsettings,with membersjoining and
leaving at morearbitrarymomentsthansimply leaving aftera well-de�ned 5 minutes.Onepossiblesolution

to force a memberto keepat leasttwo links to the restof the meshmight be to requirethat a an absolute
thresholdvaluecloseto zerofor thecaseof a peerhaving 1 neighbourbeusedinsteadof thealgorithmnor-
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Figure9.11:Packetslost andduplicatedover thelifetime of varioussizesgroups.

mally usedto generatea thresholdvalue.This would requirefurther investigation,to determinewhetherthe
settingof anabsolutethresholdvaluefor somegroupmemberswould upsetthestability of themesh,partic-

ularly if thatthresholdwassigni�cantly differentfrom thatof whatwouldotherwisebecalculated.

One further issuewould be that of attemptingto balancethe thresholdin groupslarge enoughthat rout-
ing tablesat peerscouldbecomelargeenoughto over�ow outgoingUDP buffers, thuslosingpackets,such

thatthis doesnot happen,but alsothatpeersstill retainat leasttwo neighbours,anddistribution treesdo not

becometoodeep.

9.10 Discussionof the Thr esholdValue

Both theNaradaprotocolandtheOrtaprotocolrely heavily on thede�nition of a thresholdvalue,whichacts

asaseeminglyarbitrarynumberthatdictateswhetherany givenlink is worthyof beingincludedin themesh.

It appearsfrom the Dummynetstructuresshown above that the chosenthresholdvalue works and gener-
atescorrectmeshes(in that they arefully connected),but it is not capableof providing at leasttwo links to

eachnodein thegroupat all times.

Partof thedif�culty lies in �nding a thresholdvaluethatworksfor varyinggroupsizes,overvaryingnetwork
topologies.For example,peerson thelab network groupedtogetherto achievebetween2 and5 neighbours,

but this behaviour wasnot re�ectedon thedummynetnetworkstested.

Furtherdif�culty in choosingthe thresholdvalue is that it causesthe overlay to behave differently in dif-

ferent typesof environments. It might be bene�cial to have different thresholds̀ hardwired' for different
environments,so a thresholdmight be moreappropriatefor conferencingbetweenhomeusersover ADSL

links, while anothermightbebetterfor groupsof userson thesameLAN. Adaptationof thethresholdcalcu-
lationduringthelifetime of theoverlaycouldbeachievable,perhapsbasedongroupsize,numberof sources,

variability of link types,latenciesbetweengroupmembers,to namea few. Evolutionaryalgorithmscould
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perhapsbeof usehere,to allow thesystemitself to decidewhat thresholdto usebasedon resultsfrom past

attemptsat thresholdvalues.This approachwould requiresubstantialtestingbeforereal-world usage.

9.11 Summary

Orta appearsto provide desirablepropertiesfor real-timeapplications. The volumeof control traf�c sent
duringthelifetime of a peergroupis reasonablypredictable,basedon groupsize.Roundtrip timesachieved

on thetestnetworksarewithin thelimits requiredfor conversationalaudioto take place,andpacket lossand
duplicationratesareminimal. Ortaachievesworstcasestressof substantiallylessthanthatof anä�veunicast

application.While moretestingover a largervarietyof networkswould be requiredto boostcon�dencein
thenew protocol,theseresultsarepromising.

Mechanismsusedto �x partitionsareunsatisfactory, however. Thepacket lossincurredat somepeerswould
be too high, especiallyif thealgorithmtakesin theorderof minutesto repairthemesh.Potentialimprove-

mentsto thisalgorithmhavebeenhighlightedin Section9.7.

In summary, theOrtaprotocolde�nesapeer-to-peeroverlaycapableof carryingreal-timedata,whichdemon-
stratesusefulpropertiesfor the carryingof this data. While therearesomeissuesto be resolved whena

partitionhasto be �x ed,theseissuesarewell understood,andmodi�cation to theprotocolwould allow for
swift recon�gurationof themeshstructure,leadingto repairin secondsratherthanminutes.



Chapter 10

Conclusions& Futur eWork

10.1 Futur e Work

Furtherinvestigationis requiredinto determiningthe ideal thresholdvaluesfor differentenvironments,and

into trying to �nd a methodof calculatingthresholdvaluesthatallow for groupsof variablesizeto stabilise,
andwhich enforcesthateachpeerhasat leasttwo links to othermembersof thegroup.Themainissuewith

thethresholdvalueis thatit' sarbitrary;if thethresholdcouldadaptduringtheruntimeof thesystem(without
destabilisingthemeshby doingso,asthresholdsarecalculatedlocally, not globally), thegroupwould theo-

retically beableto adaptto differentnetwork environments.For instance,usingthesamethresholdvaluefor
thedummynetexperimentsandthelab-basedexperimentsin Chapter9.

Currently, the addingof new links is performedif the utility of that link is deemedto be above somear-

bitrary threshold.Onemethodof removing thearbitrarythresholdmight be to adda link if it is roughlyas

goodasor betterthanthelinks alreadyin thegroup;removalof links couldoccurif alink is essentiallyredun-
dant,but a link would beleft in placeif it left thelocal peeror theforeignpeerwith only onelink remaining

to thegroup.

Thework presentedin [28] offersa wayof scalinguppeer-to-peergroupswhichusemesh-basedapproaches
to generatingdistributiontrees.It wouldbeinterestingto extendtheOrtaprotocolto accommodatetheseclus-

teringtechniquesto allow for a meshof meshes;theadditionof morelayerswould make it moredif�cult to
meetthe400msupperboundonRTT for conversationalaudio,but wouldreducethevolumeof controltraf�c

sent,andallow for largergroupsto begenerated.This is particularlyrelevantfor Orta,wherethevolumeof

computationincreasessubstantiallyasthesizeof thepeergroupincreases.Theproblemfacedby this hierar-
chicalapproachis of how to clusterthegroupmembersinto individualclusters,sotheproblembecomesboth

a problemof how to clusterpeers,andthento form a meshwithin thoseclusters.An idealisedview of this
algorithmmight beto have a UK cluster, anda US cluster, with theclustersthemselvesexchangingminimal

levelsof controlinformation.

As statedin Section7.7,thereareinef�ciencies in thepacket formatsused,in that�elds aren't packedtightly
into thepacket. Fieldswhichcould�t into 1 or 2 bits taketheform of a32bit unsignedint. Duringaredesign,

it would not bedif�cult to leave a few bits to signify whathierarchylevel a controlpacket wasintendedfor
(theonly nodesthat shouldever seepacketsfrom a differenthierarchylevel beingthosewho areelectedas

leadersfor their cluster).
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Perhapsfurther experimentationwith sendingcontrol informationover UDP, perhapsmerging the control
anddatachannelsto usethesameport (usingthe channelabstractionpresentedto theapplication),andre-

moving explicit “new member”�ood packetsin favour of thesoft-staterefresh�ood mechanism.

With computationbecomingan issuefor Orta peersat larger groupsizes,it would be possibleto cutting
down computationat everypeerin thegroupby having peersadvertisethemselvesasparticipantsin theses-

sion (i.e.: sourcesof data),or merelyobserversof the session.This might be useful for scenariossuchas
lecturesor presentations.Shortestpathtreeswould not have to becalculatedfor thosehostswho aremerely

observers,thoughobserverswould still have to calculateshortestpathtreesfrom thesources.An alternative

methodof distributing routingstatemight be to have participantsgeneratetheir own shortestpathspanning
treeover the link-stateand�ooding this treestructure(with eachreceiving peernotingthepartsof this data

structurerelevantto themselves,andforwardingit onto neighbours).This latterapproachmightbebene�cial
on topologieswherethelink-stateis not likely to changefrequently, andtherearefew sourcesof data.

Giventhattheintentionof Ortawasto carryreal-timeaudio,thereis thepossibilityof mixing audiostreams

in transit,thusreducingthenumberof datapacketswhichmustbesentat eachpeer. This would requirethat
an overlay layerwereawareof the typeof traf�c is werecarrying,andassuchanadditionallayerbetween

theplain overlayandtheapplicationcouldbedesigned.The idealwould beto keepmostroutingdecisions

completelygeneric,but to allow someknowledgeof theapplicationwhich theoverlaywasserving.

Investigationinto and implementationof the ideasdiscussedin 9.7 would allow for fasterrepartitioning,
moresuitedto real-timeapplications.This would alleviate someof the issuesregardingmembersleaving,

but shouldnotbeconsideredtheidealsolution.Having to repairadamagedmeshshouldbeconsidereda last
resortfor theprotocolto take. Someeffort would have to go into investigatinghow bestto proceedwhena

peerhasfailedor left thegroup,causinga partition.

Further, Ortacouldintroducebandwidth-saving measuressuchasprobabilisticallychoosingthegroupmem-
berwhich offersthebestchancefor a goodnew link from existing link state,or reducingtherateof random

ping packets to memberswhich the protocolhastried a few timesalready, assumingthat if a connection

wasn't acceptableon the�rst probe,thechancesof it beingacceptableon thesecondprobeareslim.

10.2 Conclusions

By alteringthemechanismthe Naradaprotocolusedfor thedistribution of control stateto groupmembers

from a distancevectoralgorithmto a link state�ooding algorithm,theOrta protocolallows for a morere-
sponsivepeer-to-peeroverlay, gearedtowardthecarryingof real-timeaudiobetweenmany recipients.

While this changehasbroughtwith it increasedcomputationalloadsat all peersin thegroup,it hasallowed

for amoreaccuratemechanismfor thepurposeof droppinglinks, andalsoremovedtherequirementonpeers
to continueto forwarddatafor sometimeafterleaving thegroup.

The immediateadvertisementof a new memberto thegroupallows thenew memberto participatewith the
groupimmediately(leaving theoverlayto attemptto improveitself graduallyover time). Thecurrentstateof

theprotocolis not entirelypromisingin thesituationthat themeshstructurebecomespartitioned.Potential
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improvementsto this algorithmhave beendiscussedin Section9.7,but essentiallyinvolve takingadvantage

of thenatureof TCPconnectionsbetweenneighboursto facilitateswift repartitioningof themesh;morecon-
cretemethodsof updatingmemberandlink statethroughoutthepeergroupaftera partitionmayberequired

to repairthe meshstate. Onceimprovementsaremadeto this part of the protocol to facilitatemuchfaster
repartitioning,theOrtaprotocolappearsverymuchto beusefulfor thepurposesof conferencingapplications.

Theonly othermajorobstacletheprotocolhasto counteris thatof thethresholdusedto determinewhetheror

not a link shouldbeaddedor droppedfrom themesh;thresholdvaluecalculationcurrentlyhasto bealmost
hardcodedto thetypeof network thattheoverlaywill berunningacross.This is certainlynot ideal,andis an

areathatmight requireconsiderableeffort to deriveapropersolution.

To conclude,Orta is a new protocolappropriatefor thecarryingof real-timedatato smallor medium-sized
conferencegroups,in theorderof 10sof members.Theprotocoloffersdistribution treesoptimisedfor each

source,andwill recon�gurein light of currentnetwork conditions,offering idealconditionsfor thecarrying
of real-timedata. As hasbeendemonstrated,the implementationof Orta is capableof carryingdatafrom

many sourcesto all membersof thegroupat thesamedataratesasareal-timeaudioconferencingapplication
might send,a factbackedupby theimplementationof RAT usingtheOrtalibrary for datacarrying.



Appendix A

The net udp API

Functionsarelistedwith a list of occurrencesby �le (from theroot of thesourcedirectory)andline number.

Note that Mbus entries,in other wordsany relevant function calls which appearin mbus.c , was not be
replaced,asit wasthemechanismthroughwhich thecorecomponentsof theapplicationcommunicated.

Now thatoverlaycodeis morestable,theMbusentriesshouldtheoreticallybereplaceable.
Function: udp addr valid( const char* addr )

Occurrences: rat/main control.c:80

Notes: This functionsimplychecksthevalidity of anIP addressor hostname.Thiscanbecopied&
pasteddirectly into Naradacode,for thepurposesof completeness.

Function: udp init( addr, rx port, tx port, ttl )
Occurrences: common/src/mbus.c:470

common/src/sap.c:81
Notes: Neitheroccurrenceof thisfunctionis calledfrom RAT code.At any rate,this functionmerely

callsudp init if(), with ifacesetto NULL.

Function: udp init if( addr, iface, rx port, tx port, ttl )

Occurrences: common/src/rtp.c:1054
common/src/rtp.c:1055

Notes: Essentiallybindsrx port to asocketdescriptor. This functioncontainslotsof multicastcode,
makingit look scarierthanit actuallyis. tx port is not useddirectly, but is held in thestruct

socket udp* which is returnedby this function.

Function: udp recv( socket udp, buffer, buflen )

Occurrences: common/src/mbus.c:761
common/src/rtp.c:1359

common/src/rtp.c:1879

common/src/rtp.c:2925
common/src/sap.c:106

Notes: This functionsimply lifts incomingdatafrom thesocketdescriptorin socket udp.
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Function: udp send( socket udp, buffer, buflen )
Occurrences: common/src/mbus.c:340

common/src/rtp.c:2239
common/src/rtp.c:2674

common/src/rtp.c:2862
Notes: Simplyperformsasendto()with thesocketdescriptorfoundin thestructsocket udp;replace

with a mesht type.

Function: udp sendv( ... )

Occurrences: common/src/rtp.c:2320

Notes: This functionis WIN32 only.

Function: udp host addr( socket udp )
Occurrences: common/src/rtp.c:918

common/src/rtp.c:1064

Notes: Getslocal hostname;checksthat hostnameis valid. Straightcopy andpasteof code,for
completeness.Outcomeof secondcall hereis passedstraightinto init rng, i.e.: INITiate

RandomNumberGenerator.

Function: udp fd( socket udp )

Occurrences: Seeminglyunused.
Notes: Simply pulls the socket descriptorout of the struct socket udp. Is there a reasonable

equivalentto this? Provide tagsfor groups?Createa groupID (easyaslocal hostname+
timestamp...).

Tag becomessomeequivalent to the socket descriptor? Or, given that only one socket

will beopenfor sendto/recvfromfor UDPtransfers,canwe justexposethis to higherlayers?

Function: udp select( timeout )

Occurrences: common/src/rtp.c:1872
common/src/rtp.c:2923

common/src/sap.c:102

Notes: -

Function: udp fd zero( void )

Occurrences: common/src/rtp.c:1869
common/src/rtp.c:2921

common/src/sap.c:100
Notes: Clearssetof �le descriptorsavailablefor readingby select().
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Function: udp fd set( socket udp )
Occurrences: common/src/rtp.c:1870

common/src/rtp.c:1871
common/src/rtp.c:2922

common/src/sap.c:101
Notes: Addsasocketdescriptorto thereadsetfor readingby select().

Function: udp fd isset( socket udp )
Occurrences: common/src/rtp.c:1873

common/src/rtp.c:1876

common/src/rtp.c:2923
common/src/sap.c:103

Notes: Querieswhetheror nota given�le descriptoris in thereadsetreadyfor readingby select().



Appendix B

The Orta API

Function: int mesh addr valid( const char *addr );

Description: ReturnsTRUE if thegivenaddress(hostnameor IPv4 address)is valid, FALSE otherwise.

Function: const char *mesh host addr( );

Description: Returnsa characterstringcontainingtheexternalnetwork addressfor thelocal host.

Function: int mesh init(mesh t **m, uint16 t udp rx port, uint16 t
udp tx port, int ttl);

int mesh init if(mesh t **m, const char *iface, uint16 t

udp rx port, uint16 t udp tx port, int ttl);
Description: Createsoverlaystatefor useon connectingto an existing mesh,or to allow incomingcon-

nectionsfrom otherhosts.Returnsa pointerto a valid mesht structureon success,NULL
otherwise.Theifaceversionis currentlyin placefor completenessagainstthenet udpinter-

face;theifaceargumentwill simplybeignored.

Function: int mesh connect( mesh t *m, const char *dest );

Description: Attemptsto connectto a peeralreadyin the peer-group using `addr', which shouldbe a
characterstringcontaininganIPv4 network address.

Function: int mesh disconnect( mesh t *m );
Description: Closesall connectionsinto peer-groupcleanly, andclearsstateheldwithin themesht struct.

Function: void mesh destroy( mesh t **m );
Description: Destroys thestateusedby `mesh'andfreesupany occupiedmemory.

Function: int mesh register channel( mesh t *m, uint32 t channel );
Description: Registersa new datachannelat this host for the purposesof receiving UDP dataon that

particularchannel.Channelscanbeseenasanemulationof systemports.

Function: int mesh select( mesh t *m, struct timeval *timeout, int*

channels, int *count );
Description: Scansthedatachannelsuntil datais availableonat leastoneof them.
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Function: int mesh recv( mesh t *m, uint32 t channel, char *buffer, int
buflen );

int mesh recv 0( mesh t *m, char *buffer, int buflen );
int mesh recv timeout( mesh t *m, uint32 t channel, char

*buffer, int buflen, struct timeval *timeout );
Description: Therecvcallsall dealwith removingdatafrom theinputqueuesfrom thenetwork; recv()

is thebasiccall, in whichachannelmustbespeci�ed. It blocksuntil datahasbeenretrieved,

andon retrieval returnsthe lengthin bytesof thatdata.If an invalid channelis speci�ed, -1
is returned.

recv 0() is exactly the sameasthe �rst call, except it' s hardwiredto checkchannel0.
Allows for a slightly simplerinterfaceinto theoverlayif only onechannelis required.

recv timeout() behavesexactlyasthe�rst call, exceptit will alsoreturn-1 shouldthe
timeoutbehit beforeany dataarriveson thechannelspeci�ed.

Function: int mesh send( mesh t *m, uint32 t channel, char *buffer, int
buflen );

int mesh send 0( mesh t *m, char *buffer, int buflen );
Description: Thesendcallshandlethebundlingof dataandforwardingto therelevanthostsin theoverlay;

theapplicationneednotbeawarewhichhoststheoverlayis forwardingto.
As with the recv calls, send() sendsthe datato the channelspeci�ed, and send 0()

sendsonchannelzero,shouldonly onechannelberequired.



Appendix C

Modi®cations madeto RAT

The following detailsthemodi�cations madeto thesoftwaretool RAT, [4], to make useof theOrta library
presentedhere. Patchesarepresentedherein sectionsC.2.1andC.2.2. A minimal numberof sourcecode

modi�cationswererequired,andasidefrom modi�cations to theMake�les presentin therat andcommon
directories,only rtp.c hadto bealtered.

Themodi�cations madeto rtp.c weregenerallyto replacecallswhich werepreviously madeto functions
in net udp.c , whicharethemselvescoveredin AppendixA. ThesearethefunctionsRAT usesto sendand

receive real-timedata. Had the functionscontainedin net udp.c beenusedonly for the transmissionof
real-timedata,thentherequiredmodi�cations couldhave beenplacedin there.However, themaincompo-

nentsof RAT communicateusinga messagebus (mbus, [37]) system,which makesuseof thesefunctions.
To aid stability, thedecisionwastaken to leave thenet udp.c functionality in placefor useby thembus

functions,andinsteadpoint theRTPcallsto theOrtafunctions.Hadthembusnotmadeuseof thesefunction
calls,calls into Ortawould have beenmadewithin thenet udp.c functionsto directly replacesystemnet-

work calls.

New function calls aremerely fencedoff by an #ifdef ... #endif , to be activatedif the ORTA tag is

de�ned duringcompiletime.

C.1 Data Structuresand Constants

TheRTP codein thecommonsourcetreebundlesall RTP stateup into onelargestruct;within this structare

two UDPsocketskeptfor thepurposesof sendingandreceiving RTP data,andRTCPdata[44]:

� rtp socket

� rtcp socket

To make rtp.c work with theOrtalibrary insteadthen,thesocketswereno longernecessary. Thesockets
canbereplacedwith onereferenceto a mesh t structure.In otherwords,simplydeclare

� mesht � mesh

ThustheRTP codecarrieswith it a referenceinto theoverlay, from whereit cansendandreceive data,after

it hasconnectedto a group.
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To emulatethe two ports,thepatchedcodede�nes two Ortachannels,onefor RTP dataandonefor RTCP
data.Onreceivingany dataoneitherof thesechannels,thesamecodeaswasrunprior to thepatchis executed.

C.2 Patches

Thefollowing patchescanbeappliedto codeobtainedfrom anonymousCVSserversatUCL1, aswascurrent
asof theendof May, 2005.

C.2.1 rat patch
diff -Naur rat/Makefile.in /users/students8/level8/strowesd/Project/src/rat /Makefil e.in
--- rat/Makefile.in 2005-02-01 08:55:15.000000000 +0000
+++ /users/students8/level8/strowesd/Project/src/rat /Makefil e.in 2005-05-28 03:30:10.000000000 +0100
@@-5,11 +5,15 @@

#
# Configure substitutes variables here... #####################################

+ORTASRC= ../mesh/
+ORTANAME= mesh
+
+

DEFS = @DEFS@-DHIDE_SOURCE_STRINGS
CFLAGS = @CFLAGS@$(DEFS)

-LIBS = @LIBS@@MATHLIBS@
+LIBS = @LIBS@@MATHLIBS@-L$(ORTASRC) -l$(ORTANAME) -lpthread

LDLIBS =
-INCLUDE = @COMMON_INC@@AU_INC@@TCL_INC@@TK_INC@@G728_INC@
+INCLUDE = @COMMON_INC@@AU_INC@@TCL_INC@@TK_INC@@G728_INC@-I$(ORTASRC)

CC = @CC@
AR = ar
RANLIB = @RANLIB@

C.2.2 commonpatch
diff -Naur common/examples/rtp/Makefile.in /users/students8/level8/strowesd/Project/src/co mmon/examples/rt p/Makef ile.in
--- common/examples/rtp/Makefile.in 2001-04-04 14:36:36.000000000 +0100
+++ /users/students8/level8/strowesd/Project/src/com mon/examples/rt p/Makefi le.in 2005-05-26 02:29:38.000000000 +0100
@@-4,14 +4,17 @@

#

# Location of includes and library
-CSRC = ../../src
+CSRC = ../../src
+ORTASRC= ../../../mesh/

# Library name
-LNAME = uclmmbase
+LNAME = uclmmbase
+ORTANAME= mesh

-DEFS = @DEFS@
+DEFS = @DEFS@-DORTA

CFLAGS = @CFLAGS@$(DEFS) -I$(CSRC)
-LIBS = @LIBS@-L$(CSRC) -l$(LNAME)
+LIBS = @LIBS@-L$(CSRC) -l$(LNAME) -L$(ORTASRC) -l$(ORTANAME) -lpthread
+INC = -I$(ORTASRC)

CC = @CC@

1:pserver:cvsanon@scary.cs.ucl.ac.uk:/cs/re search/ nets/co mmon0/starshi p/src/l ocal/CV S_
repository
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TARGET = rtpdemo
diff -Naur common/src/Makefile.in /users/students8/level8/strowesd/Project/src/comm on/src/ Makefile .in
--- common/src/Makefile.in 2003-05-28 12:38:56.000000000 +0100
+++ /users/students8/level8/strowesd/Project/src/com mon/src/ Makefil e.in 2005-05-26 01:58:23.000000000 +0100
@@-3,9 +3,10 @@

# This probably requires GNU make.
#

-DEFS = @DEFS@
+DEFS = @DEFS@-DORTA

CFLAGS = @CFLAGS@$(DEFS)
-LIBS = @LIBS@
+INC = -I../../mesh/
+LIBS = @LIBS@-L../../mesh/

CC = @CC@
AR = ar
RANLIB = @RANLIB@

diff -Naur common/src/rtp.c /users/students8/level8/strowesd/Project/src/co mmon/src /rtp.c
--- common/src/rtp.c 2004-11-25 17:25:22.000000000 +0000
+++ /users/students8/level8/strowesd/Project/src/com mon/src/ rtp.c 2005-05-28 14:52:31.000000000 +0100
@@-61,6 +61,10 @@

#include "rtp.h"

+#ifdef ORTA
+#include "mesh.h"
+#endif
+

/*
* Encryption stuff.
*/

@@-97,6 +101,13 @@
#define RTCP_BYE 203
#define RTCP_APP 204

+
+#ifdef ORTA
+#define RTCP_CHANNEL1
+#define RTP_CHANNEL2
+#endif
+
+

typedef struct {
#ifdef WORDS_BIGENDIAN

unsigned short version:2; /* packet type */
@@-218,8 +229,12 @@

*/

struct rtp {
+#ifdef ORTA
+ mesh_t *mesh;
+#else

socket_udp *rtp_socket;
socket_udp *rtcp_socket;

+#endif
char *addr;
uint16_t rx_port;
uint16_t tx_port;

@@-866,7 +881,7 @@

#define MAXCNAMELEN255

-static char *get_cname(socket_udp *s)
+static char *get_cname(struct rtp *s)

{
/* Set the CNAME. This is "user@hostname" or just "hostname" if the username cannot be found. */
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const char *hname;
@@-915,7 +930,11 @@

#endif

/* Now the hostname. Must be dotted-quad IP address. */
+#ifdef ORTA
+ hname = mesh_host_addr();
+#else

hname = udp_host_addr(s);
+#endif

if (hname == NULL) {
/* If we can't get our IP address we use the loopback address... */
/* This is horrible, but it stops the code from failing. */

@@-1051,17 +1070,38 @@
session->rx_port = rx_port;
session->tx_port = tx_port;
session->ttl = min(ttl, 127);

-session->rtp_socket = udp_init_if(addr, iface, rx_port, tx_port, ttl);
-session->rtcp_socket = udp_init_if(addr, iface, (uint16_t) (rx_port+1), (uint16_t) (tx_port+1), ttl);
+#ifdef ORTA
+ mesh_init_if(&session->mesh, iface, rx_port, tx_port, ttl);
+
+ if (session->mesh == NULL) {
+ xfree(session);
+ return NULL;
+ }
+
+ if ( !strcmp( addr, "localhost" ) ) {
+ mesh_connect(session->mesh, NULL);
+ }
+ else {
+ mesh_connect(session->mesh, addr);
+ }
+ mesh_register_channel(session->mesh, RTCP_CHANNEL);
+ mesh_register_channel(session->mesh, RTP_CHANNEL);

init_opt(session);
+ init_rng(mesh_host_addr());
+#else
+ session->rtp_socket = udp_init_if(addr, iface, rx_port, tx_port, ttl);
+ session->rtcp_socket = udp_init_if(addr, iface, (uint16_t) (rx_port+1), (uint16_t) (tx_port+1), ttl);

if (session->rtp_socket == NULL || session->rtcp_socket == NULL) {
xfree(session);
return NULL;
}

+ init_opt(session);
init_rng(udp_host_addr(session->rtp_socket));

+#endif
+

session->my_ssrc = (uint32_t) lrand48();
session->callback = callback;

@@-1108,7 +1148,7 @@

/* Create a database entry for ourselves... */
create_source(session, session->my_ssrc, FALSE);

-cname = get_cname(session->rtp_socket);
+ cname = get_cname(session);

rtp_set_sdes(session, session->my_ssrc, RTCP_SDES_CNAME,cname, strlen(cname));
xfree(cname); /* cname is copied by rtp_set_sdes()... */

@@-1356,7 +1396,11 @@
buffer12 = buffer + 12;
}
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+#ifdef ORTA
+ buflen = mesh_recv(session->mesh, RTP_CHANNEL, buffer, RTP_MAX_PACKET_LEN- offsetof(rtp_packet, fields));
+#else

buflen = udp_recv(session->rtp_socket, buffer, RTP_MAX_PACKET_LEN- offsetof(rtp_packet, fields));
+#endif

if (buflen > 0) {
if (session->encryption_enabled) {
uint8_t initVec[8] = {0,0,0,0,0,0,0,0};

@@-1866,6 +1910,28 @@
int rtp_recv(struct rtp *session, struct timeval *timeout, uint32_t curr_rtp_ts)
{

check_database(session);
+#ifdef ORTA
+ /* FIXME: Constant buried in code. */
+ int channels_set[2];
+ int count, i;
+
+ if (mesh_select(session->mesh, timeout, channels_set, &count)) {
+ for ( i= 0; i<count; i++ ) {
+ if ( channels_set[i] == RTP_CHANNEL) {
+ rtp_recv_data(session, curr_rtp_ts);
+ }
+ if ( channels_set[i] == RTCP_CHANNEL) {
+ uint8_t buffer[RTP_MAX_PACKET_LEN];
+ int buflen;
+ buflen = mesh_recv(session->mesh, RTCP_CHANNEL,buffer, RTP_MAX_PACKET_LEN);
+ printf( "Recv RTCP\n" );
+ rtp_process_ctrl(session, buffer, buflen);
+ }
+ }
+ check_database(session);
+ return TRUE;
+ }
+#else

udp_fd_zero();
udp_fd_set(session->rtp_socket);
udp_fd_set(session->rtcp_socket);

@@-1882,6 +1948,7 @@
check_database(session);

return TRUE;
}

+#endif
check_database(session);

return FALSE;
}

@@-2236,7 +2303,13 @@
buffer_len, initVec);
}

+#ifdef ORTA
+ /*printf( "- Calling mesh_send.\n" );*/
+ rc = mesh_send(session->mesh, RTP_CHANNEL, buffer + offsetof(rtp_packet, fields), buffer_len);
+ /*printf( "- Call complete.\n" );*/
+#else

rc = udp_send(session->rtp_socket, buffer + offsetof(rtp_packet, fields), buffer_len);
+#endif

xfree(buffer);

/* Update the RTCP statistics... */
@@-2317,7 +2390,11 @@

}

/* Send the data */
+#ifdef ORTA
+ fprintf( stderr, "Windows functionality not implemented...\n" );
+#else

rc = udp_sendv(session->rtp_socket, my_iov, my_iov_count);
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+#endif

/* Update the RTCP statistics... */
session->we_sent = TRUE;

@@-2671,7 +2748,12 @@
}

(session->encrypt_func)(session, buffer, ptr - buffer, initVec);
}

+#ifdef ORTA
+ mesh_send(session->mesh, RTCP_CHANNEL,buffer, ptr - buffer);
+ printf( "Sent RTCP\n" );
+#else

udp_send(session->rtcp_socket, buffer, ptr - buffer);
+#endif

/* Loop the data back to ourselves so local participant can */
/* query own stats when using unicast or multicast with no */

@@-2859,7 +2941,11 @@
assert(((ptr - buffer) % session->encryption_pad_length) == 0);
(session->encrypt_func)(session, buffer, ptr - buffer, initVec);
}

+#ifdef ORTA
+ mesh_send(session->mesh, RTCP_CHANNEL,buffer, ptr - buffer);
+#else

udp_send(session->rtcp_socket, buffer, ptr - buffer);
+#endif

/* Loop the data back to ourselves so local participant can */
/* query own stats when using unicast or multicast with no */
/* loopback. */

@@-2918,13 +3004,23 @@
timeout.tv_sec = 0;
timeout.tv_usec = 0;
tv_add(&timeout, tv_diff(session->next_rtcp_send_time, curr_time));

+
+#ifdef ORTA
+ buflen = mesh_recv_timeout(session->mesh, RTCP_CHANNEL,buffer,
+ RTP_MAX_PACKET_LEN,&timeout);
+ if ( buflen != -1 ) {
+ rtp_process_ctrl(session, buffer, buflen);
+ }
+#else

udp_fd_zero();
udp_fd_set(session->rtcp_socket);

+
if ((udp_select(&timeout) > 0) && udp_fd_isset(session->rtcp_socket)) {
/* We woke up because an RTCP packet was received; process it... */
buflen = udp_recv(session->rtcp_socket, buffer, RTP_MAX_PACKET_LEN);
rtp_process_ctrl(session, buffer, buflen);
}

+#endif
/* Is it time to send our BYE? */
gettimeofday(&curr_time, NULL);
new_interval = rtcp_interval(session) / (session->csrc_count + 1);

@@-2981,8 +3077,13 @@
}

*/

+#ifdef ORTA
+ mesh_disconnect(session->mesh);
+ mesh_destroy(&(session->mesh));
+#else

udp_exit(session->rtp_socket);
udp_exit(session->rtcp_socket);

+#endif
xfree(session->addr);
xfree(session->opt);
xfree(session);



Appendix D

Project Management

The following sectionscover the project timeline, the tools usedto achieve the projectaims,andhow the
work effort wasdivided.

D.1 Resourcesand Tools

A projectof this naturerequiresmany hostson which to testthe runningof thesystemandensurethatnot
only is thecodestable,but that thenodesarebehaving correctly. To this end,not only wereundergraduate

lab machinesusedfor theevaluationin Chaper9, but they werealsousedfor testingon progressively larger

groupsasthecodestabilised.Themachineat ISI, kame.isi.edu , wasusefulfor testingof thecodewhich
dealtwith latenciesduringdevelopment,sincethelatenciesbetweenlabmachineswassosmall.

For the purposesof the evaluationthen,aswascoveredin 8 and9, both lab machinesanda smallernet-

work of machinesconnectedby transparentbridgeswith dummynetfunctionalityenabledwereemployed.In
all theseexperiments,endhostswhich rantestcodewasrunningsomeform of Linux; transparentbridgesall

ranFreeBSD4.11,
Theintegrationwith RAT wastestedoversomeof themachinesin G081,thoughdueto driversonly offering

half-duplex audioonthesemachines,actualrunningof theapplicationwasnotpossibleuntil Supportinstalled

thecorrectsounddriversfor thehardwareto work correctly, asRAT requiresfull-duplex audiohardwaresup-
port.

Aside from the above, the usualarray of tools was usedto completethe project, including, but not lim-

ited to, LATEX, gcc, gdb, awk, gnuplot,etc. The ability to chainmany of thesetools togetherandto build
scriptsto automatetestingmadetheevaluationeasier, if no lesstimeconsuming.

D.2 Division of Labour

All projectssuffer unexpecteddelays,andthisonewascertainlynodifferent.For anoverview of thetimeline
of theproject,seeFigureD.1.

The original project timeline wasaschartedin FigureD.1(a). The labelson the tasksaredetailedbelow.
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FigureD.1: Ganttchartschartingprojecttimeline.
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Task Label Description

I1 Designof sensibleexternalAPIs. Identify importantcodestructuresapparentbeforeim-
plementationbegins.

I2 Implementationof themeshstructures.
I3 Implementationof datadistributionmechanisms.

I4 Integrationof codeinto RAT.
I5 Endof testing;codefreezeto focusonevaluationanddissertation.

D1 Initial documentwork, settingdown LATEX�les andscripts,etc.

D2 Draft sectionsfor themeshstructures.
D3 Draft sectionsfor thedistribution treedesign,datadelivery, routing,etc.

D4 Finalisedissertation.
As with any projectschedule,it is dif�cult to predictwhatwill happenin thefuture. As such,ascanbeseen
in D.1(b), I3 took considerablylesstime to implementthanI2 did, anddebuggingof I2 ran for mostof the

project.I4 wasa stepwhichwassurprisinglyeasyto perform.

D.3 Project Log

12/01/05 CreatedbasicLATEXframework for report,splittingsectionsinto (empty).tex �les.

17/01/05 Initial de�nition of datatypesto bepresentedto theapplicationsetin code.

18/01/05 Experimentationwith packetformats;how to reliablytransmit�atten datastructuresfor send-
ing, and reassemblestructuresat the receiving end. Someexisting RTP codeusedfor as

examplecode.

23/01/05

27/01/05 Many peersableto connectto eachotherwithout toomany stability problems.Membersare
now passingcurrentknown groupmembershiptablesto new peersonanew peerjoining the

group.
Lookedinto ICMP for sendingof `real' ping packetsbetweenpeers;determinedthat times-

tampsin packetsshouldwork well enough,but overUDPratherthanTCP.

04/02/05 Coderestructuring,toward more of a link-statestyle of routing rather than distancevec-
tor routing. Peersarestill sendinglink-stateon a regularbasis,ratherthanwhenlink-state

changes,anddatastructuresaresuchthatashortestpathalgorithmcanberunontopof them.
Theseregularpacketscontaingroupmembershipandlastknownsequencenumberfrom each

member, andalist of link stateslocal to thesendingpeer. Custompingpacketsarenow being
sentusingUDP ratherthanTCP.

07/02/05 Dijkstra's shortestpathalgorithmin testing.

08/02/05 Startedworkingoncodeto evaluatethebene�t of addinga new link.

17/02/05 Dijkstra's shortestpathalgorithmnow beingusedto calculateroutingtables.Improvedsim-
ple testharnessto make useof meshsendandmeshrecv functions.Also �x edcodeto run

onFreeBSD.

23/02/05 Codecleanup.Removal of a busywait on the incomingdataqueuefor dataintendedfor the
application,andinsteadsignalwhendatahasarrivedon thequeue.This emulatesa normal

blockingrecv()quitenicely.
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06/03/05 Major restructuringto do properlink-state�ooding on major statechanges(new member,
droppedmember, new link, removedlink), with regular �oods from eachmemberto update

thegrouponcurrentlink weightsfrom eachpeer.

16/03/05 Codestabilisingafterthechangeto link-state�ooding.
18/03/05- 21/03/05 First boutof illness.

06/04/05- 20/04/05 Continueddebugging,startingof evaluationproperly, building of scripts,etc. Outlinedre-

mainingdissertationsections.

21/04/05- 01/05/05 Studybreak.

24/03/05- 06/04/05 Secondboutof illness.
02/05/05- 24/05/05 Examseason.

25/05/05- 07/06/05 Finalisingof testing& evaluation,dissertationwriting.

07/06/05 Finaldeadline.
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