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Abstract

Theintentionof IP Multicastasa serviceprovided by network infrastructurevasto allow groupsof hoststo
sharesimilardata,leaving thenetwork to dealwith thecompleities of groupmembershi@ndroutingissues.
Onenaturalusefor IP Multicastwasgroupconferencing.

Adoption of IP Multicast hasnot beenswift, however, leavzing conferencingapplicationsdesignedor use
with the serviceunusableover signi cant partsof the Internet.

This dissertatiorpresent®Orta, a new peerto-peernetwork overlay which is designedo allow group con-
ferencing. The implementationis presentedhs a reusablesoftware library, andis not tied to ary existing
application,oneapplication the RobustAudio Tool, is modi ed to usethislibrary ratherthanlP Multicastas
a proof-of-conceptmplementation Presente@reimplementatiordetailsandevaluationresultsdetailingthe
characteristicef the overlay, with somefocusonits usefulnesgor real-timeapplications.
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Chapter 1

Intr oduction

Peerto-Peersystemadave beenusedfor mary yearsin mary applicationareas Many Internetprotocolssuch
asFTPweredesignedo be peerto-peerthoughnow they areprimarily usedfor client-sener style systems.
Applicationsof peerto-peer(P2P)have beerthrustbackinto thelimelight in recentyearswith thewidespread
useof Napstera le sharingsystemintendedfor the solepurposeof sharingMP3 audio les. Napsteyhow-
ever, wasonly a P2Papplicationwith respecto le transfersgiventhatthe actsof joining the network and
performinga searchfor a le werecoordinatedvith a centralsener.

Fully distributed P2P systemscan also be created,allowing for systemstructuresto be built which avoid

the needfor centraliseccentresof control,thusremoving onepotentialbottleneckandpoint of failure. Peers
which communicatelirectly with otherpeersshouldtheoreticallybe ableto improve performancen mary

casedhy not having to coordinatewith somecentralpoint of controlresponsibldor governingall hostsin a

groupcommunicationApplicationsof peerto-peersystemsarequite diverse from le sharing[1], to media
streaming10, 30], to gameplaying[31].

This aim of this projectwasto build a P2P systemon top of which could run an existing real-timegroup
communicatiortool, the Rokust-Audio Tool shavn in Figure 1.1 (RAT, [4]); whereRAT currentlyusesIP

Multicastfor communicatiorbetweengroupmembersthis P2Psystemwould be substituted.This disserta-
tion coverspreviouswork in thisareatheapproachakenby this projectto tackletheproblem andthedesign,
implementationtesting,andevaluationtechniquesisedduringthe courseof the project.

1.1 Group Conferencingand IP Multicast

Giventhe mary-hostsattachedo mary-hostsnatureof the Internet,the possibility of groupconferencingn
real time usingaudioandvideo streamswould seemto be a naturalconclusion. However, thereare mary
problemsinherentin designinga systemto disseminatalatabetweemmary recipientsgiventhe structureof
unicastlinks betweenhostson the Internet,and of how nave implementation®f a group communication
applicationmightbeimplemented.

The original designfor the IP layer, responsibleprimarily for routing packets from sourceto destination,
saw it asa statelesdayer; it keptno knowledgeof the paclets passingthroughit, merely processingand
forwardingon a paclet-by-pacletbasis. The conceptof connectionskeepingorderingson paclets,etc,is a



Figurel.1: Screenshoof the RAT application.

higherlevel concerngenerallydealtwith by the TCPlayer, [16]. To navely forward datato multiple clients
only usingstandardunicastiP links requiresthat multiple pacletsbe sent,oneperrecipientfor every paclet
to besent,introducinganobviousbandwidthlimitation on the sizesof groups.

IP Multicastrequiredadditionsto the original IP speci cation,andnew routing protocols,someof which are
coveredin [18]. Theintroductionof multicastingmodi ed theinitial speci cationby requiringthatrouters
maintainpergroupstatein additionto the standardinicastroutingtable.In essencemembersf a multicast
groupall shareonemulticastaddresgmoreinformationon multicastaddressinganbe foundin [6]). Data
sentto that multicastaddresss routedthroughthe Internet,with paclketsreplicatedwhererequired,to be
deliveredto all membersof thatgroup. The sourceneedonly transmitone paclet for numerougecipients.
This allows for largergroupsto receve the samestreamingcontentsimultaneously

Multicasting,despiteshawving early promise—in [35], for example— is unfortunatelynot aswidespreadsit

wasanticipatedt would become The mainfactorholdingbackIP Multicastis generallyconsideredo bethe
costof replacingexisting infrastructurethe routerson the Internetresponsibldor dealingwith the multicast
traf c. Therearealsoconcernsaboutthe scalabilityof the IP Multicastsystem(with the routersstoringstate
for potentiallymary smallgroups,ssuesof time compleity arisewhenperformingrouting operations)and
of higherlevel concernswith IP Multicastsuchaserrorchecking.encryption etc,[15]. Subscribingo a mul-

ticastgroupis usuallynotauthenticatedsoany hostcouldsubscribeo any group(to thenreceveinformation
it is not authorisedo receve, or sendrandomdatato othermemberof thatgroup);indeed,ary hostcould
subscribeo all dynamicallyallocated P multicastaddressespoding the network with thein ux of datato

thatonehost[33].

One of the applicationtypesinitially conceved as being viable over multicastwas conferencingapplica-
tions,andindeedary applicationswhich requirealevel of collaborationbetweerparticipants.To this end,a
varietyof audioconferencingpplicationsyideoconferencingpplicationsglectronicwhiteboardsetc,have
beenbuilt which uselP Multicastfor transmissiorof groupdata,by multicastingto all participants.
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Figure 1.2: (a) shavs underlyingnetwork structure thelink R1to R2 beinga link with substantialateng.
(b) demonstratesave unicastfrom A to all othernodes.(c) demonstratef? Multicast. (d) demonstratea
possibleoverlay multicastcon guration.

One of theseconferencingapplicationsis the Rolust-Audio Tool (RAT), developedby the UCL Network
andMultimediaResearclGroup,[3]. RAT is anaudioconferencingpplicationwhich useghe RTP protocol,
[44], over IP Multicast, for transmissiorof audiodatain a robustmanner Furtherdiscussiorof dif culties
in providing reliableaudioover the Internet,particularlyover the multicast-capabl@art of the Internet(the
“MBone”), is providedin [24]. As it standsthe RAT softwaredealswith two distinctsituations:directcom-
municationbetweentwo hosts,or group communicatiorbetweenmembersof a commonmulticastgroup.
Giventhe slow uptake of multicastfunctionality mentionedabore, the group conferencingeaturesof RAT
areusableprimarily on researcmetworks suchas JANET?, but generallynot on commerciallyowned net-
works, renderingscopefor usagesigni cantly smallerthanit might be. To allow for useof RAT over more
partsof the Internet,it makessenseo replacetrue IP Multicast functionality by pushingmulticastup to an
applicationlevel overlay, the end-to-encargument43] winning the day.

This is not a new idea. Thereare numeroudifferentsystemspublishedwhich pushmulticastfunctional-
ity to the endpointsof the groupsession([7, 9, 10, 11, 12, 15, 20, 25, 26, 29, 30, 33, 34, 38, 41, 47, 52)),

eachof which tacklesa slightly differentintendedapplicationfrom a slightly differentangle;thesealterna-
tivesarediscussedn-depthin Section2. Thesesystemsll build someform of overlaymulticastdistribution
network, which is almostalways muchmoreef cient thanusingIP unicastalone,but lessefcient thanlIP
multicast;overlay multicastincursduplicationof packetsat hostswherelP multicastwould duplicateat the
routersbetweerthe sourceandthe recipients but requiresthatfar lessthanthe one paclet per recipientbe
sentpercycle whenusinglP unicast.Figure1.1 demonstratethe concept:Figure1l.1(a)shovs the example
network topology;Figurel.1(b)shavsthesituationwherenodeA is sendinghe samedatato nodesB, C and
D overIP unicastandis forcedto transmit3 separat@aclets;Figurel.1(c)demonstratel® Multicastbeing
usedto achieve the sameeffect, with network routersduplicatingpacletswherenecessaryfigure1.1(d)is a
potentialoverlay multicastsystemwherenodeA transmitstwo paclets,oneboundfor B, oneboundfor C,

with C duplicatingandretransmittinghe pacletboundfor D.

While someof theworks([15, 9, 38, 33]) attemptto addressnulti-sourcemulticastusinganoverlaystructure,
noneof the paperscoveringthesesystemsprovide ary actualdatarelatedto the performanceof the systems
whenrunningin the multi-sendercase,asthey would be whenrunninga conferencingapplicationsuchas

Ihttp:/iwww.ja.net/



RAT. Indeedall of [13] is discussiorof theexperienceof deplgying asingle-sourceverlaymulticastsystem,
borneout of work from [14] and[15], which aimedto designfor multi-sourceoverlaymulticast.

Giventhelack of numericalresultsin theareaof groupcommunicatiorapplicationsver overlaymulticast,it
is dif cult to discussheperformancef overlaymulticastin onesettingwhich IP multicastwasoriginally de-
signedfor. We know, however, thatsuchsystemsarepossibleto build — Skype,[2], is agroupcommunication
tool which builds someform of overlay multicaststructurewith which to send/receie data. This softwareis
closed-sourceommerciakoftwareencaseavithin anEndUserLicenseAgreemen{EULA), which offersno
technicaldiscussioron whattechniquesvereusedto build theunderlyingdatastructuresandis notstandards
compliant.

It seemghenthatthereis no single solutionwith codeavailablefor constructinga mary-to-mary overlay
multicastsystemwhich could be usedwith RAT, thoughsomeimplementation®f suchthings have been
donein Java (notably[38], [20]). Theaim of this projectis thereforeto build a systemcapableof application
level, peerto-peemulticastof datain amary-to-mary manneyusingRAT asa proofof concept.Clearly, the
ideal outcomewould beto producea genericoverlay multicastsystenmwhich similar applicationscould use
to multicastdatawhenIP Multicastfunctionalityis notavailable.

1.2 Dissertation Outline

Theremainderof this dissertations organisedasfollows: Section2 is anin-depthliteraturesurvey andgoes
into detail on the backgroundreadingsurroundingthis project, covering suchtopics as conferencingand
similar projectsdesignedor conferencing-styl@applicationsSection3 presentshe researctapproacttaken
throughthe courseof the project; Section4 describeghe Naradaprotocol on which this projectis based,
with Section5 covering concerngelatedto audiotraf ¢ carriedby this protocol. Section6 covershow the
Ortaprotocolpresentedherevariesfrom the original Naradaprotocol,with implementatiordetailspresented
separatelyn Section7; Section8 then9 covertheevaluationapproactandmetricsto be consideredthenthe
actualevaluationresultsrespectiely. Section10 concludeghe dissertationandcoverspotentialfuture work
from this project.



Chapter 2

Background and Related Work

The literatureon peerto-peersystems particularly thosefocussingon multicasting,is varied. Therehave

beenmary attemptsat tackling peerto-peeroverlay multicasting for variousdifferentapplicationdn differ-

entervironmentgfor example thedifferencebetweerastreamingrideoapplicationwith someinfrastructure
behindit, comparedo afully distributedconferencingpplicationwith no pre-&isting network infrastructure
to spealkof).

This chaptersubdvides the wealth of information available into somebroad categories. Initially, in Sec-
tion 2.1, somebackgrounddiscussions provided aroundthe two distinctareasof IP Multicastandof RTP
andconferencingapplications.In Section2.2, peerto-peerdookup systemsareconsideredastheseresearch
networks aregenerallyreasonablyidely known by researcherg notthe public at large. Attemptsat over
lay multicastsystemsbuilt on top of theselookup androuting substratesiave beenconstructedandso are
relevantto the project. Further thesesubstrateprovide interestingoackgroundnto the organisatiorof peers
within anoverlay Therearea numberof multicastsystemsvailablewhich areconcernedvith the streaming
of data,but do not make useof theselookup substratespor do they imposereal-timeconstrainton delivery
of dataastight asthoseexpectedof a conferencingapplication. Theideaspresentedrestill interestingand
potentiallyuseful,andarediscussedn 2.3. Finally, fully distributed multi-sourcemulticastsystemswhich
aimto tackleconferencingapplicationsarediscussedn Section2.4.

The systemspresentedn this sectionhave beenimplementedand testedto someextent, but not all have
beentestedby experimentationin a real network ervironment. Likewise, codeis freely available for some
projects,andnotfor others.

2.1 Conferencingand Real-Time Audio

Onthesurface thelnternet,asa carrierof databetweerpointswould appearto beidealfor the possibility of
providing groupconferencingabilitiesbetweerhosts.

2.1.1 IP Multicast

IP Multicastwasintendedto extendIP beyond just offering point to point communication@swasthe case
with standardP unicast,to allow for groupcommunicatiorofferedby the network, the obviousapplication
for this functionality beinggroupconferencing.Protocolsfor multicastinginclude PIM-DM, protocolinde-



pendentmulticast,densenode[5], whichworksby ooding data,with routerssending prune'messagelack
up to the sourceto signalroutersto stopforwardingif thereareno listenersattacheahatpartof the network,
with PIM-SM sparsemodedesignedor the scalingovertheInternet[19]. OtherprotocolsareDVMRP [48],
andMOSPF[36].

2.1.2 RTP and Conferencing

The Real-timeTransportProtocol,RTP [44], is a protocoldesignedor the end-to-enctarryingof real-time
data.RTP canbeusedover I[P Multicast, or over normalunicastconnectionswhatit is, whatit does.While
RTP wasinitially designedwith IP Multicastin mind, it doesnot requirethatit berun over IP Multicast.

Audio conferencingapplications suchas RAT, are available which usethe RTP protocolfor carryingreal-
time audio. This applicationis naturallysuitedfor an IP Multicastervironment,but canbe usedto initiate
a conferencewith just one other personover a single point-to-pointlink. Othertools available allow for
video conferencing, whiteboardapplication$, and sharedtext editors’, areall conceptsfor conferencing
applications.The naturalnetwork environmentfor theseapplicationss thatof a network with IP Multicast
functionality present.

RAT allows for a certainlevel of redundang in the pacletscarriedvia RTP, suchthat the applicationcan
toleratecertainlevelsof pacletloss[24].

2.2 Peerto-peersystemdor objectlookup and routing

Thereare numerougesearctiP2P systemsawhich have beenbuilt, suchas CAN [39], Tapestry[51], Chord
[46], andPastry[42], which proposenamingscheme&ndmethodsof routingfrom onelocationin anames-
paceto othernodesin thathnamespaceA goalsharedoy all of theseprojectsis thatof scalability;beingable
to routea messagdérom onehostin the P2Psystemto ary otherwithin somereasonabl&umberof overlay
hopsin relationto the numberof nodesconnectedn the overlay network. This goalhasbeenprovento be
achievable.

Thebasicideathattheseschemesreexploiting is that of a distributedhashtable(DHT) to ef ciently arrive
atthelocationof therequireddata. Nodesin a network form anoverlay network, sharingsomenamespace.
Nodesjoining the overlayareinsertedn thenamespacaccordingo the algorithmemployed,andareableto
leave the overlay. Nodeswill alsoprovide someroutingmechanisnfor passingnessagesnto anothemode
closerto the destinatiorof thatmessage.

In the following sections several substantiallydifferentDHT schemesrereviewed. For eachof these at-
temptsto incorporatesomemulticastingfunctionalityinto the groupis alsodiscussed.

2.2.1 CAN

The ideaof a ContentAddressabléNetwork, a CAN, is presentedn [39]. CAN presentsaa -dimensional
Cartesiarcoordinatespaceconstructecn a -torus. Objectsareplacedin the CAN spacedeterministically

Ihttp://imww-  mice.cs.ucl.ac.uk/multimedia/sof twarelv ic/
2http:/iwww-  mice.cs.ucl.ac.uk/multimedia/sof tware/w bd/
Shttp://iwww-  mice.cs.ucl.ac.uk/multimedia/sof tware/n te/
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(a) Lookupsin CAN space. (b) Multicastingdataover a mini-CAN.

Figure2.1: lllustration of the hopstakento routefrom onenodeto anotheyandof multicastingover a mini-
CAN. Rectangularegionsaresectionsof the CAN-spaceallocatedto a peer

accordingto a uniform hashfunction over somekey, . An exampleCAN spaceis shavn in Figure2.1;
nodesare allocatedsectionsof the CAN space,with ary keys falling into their spacebelongingto them.
CAN nodesneedthenonly know of theirimmediateneighboursn CAN spacej.e.: ary nodein CAN space
adjacento its own. This meanghatunlike IP routing protocols,only knowledgeof neighbouringnodesis
required,ratherthan someknowledgeof the topology of the entire network. Routinga messagdrom one
locationin the CAN to anotheiinvolvesattemptingo take theshortespathtowardthe destinatior(in essence
attemptingto draw a straightline from sourceto destinationandsimilarly at eachintermediateoverlayhop),
sothe neighbouringnodeclosestto the destinationis chosenasthe next hop for the messageThe average
pathlengthbetweerary two nodesn a CAN systemis , Where is thenumberof dimensionsn
CAN spaceand isthenumberof nodesn the system.

Multicastingdataover a CAN is presentedn [41], wherethe stable,fault-tolerantplatform of the CAN is

usedas a vehicle for multi-sourceapplication-l&el multicastto large groupsof receiers (in the order of

thousandspr more). Multicastingin CAN spaceis a simplematterof ooding the CAN, if all nodesin the

CAN arememberf the multicastgroup. If only somesubsebf nodesn the CAN aremembersf the mul-

ticastgroup,amini-CAN is createdoverthe existing CAN, andthenthe mini-CAN is ooded with multicast
information. The coordinatespaceof the CAN allows for ef cient ooding algorithmsto be implemented
which reduceghe numberof duplicatedpacletsto (almost)nil (seeFigure2.1(b)). This featureof routing

throughthe CAN spacas citedasareasorwhy multi-sourcemulticastingovera CAN is possible aspaclets
cannaturallybeduplicatedonly whenrequired.However, largergroupswill requirethatpaclketssentthrough
the overlay areroutedthroughmoreoverlay nodes forcing substantiallyincreasedatenciesto nodeson the

othersideof the CAN spacdrom agivensource.

The work presentedn [40] providesa methodof addingproximity awvarenesgo the CAN system,termed
“binning” nodesinto areasthe processof binning boils down to pinging known senersandassuminghat



Figure2.2: lllustrationof a Tapestrynetwork androutingacrosst.

two machinesvith similar outcomedrom thesepingsarenearto eachother Simulationof binningnew nodes
into areasof the CAN spacecloseto eachotherbasedon the lateng betweenthosenodesappearso offer
cross-werlaylateny within the sameboundsasotheroverlay multicastsystems.This systemof organising
the overlay doesimply thatnodesnearto eachotherin the CAN spacewill bereasonablyearto eachother
in physicalworld, but it cannottake into accountshifting network patterns.lt is entirely possiblefor anode
to be placedin the wrong bin dueto unusuallyheary network traf ¢ at someknown seners. Further the
formationof mini-CANs within CANSs, [41], seemgerribly excessie for the purposeof forwardingaudio
data. The lack of experimentalresultsdoesnot encouragecon dencein a systemwhich doesnot obsene
network conditionswhenconsideringa real-timeapplicationsuchasaudioconferencing.

Theredoesnot appearto be ary publically available codefor the CAN system,so this would have to be
built from scratchfollowing the outline of the systempresentedhn [39] and[41].

2.2.2 Tapestry

Tapestry [51], offers similar bene ts to CAN, in thatit is an overlay network capableof routing traf ¢
efciently throughthe overlay; it is completelydecentralisedscalable andfault-tolerant. Tapestryis self-
organisingn thatit will respondo unicastinks betweercomponenti the Tapestryinfrastructurébecoming
busier, quieter or beingdroppedcompletelyor reinstatedRoutingin a Tapestrysystemis a matterof match-
ing asmuchof thedestinatiorlD to anneighbouringD from agivennode,similarto longestpre x matching
usedby IP routers.Neighboumapsare,hawever, of constansize,andeachnodein the pathbetweersource
anddestinatioronly hasto matchonefurtherdigit of the TapestryiD; anexampleis shavn in Figure2.2with
peer0325routing a messagéo 4598, with matchingtaking placearbitrarily from right to left. Thedistance
apaclettravelsin Tapestryis proportionalto thethe distancetravelledin the underlyingnetwork, suggesting
thatTapestnyis atleastreasonablef cient.

Bayeuxis a systemimplementedn top of Tapestryto allow the possibility of single-sourcenulticastovera
distribution treebuilt usingthe Tapestrysubstratdor routing purposes|[52]. Thetreescanbe built naturally
enough-anodewishingto join amulticastgroupaskstheroot nodefor thatgroupto join; theresponsérom
theroot sendsa specialTREEmessagevhich setsup forwardingstatein intermediateTapestryrouters thus
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Figure2.3: Exampleof routingacrossa Pastrysubstrate.

allowing for routersto duplicatepacletsonly whennecessaryResultsbornefrom simulationhave shovn
Bayeuxcapableof scalingto multicastgroupsin the orderof thousand®f memberswith respecto overlay
lateng, andredundanpacletduplication.However, thereareissueswith this schemeasproposedthetreeis
x edoncecreatedit cannotbemodi ed to take into accountunderlyingtraf c conditionsandnetwork traf c
patternsandit is designedor multicastoperationwith only onesource.The simplestway to achieve multi-
sourcemulticastusing Bayeuxwould be to build numeroudistribution trees,eachonerootedat a different
multicastsource.Signi cant modi cation of the designwould berequiredto allow mary-to-mary multicast-
ing in Bayeux,notablyof how to inform numeroussourcef thenew recever, andto allow ef cient sending
of TREEmessages in a large enoughgroup with enoughsendersthe control overheadinitiated whena
membeifoins or leavesthe groupcouldeasily ood andtemporarilydisruptthe overlay.

It is worth noting that while Java sourcecodefor Tapestryis availablefor download, the sourcecodefor
Bayeuxdoesnot seemto be available, so animplementatiorof the Bayeuxsystemwould have to be built
from scratchandmaodi ed to work from multiple sourcesTo integratethisinto RAT then,dif cult decisions
would haveto betakenin termsof which partsof theexisting Java codeto corvertto C, andindeedif sections
of thecodecouldbeleft asthey are,communicatindpetweenC andJava codesectionaisingnetwork soclets.
This mightresultin a systenmtoo complex for asmallconferencingpplicationsuchasRAT, especiallygiven
thelack of awidespreadrapestrynetwork to routepaclets.

2.2.3 Pastry and Related Systems

Pastry [42] is anotherpeerto-peerobjectlocation and routing substratewherenodeseachhave a 128-bit
nodelD, nodelDs de ne the nodes positionin a 1-dimensionatircularnodelD space Pastryis capableof
routinga messagdrom onenodein this ID spaceto anotherin overlay stepsby keepingtrack of
nodesat certainpointsaroundthe namespacée.g.: at one half, onequarter one eighthof the way around
the namespacegtc), demonstrateéh Figure2.3. Pastryis intendedasa generalsubstrateon top of which
differentapplicationsanbebuilt; anexampleof this generalityis thefactthatwhile Pastrynodeskeepatrack
of nodeswhicharecloserto themin aneighbourhoodet,thelocality metricusedto determingusthow close
two nodesareis left asanimplementatiordecisionfor the applicationitself. It is worth noting that Pastry
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nodesdon't actuallyusethe locality tablewhenrouting messageghoughit is usedto maintainthe property
thatall entriesin anodesroutingtablepointto a nodewhichis nearbyaccordingo thelocality metric.

Scribeis an example of multicastingover the Pastry substrate[11]. Scribeaimsto usethe Pastry layer
to allow for large numbersof groups,eachwith a potentially large numberof members.Pastryis usedto
build treesrootedat multicastsourcego disseminatenulticastdata. Thedistributiontreein Scribeis formed
by usingthe JOIN messagesutedfrom new receversto theroot of the multicastsessiorto setup forward-
ing tablesbackdown thetreeto thoserecevers.

Pastryallows for applicationspeci ¢ metricsto be de ned to determinewhich nodesarecloseto eachother
onthephysicalnetwork for building routingtablesacrosshe overlaynetwork. Scribecanperformmulticas-
ting of dataover Pastry observingthe “short-routes”propertyto determinethe distancebetweenwo nodes
in termsof overlay nodes,andthe “route corvergence”property concerningthe distancetwo paclkets sent
to the samekey will travel beforetheir routesconverge (this presumablymakes a differencewhenrouting
datatowardtherendezwuspoint to be multicast). While an argumentcould be madeagainststill having an
additionallayerof abstractiorin termsof nodenaming,a biggerhit in mostapplicationlevel routingsystems
in termsof time spentin transitby pacletswould bein the contect switchesrequiredto passdataup from
the network stackto the applicationand more importantly of latenciesacrossnetwork links; an additional,
probablyminor, layer of computationprobablywould not causeseriousperformancelif culties evenfor an
applicationwith real-timeconstraints.The problemwith Scribeasa systemfor multicastingdatafrom ary
nodein thegroupto all othersef ciently is thatary nodewishingto multicastto the groupmusttransmitto
therendezwusnode wheretherendezwusnodecanbechosernn anumberof ways(to havetherendezous
nodebeingthe nodein the namespacelosesto thegroupID is onemethodsuggestedh [11]). This allows
for onedistribution treeto be built outfrom thatrendezwuspointto all memberof a group.Issueswith this
methodareobvious: addingthis extra stepbetweensenderandreceiersincreasesdateng; the rendezwous
nodecould easilybecomea bottleneckespeciallyif network resourcesre not takeninto considerationthe
rendezwusnodealso becomesa potentialpoint of failure. The authorsof Scribe provide resultsthrough
simulationshaving promisefor their system;theseresultsaredif cult to acceptwithout real-world testing,
however.

Chordis a systemsimilar to Pastry in the sensethat nodesare mappedonto a 1-dimensionalkoordinate
space[46]. Chord,like Pastry achievesroutingacrosghe overlaynetwork in hops.

2.2.4 GnuStream

While theabove have beenresearcmetworkswhich haven't necessarilseenwidespreadieploymentoutside
of academiapneinterestingsystemcalled GnuStreanj30] wasconstructedisingthe widely deployed le-
sharingnetwork, Gnutelld. GnuStreanusesGnutellaasits lookup substrate and retrieves portionsof a
le for streamingfrom differentsourcesn the Gnutellanetwork. The GnuStreamnlayer is responsibleor
collectingrequireddata,andreorderingall piecesinto the correctorder beforepassingthat dataup to the
mediaplayetr This schemerequiresbuffering at the recever, and also relies on the mediasourcebeing
duplicatedacrossa numberof hostsin the network to achiese appropriatetransferratesto streamthe le
reliably.

“http://www.gnutella.com/
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2.2.5 Summary

All of thesesystem®ffer someform of multicastingfunctionality. However, thereareissueswith thesystems
asproposed.CAN and Chorddon't take into accountunderlyingnetwork conditions,so cannotbe trusted
to provide a reliablemediumwith which to transferdatawith real-timeconstraintsno matterthe numberof
overlay hopsexist betweenary two nodes. Thesesystemsare thereforenot suitablefor this applicationof
groupcommunicatiordueto thefactthatthey do not make ary correlationbetweeroverlaydistanceandthe
actualnumberof unicasthopsbetweerhosts while TapestryandPastrydo have someconceptof theunder
lying network topology[51]. Resultsfrom experimentatiorin an ervironmentasdiverseasthe Internetare
not available,soreal-world behaiour of thesesystemsavhich make no correlationbetweeroverlay distance
andnetwork distances not available. Furthermorethesesystemsarent applicationspeci ¢ to conferencing
applicationsandthe namingschemesisedaredesignedo allow for ef cient lookupsandroutingacrosshe
overlay, andnotthe physical network whendealingwith mary thousand®f nodes.

2.3 Peerto-peersystemdor streamingcontentdistrib ution

As well asthe systemsalreadymentionedwvhich all generallydealwith looking up datain large peerto-peer
systemsandef cient routingacrossheoverlayto this data,therearea numberof projectswhich dealspecif-
ically with the issueof contentdistribution within an overlay multicastsetting. Discussiorof the feasibility
of streamingdatato large recever groupsusing peerto-peeroverlaysis presentedn [45], and coversthe
distribution of large streamingmedia.

Sections2.3.1and?2.3.2cover peerto-peersystemsdesignedor mediastreamingwith BitTorrentin 2.3.3
capableof doingthe samewith little modi cation. Section2.3.4,2.3.5and2.3.6thenlook atsimilar systems
designedor streamingrom onesource andassuchperhapsettersuitedto areal-timeconferencingystem.

2.3.1 CollectCast

CollectCast[26], is gearedoward streamingcontent,andsois designedo selectpeersfrom a candidateset
of peersholdingthe contentto be distributed,basedn availablebandwidthandpacletlossrate. CollectCast
washuilt on Pastrybut shouldbe ableto useary of the lookup substratesnentionedpreviously. The active

sendesetthen,is thesubsebf thosein the candidatesetwho canprovide the highestguality playbackfor the

recever. Topologyawareselectionis presentechsa meansof selectingpeersfrom the candidatesethaving

inferredthe underlyingnetwork topology Network tomographytechniquesvhich involve passiely monitor

ing unicastlinks to determinethe underlyingnetwork structure suchasin [17], areusedto build a modelof

the network structure afterwhich CollectCastetermineshow usefuleachlink is to thatrecever, generating
a“goodnesgopology”. Collectcasutilisesthelookup substratdeneattit to fetchlocationsof requiredcon-

tent; theimplementatiorof Pastryusedby CollectCastvasmodi ed to returnmultiple referenceso a given

object,ratherthanjustone.

PROMISE, presentedh [25], is thenameof theactualimplementatiorof theCollectCassystemanddemon-
strateshigh levels of performanceandreliability.
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2.3.2 SplitStream

SplitStream[10], is anoverlay multicastsystemalsodesignedor contentdistribution, andattemptsto max-
imisethroughpuby utilising theupload/devnloadbandwidth=f all participatingnodesevenly (while taking
into accounthe differing capacitieof differentnodes).SplitStreamworks by splitting the contentto be dis-
tributedinto a numberof stripes,with eachstripe having a separatalistribution tree. In the ideal situation,
SplitStreamorganiseghosedistribution treessuchthat eachnodeis only aninterior nodein one,anda leaf
nodein all others. The reasoningor this approachwasthe obsenation that tree-basedystemswill often
generatdreeswhich containa coreof nodeswhich carrythe bulk of any datatransfer with a numberof leaf
nodeswho contribute no outgoingbandwidthbackinto the overlay. SplitStreamusesScribeto build its dis-
tribution trees.While this systemprovidesa very interestingway of sharingingoingandoutgoingbandwidth
usagefairly atall nodeqwhere fair' is proportionalto theconnectiortypeusedby thathost),it is notdirectly
usefulfor conferencingapplications.Splitting the streamingcontentfrom onesourcewould not befeasible,
this systemrequiresthat contentis pre-stripedacrossnodesin the overlay With the naturalsituationin a
conferencingapplicationbeingthat mostnodeswill contribute somethingduring the conferencenodesare
naturally contributing uploadbandwidthanyway. The uniqueway in which SplitStreamdeplagys its overlay
multicasttreescould be utilised by a conferencingapplicationhowever, to overcomethe potentialissueof
somenodesbeinginterior nodesthroughwhichall traf ¢ is routed.

Work presentedh [50] tacklesthe problemof mediastreamingn asimilar fashionto thatof SplitStreampf-
fering algorithmsfor optimal dataassignmentfrom servingpeers andadmissiorcontrolmechanismeased
onthe availableincomingandoutgoingbandwidthof connectingoeers.

2.3.3 BitTorrent

Like Gnustreammentionedn Section2.2, Bittorrent,[1], is anexampleof awidely usedpeerto-peersystem
for distribution of data. Bittorrentis not intendedasa real-timestreamingplatform, but the ideaspresented
areinterestingn their own right. Bittorrentprovidesa meansof minimising uploadbandwidthusedat some
le' shost,by utilising theuploadbandwidthof thosewho have alreadydownloadedpartof) that le. Groups
of usersdownloadingthe same le at the sametime (and subsequentlgharingdifferentpartsof the same
le with eachother)form whatis calleda "swarm' in Bittorrent terminology Ultilising the bandwidthof
mary hostsfor uploadingmaximisesdiownloadratesachiezed;ahostwhichis unableto upload(for whatever
reason)shouldachiese particularlylow downloadrates,so sharingis heavily encouragedn the Bittorrent
networks. Swarmsof Bittorrent clients downloadingthe same le generallywon't last very long, so the
bene ts of Bittorrent canbe felt by the le provider whenthe le hasonly recentlybeenadwertisedas a
“torrent', andrelative interestis still high. Informationdoesnot appeato be availableon thetechnicalitieof
how Bittorrentpeersorganisehemseleswhilst in the swarm,thoughtheimplementationwrittenin Python,
is openandavailable.

234 ZIGZAG

ZIGZAG is a peerto-peersystemdesignedor single-sourcenediastreaming[47]. ZIGZAG usesatech-
niguecalledchainingto ensurehatdatakeepsmoving alongadistributiontree. Theideais thatZIGZAG be
usedto caterfor streamindive media;clientsneedonly buffer a certainamountbeforeplayback but canpass
datafurther down the distribution treeonceit hasarrived. Chainingis merelythe termusedby ZIGZAG to
describedatapassinghroughthedistributiontree. ZIGZAG organisegeersnto a hierarchyof bounded-size
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clusters.Onememberof eachclusterbecomeshe headof thatcluster anda memberof a clusterat the next
highestlevel. The multicasttreeis built usingthis hierarchyfollowing a simplesetof rules: a peercanonly
have incomingor outgoinglinks in the highestlevel clusterwhich it is a memberof; peersat their highest
layer canonly link to “foreign subordinates”j.e.: peersin clustersin the layer directly belown the current
layer, wherethat peeris not headof that cluster;other peersreceve informationfrom foreign headnodes.
Proofsthatthis organisatiorleadsto atreestructureareincludedin [47].

2.3.5 NICE

NICE is a projectwith the samegoal of single-sourcenulticasting,[7]. NICE constructsts treesin a very
similar mannerto ZIGZAG, thoughmulticastforwardingis donedifferently: in NICE, the headof a cluster
is responsibldor forwardingdatato thatcluster unlike ZIGZAG. It seemghatZIGZAG outperformaNICE,
accordingo theresultspresentedn [47].

2.3.6 Overcast

Overcast[29], is similarin styleto BitTorrent,andalsofocuseson contentdistribution. It attemptso do so
in a moretransparentanner;nodesconnecto the multicastgroupwithout knowledgeof it's existence- a

normalURL is usedto connectto the sener, at which point the hostbecomes part of the datadistribution

tree. Thetreeitself adaptsto network conditions,andhasbeenusedsuccessfullyfor distributing streaming
video (thoughthis is an exampleof streamingvideo with someconsiderablgre-tuffering beforeplayback
in an attemptto tolerateunpredictablenetwork conditionsduring the download,and not streamingof real-

time video). This methodof distributing datareducesthe amountof outgoingbandwidthrequiredat the

sourceof data,providedtherearenumeroushostsdownloadingatthe sametime. Nodeswhichjoin thegroup
evaluatetheir positionin thetreeaccordingto bandwidth thenlateng/ (whenreportedbandwidthdifference
betweerparentdalls within 10%),alwaystrying to move furtherdown thetreeaway from theroot, while not

sacri cing too muchin termsof bandwidth.

2.3.7 Summary

It seemghatwhile all thesesystemsregoodexamplef formsof peerto-peeroverlaymulticastthey arenot
directly relevantto the taskat hand. CollectCastandthereforePROMISE), SplitStreamandBitTorrentare
concernedvith achieving the highestthroughputpossibleat the recevver by spreadinghe uploadbandwidth
requirementacrossa numberof hostsin the peerto-peeroverlay. This clearlyis not usefulfor a conferenc-
ing application.Theseprotocolsareentirely usefulfor streamingle transfersperhapsvenTV-on-demand
scenariosto help save bandwidthat the sourceof suchcontent.

ZIGZAG andNICE form multicasttreesfrom one sourceto mary recipients,so the protocolswould have
to be modi ed to allow for the creationof multiple distribution trees. Overcastoffers a single-sourcdree-
basedmethodof distributing data,but is concernedvith reliabletransmissiorof dataandnot transmissiorof
real-timedata.The protocol,however, is gearedoward single-sourcenulticast,andthe roundsof bandwidth
testscouldbecomeoverbearingf multiple treespnepersourcewereto beattemptedor aconferenceroup.
Theseprotocols,to contrastthe othersin this section,may be moresuitablefor “live' datastreamsperhaps
for the streamingpf live sportingeventsor concerts.
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(&) ALMI data distribution (b) ALMI controlstructure
structure.

Figure2.4: ExampleALMI structures.

2.4 Peerto-peersystemdor the purposesof conferencing

The mostinterestingandcloselyrelatedwork to multi-sourcemulticastusingP2Poverlaysis generallysplit
betweentwo approachegor achieving this end-goal: tree-basedpproachesand mesh-base@pproaches.
Tree-basedipproachesnvolve directly constructingdistribution treesfrom arny sourceto all other group
memberswith membersxplicitly choosingtheir parentsfrom the otherhostsin the systemof which they
areaware. Mesh-basedpproacheisteadhave nodesbuild up a richer meshstructureconsistingof mary
connectiondetweendifferentnodes,on top of which distribution treesareconstructedThe useof multiple
connectionsallows somelevel of redundang whennodesfail or leave the group; further, redundantonnec-
tionsrequirethataroutingprotocolberunin theapplicationto constructoop-freeforwardingpathsbetween
groupmemberg49].

2.4.1 Tree-basedpproaches

ALMI (ApplicationLevel MulticastInfrastructure)s aninterestingprojectwhich alsoaimsto directly solve
the problemof multi-sourcemulticast,[38]. ALMI builds onedistribution tree betweengroupmembersand
aimsfor groupsizesin the orderof 10sof members.An example ALMI groupcanbe seenin Figure?2.4.
ALMI builds a minimum spanningtree (MST) betweenall membersof the multicastgroup, which is then
usedto carry multicastdata(Figure 2.4(a)). As well astheseconnectionseachnodehasa connectiorto a
sessiorcontrollernode;this controllercanbe run alongsidean ALMI client wheninitiating the group. It is
the controllerthatis responsibldor organisingtree structurebasedon informationreturnedby groupmem-
bers,anddealswith membergoining andleaving. This controlleris obviously thena singlepoint of failure,
andaftersuchafailureit preventsnodesfrom joining and,moreimportantly from leaving the groupsafely
Back-upcontrollerswould berequiredto build in alevel of redundang, andall groupmembersvould haveto
be awareof thelocation(s)of theseback-upcontrollers(Figure2.4(b)). In the eventof failed communication
with the sessiorcontroller, a back-upcontrollercanbe electedasnew sessiorcontroller Theimplicationis
thatgroupmembersnustbekeptinformednotonly of parentsandchildrenwithin thetree,but alsoof where
back-upcontrollersarelocated.Further the sessiorcontrollermustensurethatback-upcontrollersarekept
up to datesothatif it shouldfail, stateheldwithin the back-upcontrolleris consistentvith the systemitself.
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(a) Fatnematree,demonstratingvider bandwidths (b) The logical organisationof a FatNemogroup,
nearerto theroot of thetree. shaving thetherole of aleaderin thegroup.

Figure2.5: Examplesof Fatnematrees;diagramtakenfrom [9].

Anothertree-basednulti-sourcemulticastsystemis known asFatNemo which aimsto build fat-treesooted
at sourcesn thegroupcommunication[9]. A fat-treeis onewhich links with higherbandwidthsarenearer
theroot of thetree,with lower bandwidthlinks appearingloserto theleaf nodes.Thisis aninterestingdea,
andis speci cally gearedoward allowing multi-sourceoverlay multicastoverthetree. Nodesin a FatNemo
systemareorganisednto clusterswith clusterscloserto theroot of thetreebeinglarger (Figure2.5(a));one
memberof eachclusteris electedasleader andbecomesa memberof a higher cluster closerto the root
(Figure2.5(b)). Co-leadersareelectedto allow someredundang in the treemechanismFatNemopresents
particularlygoodperformancdor multi-sourceoverlaymulticast,thoughno sourcecodeappearso be avail-
ablefor the project. The FatNemadliteratureunfortunatelydoesnot provide muchconcretenformationwhich
would be usefulenoughto implementthis protocol.

Yoid, [20], is anothertree- rst approacho offering overlay multicast, but attemptsto offer overlay multi-
castfor a multitude of applications. Yoid aimsto bridge the gap betweenlP Multicast and the albundance
of overlay multicastsystemsdevelopedto date. It offers a simple API similar to that which IP Multicast
offers, andwill uselP Multicastif it is available and appropriate;otherwise,it will organisehostsinto a
distribution tree, creatingan overlay multicastsystemas and whenrequired. This functionality is hidden
behindthe aforementioned\PI. Yoid is designedo be usablewithin theinfrastructureusedby contentdis-
tributors,to smallerscenariosvherethe only memberf a multicastgroupat the endhoststhemseles. Yoid
sourcecodehasbeenreleasedndis writtenin C, thoughtherearedifferentversionsavailablewhich arenot
compatiblewith eachother Yoid alsorequiresthe usageof specialisedJRLSs to join groups,for example:
“yoid://rendevous.host.name:port/grou p.nam e”, which could solve the problemof locating
groups.Onecriticismwhich couldbemadeof Yoid is actuallyoneof thereasongor thebirth of theproject:it
attemptdo offer onesingle,largesolutionto avastrangeof problems While thisideamight seemappealing,
thereis little in termsof level of uptale of the software,or numericaldataavailableto suggesthat Yoid is
usefulin themultitudeof settingsit aimsto be suitablefor.
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2.4.2 Mesh-basedapproaches

Work at Carngjie Mellon Universityhasproducedhe End SystemMulticast(ESM) architecture-[13], [14],
[15] — basednthe Naradaprotocol. ESMis interestingn thatit initially aimedto targetmulti-sourcemulti-
castgroupsituations suchasthosethatwould be expectedto useRAT. Naradaemploys a two stageprocess
to building distribution trees: the rst stageconstructsa meshbetweenmembersof the group (more fully
connectedhanatree,lesssothana fully connectedyraph);the secondstageconstructspanningreesfrom
themesh eachtreerootedat a sourcewithin the group.Motivationfor this approactwasthe obsenationthat
onesingletreewith no backupconnectiongs moresusceptiblgo failure,asary nodefailing partitionsthe
tree,disconnectingotentiallyhigh numbersof senders/receersfrom eachother

The Naradaprotocolcallsfor betterlinks beingkeptin the mesh,andpoorerlinks beingrejectedover time.

This allows for incrementabptimisationof the mesh,andthereforelinks availablefor spanningreelinks to

distribute data. Whatlinks arechoserdependson the metric chosenjateng is a reasonablenetric for this

sortof applicationasfor corversationabudioto soundnatural,a roundtrip time (RTT) of lessthanapprox-
imately 400msis required[27]. Constructionof spanningtreesis managedy a distancevectorprotocol.
Treesareconstructedn anidenticalmannerto DVMRP [48]. To avoid the situationthatpacletsaredropped
whenanodehasleft thegroupbut routingtableshave notyetbeenupdateda “transientforward” routingcost
is adwertisedby theleaving nodeto arny nodeswhichit avalid routeto. Nodesthenavoid routesinvolving the
leaving node,but theleaving nodecontinuedo forwardpacletsfor a x edamountof time.

Naradarequiresthat a considerableamountof control traf c is sentregularly, to ensurethe meshcontin-

uesto reomaniseitself to improve performanceandto alsoensurethat partitionsin the meshare detected
andresohed quickly. The amountof controltrafc is the limiting factoron deploying Naradafor usewith

larger groupsbeyond around100 members.The resultsby experimentdemonstratgroup sizesof around
128experiencing?.2 - 2.8timesthe averagerecever delayaswould be experiencedver IP Multicast, using
aroundtwice the network bandwidthasIP Multicastwould; these gures aresigni cantly lower for smaller
groupsizes. Experimentalresultsin [14] shov that Naradaplacesa 10-15%network trafc overheadfor

groupsconsistingof 20 members.

The sourcecodefor implementation®f Naradahasnot beenreleased However, [15] providespseudocode
for somealgorithmsusedby the system,andmuchdescriptionof Naradas functionality. This information,
it seemsjs enoughto implementthe Naradaprotocol,asit hasbeenusedfor comparisorin experimentsn
otherprojects suchasthe FatNemoproject.

It is interestingo notethat FatNemostateghatit outperformdNaradapecausehe meshapproactin Narada
will neglecthow mary treesare makinguseof that onefat link. Thereare a numberof possibleways of
resolvingthis. It might be possibleto make the algorithmawareof how mary overlaylinks it is placingon
eachbranchin the mesh(perhapdy usingsomethindik e Topology Aware Grouping(TAG), seenin [32]).
Audio applicationsalsoopenup the possibility of mixing streamgogethemwhile in transit,if destinedor the
samehostin theoverlay. Beyondthis, it would befair to saythatin theaveragecase pnly onegroupmember
will betransmitting,andsothe numberof treebranchegplacedon onelink in the meshdoesnot necessarily
matter;obviously the worst-casescenariovhereall groupmembersaretransmittingwill performpoorly as
[9] suggests.

Thereare numerousotherapproachestherthan Naradawhich form a meshstructureover which to route
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data. Of noteis the protocoldescribedn [33], in thatit createshe basicmeshstructure,but doesnot go
on to generatalistribution treeswithin that mesh. This presentghe possibility of a morenave, brute-force
implementatiorof connectingmultiple participantsin a conferenceandis limited to groupsizesof around
10 members.

Scattercas{12], usesa protocolcalledGossamebasedon the ESM work, which attemptgo cut down con-
trol overheadfo expandto largermulticastgroups.The purposeof Scattercads to provide alarge multicast
infrastructurewhich usesSCXs (ScatterCasproXies)at known locations;theseSCXsare application-leel
softwarecomponentspftenreplicatedallow load balancingandredundang, which form anoverlay network
over IP Unicast. Clientscanthenconnectto SCXsusing IP Multicastif it's locally available,or by using
normallP Unicastlinks if not. SinceScattercastisesa similar protocolto ESM for organisingunicastlinks
betweerSCXs,controloverheads cutdown by only having nodeswhich aresourcef informationactively
adwertisingrouting informationto the system— if a nodewishesto transmit,it adwertisesa distanceof zero
to itself, and doesso for the restof the session;neighbouringSCXswill pick up on this informationand
propagatet outward.

Scattercastould be implementeduponwhich RAT sessiongould be run. While this is a possibility, the
descriptionof the SCXsseegshemassemi-permanergntitieswithin the network; evenif thisis notthe case
andthe SCXscanadaptto a quickly changingnetwork, thereis still somedisparity betweenthe SCXsand
theactualendpointsandtheimplicationis thata RAT sessiorwould rely on pre-&isting SCXs. This is not
necessarilfhe case- RAT sessiongould createSCXsfor their own use,but theneachSCX is anendpoint
usingthe ESM algorithms,sinceall membersarepossiblesourcesandsothe control overheadyain of Scat-
tercasts lost. The Scattercassolutioncanonly ever be equalto or greatethanESM, in termsof theamount
of effort to beputin to obtainaworking system.

Work presentedn [28] offers anothermethodof deploying a mesh-basedverlay multicastsolution, by
generatinga hierarchyof meshes.The aim of the work wasto allow for self-oiganisingoverlay networks
to scaleto theorderof tensof thousandef hosts anddoesnotlook atthe possibility of massie conferencing
applicationsvhereall of thosethousandareentitledto speak.Thehierarchyformedgeneratea meshof lead
nodesthoseleadnodesbeingelectedwithin acluster itself organisednto a mesh.This form of organisation
cutsdown the amountof control overheadsubstantiallyfrom the caseof onesingle meshencompassingll
nodesaswould happenn theNaradacase.

Someform of thework on End SystemMulticastat CMU hasbeentrialled on the Internet;indeed,confer

encesandlectureshave beenbroadcasbver the Internetusingthe systemshey have built, thoughobviously

thisis single-sourcenulticastmodelratherthanthefull multi-sourcemulticastthey initially setoutto achiese.

Skypeontheotherhand,is anexampleof a peerto-peerconferencingandmessagingystemcurrentlyin use
onthelnternet,which alsoofferslookup capabilitieson userswithin the system An analysisof the protocols
Skype usesare presentedn [8]. Oneinterestingpoint to note on the analysisof the Skype systemis that
hostsforwardingseparatelatastreamsonto otherhostsfurther down the overlay structurewill mix together
datastreamsthusreducingpacletswhich have to be sentto nodesfurtherfrom sourcesf a distributiontree.
Much of the previous overlay multicastwork discussedilreadyworks on theideaof replicatinga paclet as
andwhennecessarfor it to reachall endpointontheoverlay, but audioapplicationslo offer thisopportunity
to combinedatastreamgogetherthuscombiningtwo or morepacletsof datainto one.
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HyperCast,[34], is one other additionto the multitude of systemstackling multicastgroupswith mary-
to-mary semantics HyperCasfforms a hypercubgrom groupmembersgroupmembersdecomingvertices
in the hypercube Spanningreesareembeddednto the hypercubesasily while controltraf ¢ is transmitted
alongthe edgesof the hypercube.

Of thesesystemgdesignedor multi-sourceoverlay multicastthen,ALMI andFatNemoappeaitto both pro-
vide thefunctionalityrequired anddespiteattackingthe problemfrom very differentdirections arebothtree-
basednethodf constructinghe overlaysrequired.Yoid, while beinga niceidea,unfortunatelyappearsoo
large andall-encompassingThe Naradaprotocolseemso offer whatis requiredof a multi-sourceoverlay
multicastsystemfor conferencingapplications thoughthereis no sourcecodeavailable. The mesh-based
approachto building the overlay is, however, onewhich shouldprove incredibly robust when considering
groupswith high join/leave rates. Progressiorbeyond Naradain the form of ScatterCasthe hierarchical
methodof managingnesheshouldallow for the meshto scaleto farlargergroups but theseareapproaches
to attemptafter building the basicNaradaprotocol. The mesh-onlyapproactseenin [33] is, unfortunately
too simplistic,only allowing for very smallgroupsizes.

2.5 Summary

Of therelatedwork discussedh this chapterlittle is directly applicableto the problemof audioconferencing
applicationsbeingtackledby this project.

The systemswhich implementsomeform of distributed hashtable for the purposesof objectlookup and
routingarenot directly relevant,but couldbe usedasa way of locatingpeersin anexisting overlaymulticast
groupin orderto join thatgroup. This is outwith the scopeof this project,andit will beassumedhatnodes
connectingo theoverlaysystemalreadyhave someway of discoveringexisting groupmembersThemethod
of looking up groupnamescould be similar to the methodsusedby CollectCasto locatedata,beingableto

useary appropriatdookupsubstrate.

The systemswhich dealwith bulk datatransferor streamingnediaoffer somevery interestingwaysof pro-
viding sustainedigh-bandwidthdatatransfersover a peerto-peeroverlay, but theseare simply not suitable
for thedistribution of real-timedatafrom mary sources.

The projectswhich seemto be directly relevantare ESM (andthe Naradaprotocol), ALMI, andFatNemo.
Skypeis obviouslydirectlyrelevant,but its closed-sourcaature andlack of technicalspeci cationsdetailing
theprotocolsrenderst of little use.

Narada ALMI andFatNemoeachhave their own advantagesanddisadwantagesandeachcould potentially
form the basisfor this project.In brief then:

Naradahasbeenimplementedandhasbeenusedonthelnternetto broadcaskecturesgetc. Theauthors
of Narada& ESM are,however, attemptingo pushESM asa product,andhave notreleasedry actual
codefor theproject,the only detailsof implementatiorbeingthosein the paperseleasedin particular
[15]). TheNaradgprotocolis fully distributed,andno hostin arunningsystemis moreprivilegedthan
ary other, thoughgroupsize canbe limited by the amountof controltraf ¢ requiredto maintainthe
mesh.
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ALMI, on the otherhand, hasreleasedcodeunderthe GPL, in the form of a Java package put its
homepageno longerexists. ALMI essentiallycontainsonenodein the groupcommunicatiorwhich
is also a controller host, throughwhich all control trafc ows. Datatrafc remainspeerto-peer
Redundang hasto be built into the overlay network to allow for the possibility of the controllerhost
leaving the group,asis the natureof peerto-peerapplications.To implementthis level of redundang
seemshearyweightin termsof implementationvhencomparedo the truly fully-distributed Narada
protocolwhich ESM uses.

FatNemohasbeenimplementedput the literaturedoesnot inform us of whatlanguagét wasimple-
mentedin, or indeedwheresourcecodemight be available (indeed the authorsdo not appeatro offer
it publically asa download). FatNemoelectsonenodeper clusterto becomea leader andalsoelects
co-leadergor the sale of redundany.

While theall the protocolsmentionecherearerelevantwork, they aregenerallynot designedor multicasting
from morethanonesource Of the systemglescribedn this chapteithatare,it seemghatNaradaFatNemo,
or ALMI arebestsuitedto form a basisfor developinga protocoldesignedwith the speci ¢ goal of being
ableto carryreal-timeaudioin mind.

Shttp://alminet.org/



Chapter 3

Reseach Approach

Basedontheselectiorof NaradaFatNemoandALMI from thereview of previousandrelatedwork in Chap-
ter 2, threepossibleapproacheto providing anoverlay multicastsystentfor usewith RAT wereimmediately

available:
1. Modeltheoverlaymulticastsystemonthe ALMI systemyewriting the existing Java codein C

2. Model the overlay multicastsystemon the Naradaprotocol presentedy ESM, generatingcodefrom
scratchwith referenceo the outline pseudocodgrovidedin the papersreleasedcandstandardouting
algorithmsavailablein ary numberof algorithmicstextbooks

3. Modeltheoverlayprotocolon the FatNemosystemfrom theinformationavailablein the papers.

Of thesethen,the FatNemdliteraturedoesnot provide muchdetailregardingalgorithmsusedfor construction
of trees,andary implementatiorof FatNemowould rely on thelooseconceptof calculatingavailableband-
width betweemodes.While rewriting ALMI codein C ratherthanwriting codefrom scratchshouldprove
aneasiertaskto completethefully distributednatureof the Naradgprotocolseemednoreappropriateo the
project,more challenging,andlessdependenbn particularhostsin the systemsurviving (andis therefore,
potentiallymorerobust)thaneitherALMI or FatNemo.For thesereasonsare-implementatiof Naradavas
choserasa startingpoint, with someconsideratioriakenat a later stageasto how to improve the protocol.

With the Naradaprotocolin mind at startof developmentthefollowing stepsweretakento ful | the project
aims:

Theoverlay APl wasde ned by analysingthe existing code anddeterminingust whatfunctionswere
usedfor the purpose®f constructinga startingpoint from which to work. By de ning this API, devel-
opmenttook placein the spacebetweerthis API (building downward from the functionality required
by theapplication)andthe standardhetwork librariesavailable(building upwardfrom thefunctionality
providedby the network). This procesgproduceda cleanAPI for thefunctionality required.

Work beganon implementingthe Naradaprotocolto build a meshstructurein orderto testunderlying
datastructuresusedby the overlay code. Performancenf thesedatastructuresvasnot necessarilya
primarygoal;creatingasystemwhichworked rst, from whichmaybesubsequentlpptimisedis more
important. Oncethe datastructuresequiredand network codewasapparentlystable work beganon
modifying the methodin which controltraf ¢ is distributedthroughoutheoverlay.
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Implementatiorof the modi cationstook place taking careto alterall relevantNaradacode.Oncethe
overlaywasstablejt waspossibleto constructa concretesvaluationplan,theoutcomeof which canbe
seenin Chapter8. Evaluationof certainkey metricsto evaluateboththatthe protocolworks, andthat
it offerspropertiedesirablgor real-timeapplications.

Integrationof the implementatiorof the modi ed protocolinto RAT usingthe overlay to carry data,
ratherthanusingthe network directly, was carriedout. This allowed RAT to treatthe overlay asan
intermediatdayerbetweerthe network andtheapplication andsenedasa demonstratioof the appli-
cationof thisoverlaymulticastsoftwarein a“real-world” application.To focusdevelopmentvork, only
callswhich RAT malkesthatinvolvedthetransferof real-timedataacrosghenetwork weremodi ed to
usethe overlay;the maincomponent®f RAT communicataisinga messagéus (mbus,[37]) system,
which alsomakesmulticastcalls. Thesecallswereleft intact, for the purposef testing. Patchesare
providedin AppendixC.2.

Theendresultthenis anopenimplementatiorof a new protocolcalledOrta, whichis a variantof the Narada
protocol. Thisimplementatioris a demonstratiomf the algorithmsusedto createthe mesh,andthenthedis-

tribution treeson top of thatmesh.Theimplementatioroffersfunctionalityto allow hoststo join the overlay
group,leave the group, and send/receie datato/from all othermembersof that group; this functionality is

generalenoughthatany hostcanattachitself to the groupsimply by identifying at leastoneexisting group
memberandsendingnessaget it, askingto join. Oncea known memberof the group,the peersattemptto

organisethemselesto improve the quality of the mesh.This implementatioris providedasa library, which

RAT or ary otherapplicationcanuseat will.

To helpfocusthe codingfor the projectthen,asidefrom leaving the previously mentionedmbus codeused
by thethreemainsoftwarecomponentsvhich constitutethe RAT application the codingwill alsofocusonly
on IPv4 functionality, ratherthanoffering IPv6 support. Further issuesraisedby NATs and re walls, [21],
will notbeconsideredor thisimplementation- the focusof the projectis on the constructiorof the overlay
multicastnetwork, not the detailsof bypassindhostssitting behinda NAT on a privatenetwork. Thedevelop-
mentwill alsoassumehatpeershave somemechanisnin placefor locatinganentry pointinto the multicast
group,suchassomeof the lookup mechanismslescribedn Section2.2. Developmentwill betakingplace
on Linux workstationsandsocodewill primarily betestedon Linux; to attemptto implementthis systemin
C for all mannerof platformswithin thetime constraintsvailablewould mostcertainlybefoolhardy



Chapter 4

The Narada Protocol

This chapterbrie y coversthe Naradaprotocolon which the Ortaprotocol,presentedn Chapters, is based.
TheNaradavork formsthebasisof theideasusedn thisproject,themajordifferencebeinghow theprotocols
shareenoughinformationto be ableto hold enoughknowledgeaboutthe overlay suchthatreliable routing
tablescanbe generated Furtherand more detailedinformationon the Naradaprotocolis availablein [15].
This chaptercoversthe constructiorof, andgradualimprovementanadeto, the mesh,andthe datadelivery
methods.

4.1 Propertiesof Narada

The Naradaprotocolis designedo be self-omganisingandself-improving. Thatis, the protocolis fully dis-
tributed,andthe peersin the network mustbe capableof observingcertainnetwork performancenetricsin
abid to enablepeersto graduallyimprove the stateof the overlay. Which metricsareobsenedaredescribed
as“applicationspeci c” though,for real-timecommunicationslateng is the major metric to measurebe-
tweenpeersdueto timing constraintsnentionedn Section2.4.2. Availablebandwidthis alsoanissue,once
transmissiorguality, the potentialaudiencgandtheir potentiallyvariedconnectiortypes),andthe sizeof the
grouparealsoconsidered.

Eachpeertries to improve the quality of the overlay by judging the quality of the links it currently holds
andthe quality of potentiallinks which could be addedto the overlay The actualaddingandremoving of
links is de ned by the Naradditerature, andreiteratecherein Sectionst.5.1and4.5.2.

4.2 Overlay Construction

Naradausesa two-stepprocesso constructthe spanningtreesrequiredto carry multicastdataef ciently
acrossthe overlay The rst stepinvolvesthe constructionof a richer graphbetweennodesthanthat of a
spanningree; this structureis termeda meshin the Naradaliterature. The meshallows mary connections
betweerhostsin thegroup,andattemptgo improveitselfto provide “desirableperformanceroperties”.The
secondstepinvolvesrunninga routing protocolover the meshto constructspanningreesfrom eachsource,
thusallowing for the possibility of groupcommunication.

The motivation for the two-stepprocessis to allow more reliable overlay structuresfor multi-sourceap-
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(a) A meshstructure,shaving the (b) A potentialspanningreefrom (c) A potentialspanningreefrom
membersE considersto be it's groupmembelE. groupmemberA.
neighbours.

Figure4.1: lllustrationof Naradaterminology

plications,suchasaudioconferencing.While it would certainly be possibleto constructan overlay capable
of carryingdatafrom onehostto mary usingeitheronesharedlistributiontreebuilt directly from knowledge
of group membersor mary distribution treesbuilt directly from knowledgeof group membersthereare
drawbacksto this approach:

The constructionof onetreeis proneto failure, asit only takes one nodefailure to disruptthe tree
structure.

Onesolitarytreeis not optimisedfor all participants.

Theconstructiorof mary treesequiresadditionaloverheadn termsof groupmembershipvhenadding
nodedo treesyemoving nodesrom trees etc,ashostgoin or leave themulticastgroup. Theadditional
overheads aside-efectof thetreesthemselesbeingseparateandthereforeeachrequiringindividual
management.

The two-stepapproachof constructinga meshandthenmultiple distribution treesallows the meshlayer to
handlegroupmembershi@ndotherproblemssuchashow to optimisethemeshor how to repairapartitioned
meshstructure,with the routing protocol runningindependentlyon top of this layer. The additionallinks
betweemodesallows for eachdistribution treeto potentiallybe of a higherquality for the hostto whichiis
belongghanassingle,sharedspanningreewould be.

4.3 Terminology

For thesale of clarity, anumberof key termsto beusedfor theremaindeof this dissertatiorshallbede ned
here,with referencdo Figure4.1.

Figure 4.1(a) shavs a potential meshstructure,with mary connectionsdetweenpeer Theseare logical
connectionsandnot the underlyingphysicallinks in the network. A connectiorbetweentwo peerswithin
the network canbe consideredo be two unidirectionallinks (owing to the factthattheroutea paclet takes
to getfrom A to B mightnotbethereturnpathfrom B to A. Thus,theterm’link' refersto onedirectionover
a TCP connectionwhenthe actualphysicalnetwork structureis beingdiscussedlinks will be quali ed as
eitherphysicalor logical. The termspeerandmembermay be usedinterchangeablythoughon occasiona
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distinctionmay be madebetweera sourceandrecipients;a sourceis simply onemembeyandtherecipients
areall othermembersf thegroup.

Figure4.1(a)also highlightswhich peersk considergo be it's neighbours. Spanningtrees,suchasthose
in Figures4.1(b)and4.1(c)arebuilt from the links betweenmembersandtheir neighboursandpeerscer
tainly do not sharethe samespanningreefor datadistribution.

The term neighbourimplies thatif onenode,a, haschosenanother b, asit's neighbouy thenais alsob's
neighbour Indeed,this assumptiorallows for information requiredto build correctrouting tablesat each
nodeandall othersto be passedackandforth betweera new memberof themesh.

4.4 Group Membership and Overlay Maintenance

The Naradaprotocolis fully distributed,and as such,no single peeris solely responsiblegfor maintaining
groupmembershiglata;this responsibilityfalls onto all peersin the group. While this allows for a higher
level of redundanyg of data,peergroupsizesaresurelyboundedy the capacityof hoststo storesomeinfor-

mationon all hostsin the peergroup. Sharingthis burdenlimits groupsizesby requiringthat statebe sent
betweenand storedat end hosts,which bringswith it concernsof storagespaceandthe ef ciency of data
structuresholdingtheinformation.

Eachmemberregularly signalsto its neighbourswithin the meshthatit is still alive by meansof a refresh
paclet, which containsa sequence&umber The sequenc&umberis a simple methodof having otherpeers
in the network log the lasttime they recevedary informationrelatingto the sourceof thatsequenceumber
andcanbeusedto resole partitionsin themeshstructureaswill bediscussedh Sectiord.4.3.Theserefresh
pacletsarealsousedto carrytheroutinginformationrequiredin Sectiond4.6 on datadelivery.

Memberscontinuouslyprobetheir neighboursto monitor network conditionsandadwertisecorrectweights
onlinks.

4.4.1 MembersJoining

Naradadoesnot provide alookup servicefor the nding locationof any groupmembera newv peermight be
ableto connectto; the protocolinsteadassumeshat peerswishing to join the grouphave somemethodof

locatingat leastonegroupmemberwith whomthe exchangeof controlinformationcanbegin. As Naradais

fully distributed,which membeiris choserfor joining is irrelevant,asary existingmembercanadmitentryto

ary joining peer This contrastsvith IP Multicast,whereoneaddresss usedfor theentiregroup,with routers
internalto the network admittingnew members.

Informationregardingthe new memberwill be propagatedo the restof the groupvia the normalmecha-
nismof regularrefreshpaclets.Giventhatthe peergroupwill learnaboutthe nev memberslowly ratherthan
immediately it will take sometime until the entiregroupis awareof a new memberand, lik ewise, approxi-
matelythe sameamountof time until the new memberis awareof the restof the group. If we considerthat
refreshpacletsmight be generateavery 30 secondsandthe shortespathbetweenthe new peerandsome
othersmight befour hopsaway, in the worstcaseit might take almost2 minutesfor thosememberdo learn
of thenew groupmember(thoughgenerallythe highly connectedhatureof the meshsuggestshatthis would
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notbethecase).

Oncea memberis part of the group, it may commenceprocedurego improve the quality of the resulting
meshstructure.

4.4.2 MembersLeaving

Onamembeieaving, thatmemberinformsits immediateneighboursywho subsequentlynform othergroup
memberdy meanof theregularrefreshpaclkets. Remaininggroupmembergestructuregheir routingtables
onreceiptof thenew information.As before this processouldtake sometime.

In a bid to try andcounterthe time taken for the informationto propagateéhroughoutthe group,old routes
continueto beuseduntil suchatime asthe routingtablesthroughouthe groupcorverge. Coupledwith this,
old routesaread\ertisedby a“transientforward” value,whichis guaranteedo be higherthanany weight,or
latengy, achievableby areallink, yetalsolowerthanthein nite costwhich signi es nolink isin place.The
natureof thedistancevectoralgorithmthenallows for the groupto naturallyavoid thelinks adwertisedwith a
transienforwardvalue.

4.4.3 Member Failure

TheNaradaprotocoltakesinto accounthe possibilityof membergailing. Thesequenca@umbersmentioned
earlierform a partof this processpy allowing eachpeerto log the lasttime they receved ary control data
from eachothermemberof the group. If a membemwereto fail without exiting gracefully(i.e.: without dis-

patchingtheappropriate membeileave' informationto allow for transienforwardlinks to beadwertised and

to allow for the continuedforwardingof datafor someacceptablamountof time), thesesequenc&umbers
would fail to be generated.

Naradaensureshatthe meshis capableof repairingitself, by checkingthe sequenc@umberfor eachknown

group memberon a regular basis,andrunning Algorithm 1, shavn on Page26. In essencethe algorithm
guaranteeshat a hostwhich hasbeensilent for someupperboundon time elapsedwill be removedif no

connectioncanbe madeto it; a hostwhich hasbeensilent for at leastsomelower boundon time elapsed
mightbe probed andpossiblyremoredthereafteif nolink canbemade.

4.5 Impr oving the Quality of the Mesh

Naradapeersconstantlymonitor the quality of the links they have to all of their neighbours. How they
do this is dependenbn what metricsare chosenby which to differentiatea goodlink from a badlink, but
sendingregularping pacletsto neighbourss a methodof measurindateng betweerpeersfor example.The
following outlinesexactly how Naradachoosesvhich links becomepartof the meshstructure andhow links
areremovedfrom this structure.

4.5.1 Adding aLink

In orderthatthe quality of the meshimprove over time, peersmustattemptto seekout links betweereach
otherwhich offer somesigni cant improvementfor the datatrees,or alternatvely addlinks to help ensure
thata partitionin the meshstructureis lesslikely to occut Thus,theremustbe somemechanismin place
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Algorithm 1 Algorithm usedby peer to detectandrepairpartitionsin themeshstructure.
Let beaqueueof memberdor which hasstoppedeceving sequencaumberupdatedor atleast

time.

Let be maximumtime anentrymayremainin
while truedo
Update ;
while and is presenin  for timedo

Initiate probecycle to determinef is dead,orto addalink to it.
end while
if then

with probability do
Initiate probecycle to determinef is dead,or to addalink toit.
end
endif
sleep(P)// Sleepfor time P seconds.
endwhile

which probespotentiallinks, over andabove the continuousprobingalreadycarriedout on existing links to
monitor network conditions.

Naradaachiesesthis by randomlyselectingpeerswithin the meshto which the local peeris not connected,
andprobesthosemembergo determinghe propertiesof thelinks betweerthem. If lateng is the metricthe
protocolis concernedvith, thisis achiered by sendingghema ping paclet; requiredaspartof thereturndata
for this ping is the routing table of the otherpeer which is usedto estimatethe usefulness- or utility — of
addingthis link. Algorithm 2 shaws the utility calculation.Eachpeerin the groupcancontritute betweer0
and1 tothe nal utility score.

Algorithm 2 EvaluateUtility of link
utility =0
for eachmembey , suchthat do
=new latengyto ,with in place
=currentlateng/to , without in place
if then
utility+= ——
endif
endfor
if then
addlink
endif

A new link will beaddedto the meshif the percevedgainis greaterthanthatof somethresholdihe details
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of thisthresholdvaluearenotdisclosedn the Naradditerature, beyondstatingthatit is to bebasedn group
sizeandnumberof neighboursgachmemberat eitherendof thelink has.

The thresholdvalue calculatedat a node is simply de ned asrelatingto the numberof group members
knows about,andthe numberof links both  andthe othermemberhas. No moredetailis providedfor
thethreshold but it makessensehatthethresholdwould be proportionalto the groupsize(aseachlink can
potentiallyprovide up to 1.0 of the utility value),andalsoproportionalto the numberof neighbourseachof
the two nodeshave (sothatoncea memberis well-connectecamongsthe groupit becomesarderfor it to
addlow-quality links, while memberswith fewer links mayaddnew links with greaterease).

4.5.2 Removing aLink

Peerausingthe Naradaprotocoldo not have enoughinformationdirectly availableto themto derive a value
for theusefulnessyr utility, of anexisting link like they dofor theadditionof alink. ThismeanghatNarada
mustinsteadorovide analternatve mechanisnfor droppinglinks.

Eachmemberattemptdo evaluatehow valuableits links areto the groupby looking atthe numberof mem-
bers,includingitself, which make useof thislink to distribute their data. Algorithm 3 outlinesthe algorithm
usedby Naradato derive whatit callsaconcensusostfor thelink.

The requirementbn suchan algorithmis that the utility lost on droppinga link is the sameasif the link
wereto beaddedgivenall othernetwork conditionsremainingstable. Without enoughinformationthough,
Naradacannotjudgethis perfectly and simply dropsthe link with the lowestconcensugostbeneathsome
threshold.Thisthresholds differentto thethresholdusedto addlinks.

As discussedn Section4.4.2, owing to the fact that on the removal of a link it will take sometime for
otherpeersto be madeawareof the statechangeNaradaemploys a transientforward statefor a link, where
apeerwill continueto forwardpaclketsalongthatlink for somereasonabléme to follow.

Algorithm 3 EvaluateConcensu€£ostfrom local peeri to remotepeer;.
= Numberof memberdor which uses asnext hopfor forwardingpaclets.
= Numberof memberdor which uses asnext hopfor forwardingpaclets.
returnmaximumof and

Thethresholdor droppingalink is alwayslessthanthethresholdvould beto addthelink. Thisis, in essence,
a simplehysteresigechniqueto ensurestability in link additionandremoval decisionsandhelpsavoid the
situationthatlinks arerepeatedlyaddedanddroppedby the samemember By takingmembern bothsides
of thelink into accountthe meshalsoensureghat one peerattemptingto adda link will not be repeatedly
thwartedby the neighbourdroppingit eachtime.

The droppingmechanisnmshouldnot causea partition provided the network is stable,andthe thresholdfor
droppinga link is lessthan half of the groupsize. The reasonings thatif thelink beingconsidereds the
only link holding togetherntwo halvesof a mesh,theneither or will be greaterthanhalf the
groupsize,or bothwill equalhalf thegroupsize. Thedroppinglinks algorithmobviously cannothandlethe
situationwheremultiple links are droppedsimultaneouslythoughthe mechanismgor xing a partitionas
describedn Section4.4.3canbeusedto x suchapartition.
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4.6 Data Delivery

Naradarunsa distancevectoralgorithm over the mesh,and calculateghe distribution treefor eachsource
usingreverseshortesipathbetweereachrecipientfor eachsource asis donein DVMRP [48]. Thedistance
metricadvertisedvia the distancevectoralgorithmis thatof theweightof thelink derivedby whatever appli-
cationspeci csarerequired(e.qg.:lateng), ratherthansimply the numberof hopsfrom sourceto destination.
While conceptuallythe routing algorithm could be viewed and implementedas an entirely separateentity
from the meshstructureuponwhich it runs,it makessensdor the distancevectorinformationrequiredto be
passedetweerpeersto be sentaspartof theregularrefreshpacletsNaradade nes. Thus,thevery process
of propagatingoutinginformationasthedistancevectoralgorithmrequiress theprocessy which members
areableto monitorthelivelinessof the othermembers.

Naradas datalinks useTFRC [23], a rate-controlledJDP, to carry data. This allows for datarateswhich
arefriendliertoward TCP connection®n the samdink.

4.7 Summary

Naradais a protocolwhich attemptgo graduallyimprove the quality of a meshof links, uponwhich multiple
distribution trees(one persource)canbebuilt. Routingtablesarebuilt via a distancevectoralgorithm. The
methodin whichit selectsew links in anattemptto improve the quality of the mesh,andattemptgo create
multiple links from ary host,offersthe strongbene t for areal-timeconferencingpplicationthatpeerdeav-
ing a groupareunlikely to split the mesh thusreducingthe chance®of breakinga streamof data.

It appearshowever, that by the choice of routing algorithm Naradamalkes, the group might not be very
responsieto changinggroupstate.



Chapter 5

Constraints

Sincethe purposeof the projectwasto dealwith a real-timeaudioconferencingapplication,somethought
into the constraintghis placeson thedesignof the overlay protocolis required.

As mentionedbrie y earlierin Section2.4.2,400msis consideredo be an approximateupperboundon
theroundtrip time of audiopacketsin acommunicatiorto allow for corversationahudioto befeasible[27].
Naradais designedo attemptto nd theshortespathspanningreefrom eachsourceto all recipientsin the
group,andsois shouldto beableto nd pathswhichoffer lessthana400msRTT if oneexists.

However, owing to theroutingmechanisnNaradauses shouldnetwork conditionschangeduringthelifetime
of thegroup,thegroupmembersnayhave to endurdongerRTTs until the meshis recon gured.

The 400mslimit shouldnot only considerraw RTT values,however. If we areto considerreal-timeau-
dio asthe datathe overlay shall be carrying, thereare additionalconstraintso meetingthat 400msupper
bound.Thesendemaitsfor around20msto grabanaudioframe,andmaytake a few millisecondsto encode
thatframe. Therecever may buffer this paclket for afew millisecondsto take into accouniitter on theinput
streamof paclets,andagainfor the decoding. With all thesetakeninto accountthe additionaldelay may
be anywherebetweerapproximatelys0msand70ms,andthereforetheraw RTT to be metmustbelessthan
350msor 330msrespectiely. To ensurghatthesetargetscanbe met,the overlaymustsurelybeableto react
quickly to network conditionschanging.

Swift reoganisationin the faceof memberdeparture:memberswvho rely on the leaving groupmemberfor

pacletdeliveryrequirethattheoverlayrestructureasquickly aspossiblewith aslittle disruptionto the paclet

streamaspossible While for someapplicationssuchas le transfersatemporarilybrokendatastreamis not

anissue(providedenoughof the peergroupremainsntact). A breakin thetreemeanghatsomeparticipants
may be disconnectedb othersleadingto a breakin corversationrandlossof information.

Similar to thatabove, low paclet loss rateswould be desirable so reomganisingthe overlay structuremust
be performedin atimely manner No pacletlossdueto recon gurationof the network is preferredthough

occasionapacletlossis acceptablevhencomparedo longerburstsof paclketloss.

The Naradaprotocol provides somegood propertiesfor the purposesof conferencingapplications. The
gradualimprovementto the meshby addingbetterlinks and removing poorerlinks, andthe building of a
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distribution treerootedat eachsource suitsthe needsof a conferencingapplicationvery closely

However, thedistancevectoralgorithmusedfor routingmeanghatinformationregardingmembersandlinks
propagateslowly throughthe group. The choiceof a distancevectorrouting algorithmwhich doesnot re-
quirelink stateto be held at eachgroupmembereadsto a link droppingmechanisnwhich is not working
on total knowledgeof the group, andindeedonly works by droppinglinks consenratively. The natureof
the distancevectoralgorithm,andthe fact that the distancevector of anothergroup memberis returnedin
responsdo a randomping, meansthat the algorithmsthat Naradausesare working with potentially out of
dateinformation. Further thethresholdoy which anew link is judgedfor adding,andthethresholdby which
anexisting link is judgedfor dropping,areentirely differentto oneanotheywith very differentmechanisms
in placefor the additionandremoval of links.

To resole theseissuesthe Naradaprotocol requiredmodi cation. The Orta protocol, presentedn Chap-
ter 6, modi es therouting algorithmandthe methodsusedto dealwith controlstate which attemptto solve
someof the problemswith Narada.andallows the additionandremoval of links to be governedin the same
manner



Chapter 6

The Orta Protocol

This chapterintroduceOrta, a new overlayrouting protocolfor real-timeapplications Like NaradaOrtais
afully distributed,self-oiganisingprotocolwhich attemptsto improve overlay quality during the lifetime of
theoverlay. Orta,however, distributescontrolinformationin adifferentmannerto inform theentiregroupof
statechangesisquickly aspossible.

Whereone of Naradas failings is the useof a distancevectoralgorithmto slowly propagaténformation,
Ortainsteaduseslink-staterouting to maintainlink stateat eachpeer overwhich a shortestpathalgorithm
canberun. By changingto a link-staterouting mechanismstatechangest any groupmemberare ooded
to the entiregroup,soall groupmembersareinformedasquickly aspossibleaboutthe statechangeandcan
reactaccordingly

This rathermajor modi cation to how peersinteractalsoallows for the algorithmresponsibl€or dropping
links to be changedto mirror thatof the algorithmdesignedo addlinks. Measuringthe utility of alink by
thesamemechanisnon bothaddinganddroppingalink allows for the samethresholdcalculationto beused,
andshouldoffer morereliabledecisionamadeby thelink droppingmechanism.

6.1 How Orta differs

Thekey featureof the Naradaprotocolis thatover thelifetime of themulticastgroup,links canbeaddedand
removedsuchthat performancef the meshis improved. The choiceof runninga distancevectoralgorithm
overthemeshwhile simpleto implementandrun, doesnotallow for quick propagatiorof informationrelat-
ing to network statechanges.

The new protocolpresentedhereusesthe pseudocod@resentedn the Naradaliteraturefor operationssuch
asevaluatingwhetheror not a new link is worth adding,but insteadusesa link-stateprotocolto ood infor-

mationon new links out to groupmembers Dijkstra's shortespathalgorithmis thenrun over thelink state
informationwhich shouldbe the sameat eachnode,to provide optimal datadistribution treesgiventhe cur-

rentmeshstructure Any statechangesvhich might causedistribution treesto changeshouldbe ooded, i.e.:

anew memberarriving; an existing membereaving; the additionof a new link; the removal of an existing
link; or theupdatingof theweightof anexisting link.

While this doesmeanmorecomputatiortakingplaceateachpeercomparedo whatis requiredn Naradathe
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rateof propagatiorof informationprovidesmuchmoreinformationfor eachnodewhich canthenbe usedto
provide amorerobustnetwork structurefor the carryingof multicastdata. The ooding natureof theprotocol
meanghatpeerswill belesslikely to arrive at differing statescapableof creatingloopsin the network.

Thelink-stateprotocolthenoperatesasfollows:

New informationis propagatean arrival of anev membeyonamembereaving, ontheadditionof a
new link, andontheremoval of alink.

In orderto keeppeerdanformedof currentnetwork conditions eachpeercontinuouslyprobests neigh-
boursto determinethe distancebetweeritself andeachneighbouy exactly asis donein Narada.On a
regular basis(every 30 secondssay),eachpeer oods informationregardingsigni cant link distance
changedetweerit andits neighbours.

Onreceiptof any of these ood paclets,a peerrunsDijkstra's shortespathalgorithmusingthelink stateit

hasto generatea shortestpath spanningreefrom eachgroupmemberto generatehe routing tableat each
peer This canclearlyleadto a lot of computationbeing performedat eachpeer thoughideally network
conditionswould not changeall too frequently;if no statehaschangedno computatiorhasto bedone.

6.2 Overlay Construction

In thesameway asNaradadoes Ortausesatwo-stageprocesdgo build theoverlaystructuresequiredto route
datafrom arny sourcein the groupto all recevers. Onceagain,the motivation of this two-stageapproachs
to allow for distribution treesoptimisedfor eachsource andto allow for a greaterevel of robustnesghana
singlesharedlistributiontreecanoffer.

Ortaaddsandremoveslinks in a bid to improve the quality of the mesh,like Narada. The key difference
betweenthetwo is of how controltrafc is distributed,andwhat control datais distributed. The additional
information available to eachpeeras part of the link-staterouting protocolallows for Ortato calculateits
spanningreesin avery differentmannetto Narada.

6.3 Group Membership and Overlay Maintenance

As in Naradatheburdenof maintaininggroupmembershigalls on eachmemberof thegroup.Ortarequires
thateachmembemonitorits own links, and ood informationto therestof the groupregardingthoselinks.

Thus,in Orta,membergollectcurrentinformationabouteachlink in themeshonreceiptof oods from other
membersandsothereis the additionalburdenof eachhosthaving to storeall this additionalinformation.

Where Naradapeers,by using a distancevector algorithm, sendrefreshdata containingknown informa-
tion aboutall groupmembersonly to local neighboursQrtainsteadsendsonly informationrelatingto links
to local neighbourgo the entiregroupby ooding theinformation. Thus,the peerresponsibldor probingan
existing link in themeshis alwaysableto provide the groupwith the currentinformationregardingthe state
of thatlink. This methodof propagatingontrolinformationallows for:

Dijkstra's shortestpathalgorithmto be calculatedover the link stateto derive routing tablesat each
membeycoveredin Section6.5.
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Fasterreactiongo changesn network conditions,owing to the natureof the propagatiormechanism.

Undernormal operation,new information carriedin a refreshpaclet is merely updatedinformationon an
existinglink or membeyandis incorporatednto local state.Ortamustalsobeableto includeinformationre-
lating to unknovn memberandlinks, dueto thefactthatduringary periodsin whichthemeshis partitioned,
statechange®n onesideof the partitionwill notbe obsenedby membersontheother Thus,peersmustbe
ableto absorbnew knowledgeasit arrives,to ensurehatthemeshwill beableto graduallyrepairitself.

For eachpeerto sendinformationon eachlink it owns at every refreshcycle seemswasteful,if the state
of thatlink hasnot changedecently If alink hasnot changedsincethelastcycle,apeercanoptto notsend
informationregardingthatlink. Membersmuststill, however, senda refreshpacket containinga sequence
numberasnormal. It might be the casethaton mary refreshcycles, little morethanthe sequenc@umberis
ooded for any givengroupmember Eachmembemuststill forwardinformationon eachlink it owns,even
if atareducedate,for thesamereasong@smentionedabove: to allow for agradualrepairto take placeif the
meshbecomepartitionedandlink statechangestary pointduringthatpartition.

To aid the ooding algorithm, looping of ooded pacletsis avoided by having ooded paclets carry the
incrementedsequencenumberfrom its source. This simpli es the handlingof ooded paclets somavhat,
eventhoughall operationsover control stateshouldbe idempotent;for example,receving two copiesof a
pacletto addalink from memberA to membeB shouldnotresultin two link entriesfor A B. By ensuring
thatasequencaeumberrecevedis notforwardedif it hasalreadybeenactedupon,no ood operationshould
erroneouslhcontinueto cycle aroundthe network.

As with Narada,peersarerequiredto constantlyprobeeachotherto ensurethat the adwertisedlink state
is agoodrepresentationf theactuallink state.If, however, Ortawereto ood a statechangeon every link
assoonasthat statechangedaven marginally, the meshwould become ooded with constantstateupdates.
(Ironically, the stateupdatesvould likely disruptthe currentstateof otherconnectionspromptingthosecon-
nectionsto re-ad\ertisetheir statusandsoforth.)

To this end, Orta declaresthat there be a distinction be madebetweenthe actualweight, and the adver
tised weight, of a link. The actualweight of a link is the currentlateny obsened over a link, while the
adwertisedlateng is arecentlyobsenedlateng onthatlink. Theadwertisediateng needonly changewvhen
thedifferencebetweerthe actuallateny andtheadwertisedateng is sufciently large.

6.3.1 MembersJoining

Like NaradaQOrtadoesnotconcerritself with lookupmechanismso locateanexisting groupmember Loca-

tion of a groupmembetis assumedo take placevia someothermechanisn{beit a centrallylocatediookup

serviceafully distributedlookupservicesuchasthosediscussedh Section2.2,or usinganexistingmembers
adwertisedlP onthe Web). Beingfully-distributed,any Orta peeris capableof admittingentry of a new peer
to thegroup.

On entry to the group, information on the new memberand new link is ooded to the entire group, thus
allowing for distribution treesto immediatelytake into accounthe new membeyeventhoughtheinitial link
chosemmight not be the bestpossiblefor the group. Oncea new memberis admitted,mechanismgor im-
proving the quality of themeshtake over.
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(a) A functioning overlay structure. (b) Member D has left the group,

E has only one neighbourin the and peershave cleanedup their lo-

group. cal stateasrequired. E is detached
from thegroup.

Figure6.1: lllustrative exampleof pacletslost dueto a peerexiting.

In orderto allow the new memberas much information as possibleto integrateit into the meshquickly,
on a successfujoin the existing membershouldsendthe new hostboth memberinformationandlink-state
information;this informationshouldallow for quick integrationinto the meshnetwork structure.

6.3.2 MembersLeaving

On leaving, a memberinformsthe groupof their departureandalsoof ary links which will be affectedby
this. Again, this allows for the peerso immediatelybe ableto restructureheir distribution treessuchthatthe
new meshtopologyimmediatelycomesinto effect.

Unlike NaradaOrtadoesnot specifya transienforwardstatefor alink, noris a peerrequiredto continueto
forwardpacletsalongalink for somereasonabléengthof time. If the mechanismsvhich dealwith adding
andremoving links to the meshhave not createda meshwhich is well-connectednough the departureof a
peercanthencauseproblems asillustratedin Figure6.1. We canseein Figure6.1(a)thatthe meshis well
connected.At rst glanceit appearghatto have only onelink to E, creatinga leaf node,is not a problem
provided no memberjoins throughE to createa chainof peers. As Figure 6.1(b) demonstrateghis is not
necessarilfthe case.MemberE is entirely dependenbn memberD, andasD leavesthe group,it becomes
detachedlt is unableto routeto therestof the group,andvice-versa. The meshthenrelieson mechanisms
describedn Sections6.3.3and6.4.1to reconstructhemesh.

6.3.3 Member Failure

In theeventof a membeifailure, staterelatingto thatmembemwill lingerin eachothermemberslocal state,
potentiallyleadingto dataloss. Ortaemploysthe samemechanisnasNaradadoesfor detectingandrepairing
partitionsin the meshstructure asdetailedin Section4.4.3. Only whena memberdeclareghis failed mem-
berto be deadwill all groupmembershe ableto remove therelevantlingering state. On detectinga failed
member Ortarequiresthat the peerwho discoreredthe failed member ood the sameinformationasfor a
memberleaving the group, asper Section6.3.2, but insteadusingknown group stateto ood information
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aboutthefailedmemberandary links it held. This shouldhapperon both sidesof a partition,thusclearing
ary staterelatingto thefailedmemberat all remainingpeers.

By removing the affectedpeerandupdatingthe local stateat eachpeervia the normalmechanisnof peers
continuously ooding refreshmessagegshe groupcanrecon gureitself overtime andgenerateorrectrout-
ing tablesfrom the new meshstructurefor the distribution of datapaclets.

6.4 Impr oving the Quality of the Mesh

As in Naradathekey elemenbf the Ortaprotocolis thatlinks areaddedandremovedin abid to improve the
quality of the meshbasedon somemetric. The mechanisnemployedin Ortafor droppinglinks is entirely
differentto thatof Naradaandis shavn in Section6.4.2.

6.4.1 Adding Links

Addinglinks takesplacein the sameway asit doesin Naradagxceptthereturnpayloadof a ping pacletto a

randomlyselectedbeerdoesnot includedistancevectorinformationasOrta peersmaintainall thelink state
thealgorithmfor addinglinks requires.Ortausesexactly the samealgorithmasthatde nedin Section4.5.1
to determinewvhetheror notalink shouldbe addedo themesh but an Ortapeerhasthe advantageof having

all link stateavailableto it, plusthereportedateng to this otherpeer to allow it to determinethe latencies
to all othermemberswith or withoutthatlink in placeusingthe sameshortespathalgorithmusedto create
theroutingtables.

As before, the methodof evaluatingthe worth of a new link is calculatedfrom a local perspectie; only
the currentnodeis takeninto accountin the hopethatthe additionof this new link will bene tthemeshasa
whole. Theutility of alink is essentiallya measuref how muchthatlink improvesthe quality of the mesh;
onceagain,theutility of alink liesin therange , with 1.0beingthe highestattainableutility.

On addinga link afterreceving a favourableturnaroundtiime to a ping paclet, the roundtrip time on that
pacletis usedasthelateng for thenew link, beingthe only availableestimateof the weightof thelink. The
assumptiorhereis thatthe lateng reportedby therandomping will be closeto the averagdateng obsened
overtime. By adertisingthe link with this lateng/, we avoid the needto adwertiseassomearbitrarily large
weightinitially, only to have treesrecon gurea secondime whenthe actuallateng over time is obsened
andadertisedatthenext refreshcycle.

6.4.2 Removing Links

Giventhat Orta peersstorecompletelink-stateinformationfor the peergroup,thereis enoughinformation
availablelocally at eachpeerto calculatethe utility of alink by runningamodi ed versionof the algorithm
usedto addlinks. Thisis in starkcontrasto Naradawhich usesa separateneasuref utility for links when
calculatingwhetheror notto dropalink.

Algorithm 4 (page36) outlinesthe actionsOrta takesto determinethe usefulnes®f alink. Given perfect,
unchangingnetwork conditions,the utility of a droppedlink would be exactly the sameasif it wereto be
addedagain.For this to work, the thresholdfor droppinga link mustbe calculatedasif thatlink werenotin
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Algorithm 4 Drop Links

link L to randomlyselectecheighbour
for eachmembey , suchthat do
new lateng/ to  , without in place
currentlatengy to  , with  in place
if then
return
elseif then

endif

endfor

if then
droplink

endif

place(asthe utility if thelink werebeingaddedwould be comparedo the thresholdbeforethe addition of
thelink).

Little hasto be changedrom the Algorithm 2 for addinglinks, presentedn Section4.5.1. It is simply a
reverseof thelink addition. New overlaysdistancesrethosewithout thelink beingevaluatedwhile current
overlaysdistancesarethosewith thelink in place;if the utility of alink is below a giventhreshold- rather
thanabove —thelink will bedropped.

In normalcircumstanceshe droppingof a link will not createa partitionin the mesh,provided thatwhen
checkingthelatenciesthe obsenationof ary in nite lengthlinks is enoughto signalthatthelink shouldnot
bedropped.

By introducingthis alteredmechanisnfor droppinglinks, an Orta peercanjudgethe addingor removal of
links againsthe samethresholdcalculation.This removesthe necessityfor the additionalthresholdrequired
for droppinglinks asperNaradan Section4.5.2.

6.4.3 Calculation of the Thr eshold

Thethresholdon which the addingandremoving links in both NaradaandOrtais dif cult to specifyfor all
network conditions. The thresholdmustbe dependenbn the size of the group,the numberof neighboursa
peerhas,andalsothe numberof neighbourghe peerat the otherendof the link has. Multiplying by these
numbersalonewould give athresholdvaluefar too high to be ableto addary links, thoughthewholelot can
be multiplied by somesmallconstanto deliver ausefulthresholdvalue.

It makes sensefor the thresholdto increasesharplyoncea peerhasachiesed a handful of links; the idea
behindthe thresholdis thata peershouldbe ableto achiese somelinks relatively easily andafter attaining

thoseit shouldnt beableto addfurtherpoorquality links, only higherquality links.

Given the factorsthat the thresholdmustrely on, and a peerA with its neighboursB, it might be easily
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calculatedas:

numberof_neighbours(A) numbe_of_neighbours(B)
numberof_members

Thecalculationof this thresholdvalueis coveredfurtherin Section9.10.

6.5 Data Delivery

Routingtablesarere-calculaten ary link-statechangeusingDijkstra's shortespathalgorithm. Therout-
ing tablesstoredre ect the natureof the peergroupbeingone-to-map: ratherthanhaving alookuptableof
destinationagainstnext hop asmight be seenin a corventionallP router, hereit makesmoresenseo store
souiceagainsinext hop(s)

To calculatethe routing table then, Dijkstra's algorithmis run for eachsourcein the peergroup. The lo-
cal peercanthensimply traceits own locationin the spanningree created andstorethe outgoinglinks on
this tree,if any, in therouting tableagainstthe source.If the local peeris a leaf-nodeon the tree,no entry
needbeaddedo theroutingtablefor this source.

Using link-state, however, more computationis requiredto arrive at the sameresult. However, the out-
comeof this computationshouldbe moreup-to-date andthereforeprecise owing to the alteredmechanism
for distributing controltrafc. Dijkstra's shortestpathalgorithmis reasonablyef cient, givenefcient data
structureq22]. The worst casecompleity of Dijkstra's in , where is the numberof links in
the network, and is the numberof nodes. To achieve this worst casecomplexity, ef cient datastructures
suchasadjaceny listsfor describindinks betweemodesandaheapdatastructurefor theorderedqueuethe
algorithmusesfor picking off the next bestnodewhencalculatingshortesipathsarerequired.Considerthat
ateachpeer thealgorithmwill run oncefor eachmembeiin the group;with thisin mind, the computational
compleity of recalculatingoutingtablesusingthis schemas actually

Oncethe routing tableshave beencalculated they cansimply be usedfor lookup purposeson the receipt
of ary datapaclet. The routing codemustthenboth senddataup toward the applicationlayer, while also
duplicatingthe pacletfor ary outgoinglinks dictatedby theroutingtable.

Theroutingtablecanonly beaffectedby controltraf c whenlink-statechangesatwhich pointtheroutingta-
ble mustberecomputedGiventhattransmissiotimeson controlinformationpacketsareboundprimarily by
lateng betweerhostsin thesystemtherewill beshortperiodsof time wherebythe systemis yetto corverge
on the samesolution. Due to this fact, andthat the fact that the systemwill constantlyattemptto improve
the quality of thelinks it holdsonto, it is entirely likely that somepacletsmay be lost or duplicatedduring
transitionperiods. Further routing tablesat peersmight allow looping of datapackets during a transition
period. Thesetransitionperiodsshouldnot lastlong, however, dueto the natureof the ooding mechanism
usedto distributedthe controltraf c. Datapacketscarry a time-to-live eld, which would preventlooping
pacletsfrom ooding theoverlayuntil its destruction.

The increasedrequeng of statechangeswith a larger group precludesthis protocol from being usedfor
largergroupsbeyondthe orderof afew dozenmembersdueto theamountof computatiortakingplace. The
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combinationof increasedomputationandmorefrequentstatechangesuggestshatasgroupsizeincreases,
thetime takento recon gureall routingtablesin thegroupwill take longer

While NaradausesTFRC asthe transportprotocol for dataconnectionsNaradausesplain UDP connec-
tions, leaving congestioncontrol to the protocol being carriedthroughthe Orta links. This simpli es the
designof Orta,andallows for agreatdealof e xibility; RTP pro les for differenttypesof dataprovide their
own methodof offering congestiorcontrol,soto force anassumptiorat a lower level would no doubtaffect
the performanceof the RTP congestiorcontrol methods.In effect, an applicationis unavare of whetherit
is usingIP Multicastor Ortato carryits data,soit seemswiseto offer a basic,unreliablepaclket forwarding
service,andallow the RTP protocolto rununafected.

6.6 Summary

As in NaradaOrtausesatwo-stepprocesgo constructhe spanningreesit usesfor multicastingof data,the
rst stepinvolving the constructionof a richer graphbetweemodescalleda mesh,andthe secondeingto
createspanningreesrootedat eachsourcein the groupvia somerouting protocol.

Ortautiliseslink staterouting ratherthandistancevectorrouting, which offers somevery importantbene-
ts:

Membersarebroughtup to datewith all statechangesnuchfaster
Owingto thestorageof link state link removal is moreaccurate.

Also owing to the storageof link state,Dijkstra's shortestpathalgorithmcanbe usedat eachpeerto
calculatespanningreesfrom eachsourceandcando soto have thegrouparrive ata setof distribution
treeswhich all “agree',dueto the ooding process.

Thesechangesloneshouldsuit Ortato real-timeapplicationssuchasaudioconferencing The performance
of the protocolis evaluatedn Chapter.
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Implementation Details

The Orta protocolwasimplementedn C asa library which could be staticallycompiledinto otherapplica-
tions. Theinterfaceto this library wasbasedn thatwhichthe RTP codein RAT usedo initiate, destrg, and
usea multicastsession.This meantthat the interfaceinto the library waswell-de ned to startwith, which
senedto guide developmentin the early stagesof the project. The original APl andthe Orta API canbe
viewedin AppendicesA andB respectiely.

Many of theintricaciesof the C languageverelearntasthe projectadvanced suchasusingstructsto care-
fully mapdataontomemorylocationssafelywhendealingwith paclets,ratherthanasa corvenientmethod
for creatingnew datatypesandaccessingnemberof thattype.

Section7.1 coversthe architectureof the software. The Orta protocolrelieson controltraf ¢ to maintain
stateateachpeer andhandlesdatatraf c asa separatentity from datatraf c. Handlingof control stateand
controltraf ¢ is dealtwith herein Section7.2andSections7.3and7.4respectiely. Section7.5handleghe
generatiorof routing tables,with the dataforwardingcoveredin Section7.6. Finally, Section7.7discusses
known issuesandimprovementswhich could be madeto the software, and Section7.8 coversin brief the
adaptatiorof the RAT applicationto usethe Ortaoverlay.

7.1 Overview of Software Structure

Figure 7.1 givesan outline view of the conceptuaktructureof the software, shaving the division between
functionality of the control plane(which the applicationis never directly awareof), andthe dataplane. The

only communicatiorbetweerthe two is the routing table,which the control planerecalculate®n receving

new link stateinformation.

Identi ed in the discussionn Chapter6, Orta peersarerequiredto maintaingroup memberstateand link
state,aswell askeeptrackof groupneighboursThis naturallylendsitself to splitting control planestateout
into threeseparatelatastructuredo handleneighboursgroupmembersandall link state. Theinformation
in thelatterof thesetwo structuress usedto calculatetheroutingtable.

Thesedatastructuresall have helperfunctionsto allow lookupsover, additionsto, andremovals from ary
of them. Thefunctionsprovide quasi-objecbrienteddesign,by having the relevantdatastructurepassedis

the rst argumentto the function, ratherthanthe functionbeingan operationofferedby the datastructureas

39
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Figure 7.1: Conceptualiew of the operationof the software architecture shaving the split betweenthe
control planeandthe dataplane;route()in the dataplanehandleshe duplicationandforwardingof paclets
to therelevanthosts.

in objectorientedprogramminglt is fair to saythatimplementatiorandtestingof thesedatastructuresvhilst
learningthe variousnuance®f the C languagdook a considerabl@mountof developmentime.

The helperfunctionshide a certainamountof memoryallocationanddeallocatiorrequiredto performoper

ationsoverthedatastructure All datastructureffer their own mutex lock, but helperfunctionsdo notlock

over ary of the structureghemseles;this is left asa higherlevel taskto be performedasandwhenneces-
sary To avoid deadlocks|ocksareacquiredin alphabeticabrderby the nameof the variablethey belongto

(so“members lock” mustbelockedbefore“neighbours lock” if afunctionrequiresthe useof both),and
deallocatedn thereverseorder

7.2 Control Plane

Controltrafc, vital to theupkeepof theoverlay, is sentprimarily over TCP connectionbetweemeighbours.
This makesthe maintenancef stateslightly trickier, in thaton top of alreadymonitoringwhich membersf
thegrouparealsoin the neighboursset,the implementatiorhasto alsohandleTCP connectionsandsoclet
descriptors.TCP traf ¢ in this implementatioralways usesthe arbitrary port number5100,thougha x ed
port numbercertainlymight not be idealfor all network con gurations. An additionalinitialisation function
which allows for analternative portto be usedfor TCPis certainlyviable,andwould betrivial to implement.
Thisimplementationhowever, assumethatall hostsareusingthe sameport numbers.

The control planehandlesgroup membershiplink state,and neighbourstate. Eachof theseis requiredto
maintaincorrectstateat eachpeer It is responsibldor sendingdatawhich affectsothergroupmembersand
handlingincomingdatafrom othermemberavhich potentiallyaffectslocal state.

While mostcontroldatais passedetweermembersover TCP connectionsthe pingingmechanisnwhichis
partof thecontrolplaneis handledover the openUDP soclet primarily intendedfor datatransmission.
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7.2.1 Neighbour State

The table handlingall neighbourdatais requiredto managefor eachneighbouy the soclet descriptorfor
the TCP connectiorto thatneighbourthe IP addresdor thatneighbourandthe actualpoint-to-pointlatengy
to the neighbour(asmentionedn Section6.3, a distinctionshouldbe madebetweerthe actuallateng on a
link, andthereallateng onalink; theimplementatiorallowsfor a 10%deviationfrom theadvertisedateng
beforethe actuallateng is adwertised). The requiremento keepthe actuallateng of a link separatdrom
theadwertisedink stemsfrom thefactthatfor the generatiorof routingtableswhich createvalid distribution
treesink statemustbeglobally consistent.

To facilitate not sendinginformation on this link at every refreshcycle, a “lastsent' eld is alsode ned
for eachneighbourwhich is a counterthatwill increaseat eachrefreshcycle until it hits the de ned limit,

arbitrarily de nedin theimplementatiorasb refreshcycles,afterwhich someinformationmustbe sentabout
thatlink.

The neighboursform a linked list, with eachneighboureasily indexed by soclet descriptor This allows
for the ooding mechanisnto runthroughthe neighboursyuickly, simply picking off the socletdescriptoito
usein theappropriatesend() call.

7.2.2 Member State

Memberstateis mamginally simplerthanthe neighbourstate;all thatis requiredfor amembertis thattheir IP
addresde held, the lastreceived sequenc@umberfor thatmemberanda timestampholdingthelocal time
thatthatlastsequencaumbermwasreceved. ThelP addresss usedto identify amembersanexistingmem-
berwhena refreshpaclet arrives,andthereforecanbe consideredo index the entries;the samelP address
shouldnot appearwice. The IP addressesanalsobe usedratherconvenientlywhen picking a memberto
randomlyprobe,asperSection6.4.1.

Membersare, again,storedin a simplelinked list, thoughthe datastructurecan be thoughtof asa table
indexedby IP address.

7.2.3 Link State

Thelink stateto bestoredis structuredn adifferentmannerfrom thememberor neighbourstateink stateis
insteadstoredasa setof adjaceng lists; implementedy having thehheadlist identifying eachmembereach
nodeof whichis the headof alist identifying the neighbourgo thatmembeyandthusalsodescribingwhich
links arein place.Eachlink is identi ed by the membenP atthe headof eachadjaceny list, the neighbour
IP within theadjaceng list, andalsotheweightof thelink; anillustrationof the datastructureto helpclarify
canbeseenin Figure7.2.

Links addedto the link statehave a oor value,a minimal lateng which no link will drop below. Thisis
bene cialis local areanetwork settings sinceping timesaresmallenoughthatwhatarenormally considered
minor variationsin ping timescanalter the structureof the peergroup quite considerably Implementinga
oor valuecanhelppreventthisrecon guringacrosdatenciedbetweemachinef afew hundredmicrosec-
onds.The oor valuein theimplementations 3ms,andwaschoserasa cut-off pointbelow whichdifferences
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Figure 7.2: lllustration of the datastructureusedto maintainlink state;the pointerat the upperleft is the
pointermaintainedoy themesh_t datastructure.

in lateng/ do not necessarilynatter(in the sensehatthereis little differencein the outcomeif Ortawereto
routea paclket throughonehostwhich is 1.5msaway, or anothemwhich is 2msaway); latenciesacrosdocal
areanetworksaregenerallynegligible.*

7.3 Communicating Control State

TCPconnectionsverechoserfor thesharingof controldataasTCP offerssomeguaranteethatdatawon't be
lostin transit(providedall routesto a hostarenot severed),andhelpsto ensurethat stateat eachpeeris kept
up to date;the only additionalcostfor dealingwith TCP connectionss the handlingof soclet descriptors,
asmentionedn Section7.2.1. All controltrafc which affectsstateis sentover TCP connectionsWe can
considerthreedifferenttypesof controltraf c:

One-time oods
Regular oods
Probingof existing/potentialinks

Of thesethe rst two aresentover TCR thethird is sentoverthe sameUDP socletwhichis usedfor sending
applicationdata.A fourth category would includemoremiscellaneousypesof communicationsuchasjoin
requestsacceptanc@aclets,requestso addlinks, etc. Eachof thesetypesof traf ¢ shallbe consideredn
turnin thefollowing subsections.

7.3.1 One-timeFloods

These ood messagearesentasandwhenthe eventthey describeoccurs;they arenot generateayclically
or otherwisepredictablyin any way. Eachdescribesa distinct event, which requiresthat somepart of the
control statebe updated andalsothat routing tablesarerecalculated Control dataof this sortis ooded in
thefollowing circumstances:

Addition of anew link.

Removal of anexisting link.

10f interestis thelateny betweersibu.dcs.gla.ac.uendwww.gla.ac.ukwhichis highly variable but rarely greatethan3ms.
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Addition of anew groupmember
Remaal of anexisting groupmember

Of thesethe rst two carryanupdatedsequenc@umberfrom the sourceof the ood, to tracktheliveliness
of groupmembersThesemessageypescorrespondlirectly to theactionsdescribedn Sections$.4.1,6.4.2,
6.3.1,and6.3.2respectiely.

7.3.2 Regular Floods

Control information sentregularly is that of refreshmessagesyhich carry currentlink state(if eitherthe
weightof thatlink haschangedsigni cantly sincethe lastrefreshcycle, or if noinformationrelatingto that
link hasbeensentrecently),andcarrythecurrentsequencaumberfor thepeerwhich generatethemessage.
Therefreshmessagearegenerate@nceevery 30 seconds.

To helpensurghatminimal bandwidthis usedon eachrefreshcycle, exponentialsmoothingof lateng values
heldwithin theneighbourstate(Section7.2.1)is employed,suchthatfor eachping pacletreturnedo a peer
theupdatedpingtime canbedescribeds:

Thisis usedto counterthefactthatvariationsbetweerreportedping timescanberelatively large,especially
consideringhe pinging mechanismmemployedin Ortaworks on the applicationlevel, andis at the mergy of

the Linux kernelat both endsof the communication.This smoothingprocesss buried within the functions
which dealwith neighbourtablestate,andneednot be a concernfor higherlayersof the software,but help

ensurghatthe network canstabilisegivenunchangingietwork conditions ratherthanhaving the possibility
of a datapath uctuating betweentwo similarly weightedlinks. The weight usedin the implementatioris

0.95,weightingheavily towardold lateng values.

If, whena refreshmessagés being generatedit is determinedhat the weight of a link hasdeviatedfar
enoughfrom the adwertisedweight, the currentactualweightis usedasthe new adwertisedweight, with this
value being enteredinto both the refreshmessageand also the local link state,to be obsened whenthe
routingtablesarerecalculated.

7.3.3 Control Data over UDP

Ping pacletsaresentover UDP, the only reasorbeingthatthrottling of connectionstthe TCP layercauses
high levelsof variationin theturnaroundimesof ping packetssentover TCP, causingspuriousping timesto
be returned.Sendingping pacletsby UDP generatesnoreuniform ping times, thoughoccasionakpurious
numbersarestill sometime®bsened (probablydueto unfortunateschedulingdecisionsby the Linux kernel
atend-hosts)The pingingmechanisnemployedis simple: a hostplacesatimestampnto a packetandsends
that paclet to anotherhost. The otherhostcatcheshe paclket andreturnsit, leaving the original timestamp
intact. The sourcewaits for this return packet and, on receipt,compareghe time held in the paclet to the
currenttime.

Ping pacletsto randomlyselectednembersaresentusingexactly the samepaclet typesasfor ping paclets
to existing neighbourstheonly differencebeingthaton aresponsethe peerwhoinitiatedthe pingwill notice
thatthis peeris not currentlya membeyandwill initiate codeto evaluatethe utility of thatpotentialnew link.
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7.3.4 MiscellaneousControl Traf ¢

Othercontroldatais sentduringthelifetime of the mesh;someinformationexchangeusing TCPtakesplace
betweenonly two members. For instance,a newv memberrequestswith the existing memberto join, and
awaitsan "ok' or a “dery' messagéeforeit will continue.The otherdataof this typeis for the purposeof
addingalink to themesh before ooding thatthenew link hasbeencreatedasperSection7.3.1.

7.4 Control Packet Types

Thefollowing controldatais sentover TCP:
join : Sentto apeerby anew peerseekingo join thegroup.

join _ok: Sentbackto the peerseekingto join the groupafterreceiptof ajoin paclet. join _ok
acceptghis new memberasa groupmembeyandcarrieswith it up-to-datanformationon the stateof
the system(currentgroupmemberscurrentknown links).

Onreceiptof this messagethe new memberinitiatesaflood _new_member, which updatesherest
of thegroup.

join _deny : Sentbackto the peerseekingto join thegroupafterreceiptof ajoin if thejoin cannot
beaccommodatedCurrentlyunusedput codeis in placeto facilitatetheuseof ajoin _deny .

Onreceiptof ajoin _deny, theattemptto join the groupfails.

request _add_link : Sentfrom onepeerto anothewhena peerhasdeterminedhatthe creationof
thelink would bene t the mesh. This is similar to thejoin _ok operation,exceptthatacceptinghis
call doesnot requirethatall systemstatebe sentbackin response.

reply _add_link : Sentbackto thepeerto notify thatthe new link hasbeenacceptedOn receiptof
thismessage,

flood _new._link : Senton the creationof a new link; this pacletis sentthe peerwho initiated the
new connectionandcarriesthelocal sequence&umber

Initiator: Sendsmessag¢o all neighbours.

Otherpeers: Sendmessageo all neighboursasidefrom the onefrom which it receivedthis message,
only if we've notpreviously receieda controlmessagé&om the sourceof the ood with thesequence
number Local stateto be changeds the additionof link statefor thatlink. Theimplicationis thatif
themessagavassentin the rst place thensomestatehaschangedsomevhereelsein thegroup;if we
haven't changedary stateby receving this messagewe do not needto forwardit, aswe have already
doneso.

flood _drop _links : Senton thedestructiorof anexisting link by the membersat eachendof that
link.

Initiators. Sendthis messag¢o all neighbours.

Otherpees. Sendmessagto all neighboursasidefrom the onefrom which we recevedthis message,
only if we've updatedocal stategiventhis messagelocal stateto be changeds: theremoval of link
statefor thatlink.
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flood _new_member: Sentontheadditionof anev memberby thatnev membeiitself.

Initiator: Sendthis messagéo all neighbours.

Otherpees: Sendmessagéo all neighboursasidefrom the onefrom which we receivedthis message,
only if we've updatedlocal stategiven this message.Local stateto be changeds: the addition of
memberstateandlink stateinformationto/from this nev member

flood _memberleave : Sentonamembeldeaving thegroup,sentby thatmembeiitself, or sentby
amembemwho hasdetecteda failed peerwithin the group,asper Section4.4.3.

Initiator: Sendthis messagéo all neighbours.

Otherpees: Sendmessagéo all neighboursasidefrom the onefrom which we receivedthis message,
only if we've updatedlocal stategiven this message.Local stateto be changeds: the removal of
memberstateandlink stateinformationto/from this member

flood _refresh : Sentperiodicallyby eachnode,carryinga local sequencewumber(which other
peerscanuseto helpdeterminevhenthey lastheardfrom this peer),andlocallink state(ie: thecurrent
weightsof outgoinglinks from this peer).

Initiator: Sendghis messageutto all neighbours.

Otherpees:. Sendmessagto all neighboursasidefrom the onefrom which we recevedthis message,
only if we've updatedocal stategiventhis paclet. Local stateto be changeds: link weightsfrom the
peerwho createdhis paclet.

Of thecontroltraf ¢ sentover UDP, theonly callsfor thede nition of two paclettypes,theformatof which
is thesame:

ping _request : Carriesatimestampandexpectsthereceierto simply returnthe paclet, with the
“type' eld modi ed.

ping _response : Theresponseo therequespaclet.

7.5 Calculating Routing Tables

Onreceiptof ary controlinformationwhich altersthe stateof the systema peermustrecalculatets routing
table,to ensurehatdistributiontreesarenotdisrupted.

If the peerwereroutingin the corventionalmanney it would storethe tree in somecorvenientform and
useit for lookupsby destinationchoosingthe appropriateoutputlink from thatinformation. Routingover
the meshis different,however, in thatall peersarerecipientsof data,andthe sourceof a pacletis whatis
important,asthedistribution treefor eachmay be differentfor eachsource.

Thus, eachpeerexecutesDijkstra's shortestpath algorithm for every group member However, much of

the datageneratechereis redundantas eachpeeronly concernghemseleswith the point at which they

occurin eachof the distribution trees. By storing eachsourceand a matchinglist of outgoinglinks in an

adjaceng matrix, eachpeerknows which peerst mustforwarddatapacletsto aspartof thedistributiontree
for that source. Lots of informationis thrown away from eachtree here,andfor larger groupssubstantial
amountsof computatiorwill be performed.

Figure 7.3 demonstrateson a small scale,how this works. Figure 7.3(a) shows the logical meshtopol-
ogy, while Figure 7.3(b) shawvs the resultingspanningreefor nodeA. ConsidemodeE; on calculatingthis
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(a)Five peersconnectedby avirtual (b) The same®ve peers,shaving
mesh structure, with link weights the spanningreefrom A.
shavn.

Figure7.3: lllustrative diagramfor discussiorof routingtables.

spanningree,E will storeA asoneof thekeysfor lookupontheroutingtable,with D astheresultfor lookup
on A. Further on calculatingits own spanningree, E will storeA andD asresultsfor lookuponthetagE.
This allows the forwardingof all datapacletsto be handledby the sameroutine,in thatthe applicationcan
generatgacletsandaspart of themesh_send() call will causea lookup on the source(in this case the
localhost),andfrom thatarrive atalist of outgoinglinks.

7.6 DataPlane

Datatraf ¢ is sentusinguserde ned portsover UDP. Thisre ects the useof UDP by the IP Multicastcode
onwhichthelibrary wasmodelled.

Given that the dataplane and the control plane should not interferewith eachother the dataplanedoes
notneedaccesgo the controlstructuresandthereforenever hasto wait to acquirealock to ary controlstate.
Accesgto theroutingtableis managedafelyby a mutex lock, thoughin generalonly readsaretaking place
over the routing table. The only time this lock comesin truly usefulis on the calculationof a new routing
table,whenthe safedestructiorof the previoustablemustbe guaranteedo ensurethatall forwardingopera-
tionsstill usingtheold tablearecompletedandthatbadpointerswhich might causea segmentatiorfaultare
avoided. This datastructurewould be moreef cient if it wereaccessedsingaread/writelock, or perhapsa
semaphore.

7.6.1 Data Channels

Datachannelsareusedto to emulatemultiple socletsusedto communicatewith the samemulticastgroup.
In termsof RAT, this translatedto one channelfor RTP data,and onefor RTCP data. The channelsonly
translateto actualdatastructuresat the receving endof any communication:on sendinga paclet is tagged
with its channelnumberin the packetheaderandon receving, it is placedinto the appropriatequeueto be
laterretrievedby theapplication.
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The implementatioralways assumes channelO (zero) exists, so for the casewhereonly basiccommuni-
cationis neededvith themulticastgroup,useof theoverlayis marginally simpler

7.7 Known Issues& Potential Impr ovements

Thepeerausingthe overlaymustspaceconnectiongpartby atleast100ms;dueto thehandlingof theselect()
statemento monitor TCP connectionsthe soclet thatlistensfor new connectionsnustbe polledratherthan
simply blockingoverthesoclket aswould be normal. This doesnot normally causea problemfor therunning
of theoverlay.

MoreintelligentpingingcodecouldbeimplementedCurrentlythe codefor pinginghostsdoesnotlog which

hostsit haspinged;it merelyrespond®on receving the appropriatgpacket and assumeshat the timestamp
storedwithin that paclketis onewhich it generatedtself. A moreintelligentway of handlingping paclets
might beto have a x edallocationof pingswhich canbe pendinga returnpaclet, holding the time sentfor

thatping, andstoringan ID in the outgoingpacket. This would allow for peersto determinewhena hostis

not reachabldeitherdueto thathostbeingdown, or dueto re wall restrictionsin place),by monitoringfor

lost ping paclets.

Explicitly de ned paclettypesfor the additionof a new memberor a new link arenot necessarilyequired;
the samefunctionality could beimplementedsia normalrefreshpaclets. Theadvantageo this would simply
be thattherewould be lessduplicationof codewithin the mesh,andthereforelesschanceof triggeringan
obscurebug.

Also relatedto control paclets, somebit packingcould allow for more ef cient control paclets, to help
save bandwidthusage Thisis notavital requirementbut would helpreducethe volumeof the controltraf ¢
duringthelifetime of the overlay.

Improving the locking mechanismover the routing table, as notedin Section7.5, would allow for more
ef cient datatransferghanthe currentmutex canallow. Thisis hasnot beena problemduringthetestingor
evaluationof theproject,but it might becomealimiting factorfor datarates,dependingon groupsizeor type
of datato becarried.

7.8 Integration into RAT

RAT wasmodi ed to sendandreceve datausingthe Ortaoverlay. Themodi cationsrequiredcanbeseenin
the patchegrovidedin AppendixC. All changedo actualsourcecodewerecontainedo one le; therestof
the changesarewithin Make les to specifythelocationof thelibrary andto de ne theidenti er to have the
preprocessognablethe Ortaasopposedo thelP Multicastcode.

A screenshoodf 4 RAT clientscommunicatingria the overlaycanbeseenin Figure7.4.



Figure7.4: Screenshobf multiple RAT clientsusingthe Ortaoverlayfor communication.

48



Chapter 8

Evaluation Approach

To evaluatethe system,therearea numberof characteristic®f the protocolto look at. The natureof the
overlayis important,with respecto how the protocolsuitsreal-timecommunicationsThe evaluationof the
systenthenrequireshatnotonly arethe characteristicsf the overlaymeasuredhut alsothatmeasurements
aretakento validatethatthe overlay canbe usedfor real-timeconferencingapplications.

One key aspectof the testingis that as this overlay is designedfor multi-sourcemulticastingof databe-
tweenall group membersall experimentswill gatherdatafor eachsource,unlessotherwisestated. This
malkestheprotocolpresentedherestandout againstsomeof the othermulticastprotocols,n thatmary of the
otherspresent caseonly for single-sourcenulticastto mary groupmembers.

Section8.1 coversthe different ervironmentsavailable for testingof the Orta protocol. Section8.2 cov-
ersthe variousmetricsby which the protocolwill betesteddescribingoothwhy eachmetricis relevant,and
how it will betested A summaryof the metricsis presentedn Section8.3

8.1 TestingEnvironments

Giventhetime availableto conductthe evaluation,the constructionof a network simulator while desirable
dueto its ability to evaluatethe protocol over a variety of interestingnetwork topologiesat varying group
sizescouldnotfeasiblybebuilt andtestedquickly enoughto testthebehaviour of the protocol. Othertesting
ervironmentsavailablewere:

1. Largenumbersof undegraduatdab machines.

2. One machineat the University of SouthernCalifornia’s Information Sciencednstitute (I1SI) in Los
Angeles.

3. A smallnetwork of systemdinkedtogetherby transparenbridgesrunningFreeBSDwith Dummynet
functionality enabledto imposelatencieson links. This network consistsé hostswith one network
cardto actasend-hoston the network, and ve machineswith two network cardsto offerupto ve
transparenbridges,or perhapsactasadditionalend-hosts.

The rst setupis usefulfor the purpose®f observinghow the protocolbeharesat differentgroupsizes.The
lab machinesare all locatedon the sameLAN, so exhibit similar latenciesbetweenary pair of machines.

http://iwww.dummynet.com/
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Theselatenciesaremeasuredn microseconds;atherthanmilliseconds soexperimentsun over thelab ma-
chinescannotbe usedto derive muchinformationaboutadditionaldelaysimposedby routing throughthe
overlay for example.

In termsof evaluation, re wall con gurations preventedthe machineat I1SI from being a useful member
of eitherpeergroupinvolving the other machines. The machinewas, however, usefulfor testingof code
beforeevaluation,andbecamehe ping sitefor the Californianodein the dummynetsised(Figure8.1(b)).

The third setupmentionedabove is useful for simulatinga more realistic settingwhere peersare sited at
differentgeographidocations,thusimposingreallatencieson paclet transmission Dummynetoffersfunc-
tionality designedo be usedfor thetestingof network protocols.andallows for enforcingnetwork behaviour
suchasimposingdelayson links, boundingqueuesizesin the router andincreasingpaclet lossrates. With
bridge anddummynetfunctionality enabledn their kernels,the FreeBSDmachinesan easilybe setup to
forwardtraf c betweerthe otherhostswith the simulateddelaysableto emulatehigh-lateny links between
hostsin thesameroom;for example this canbe usedto simulatepeersat differentendsof the UK. Theactual
dummynenetworksconstructedanbeseerin Figuress.1(ay and8.1(b)y’. TheDummynettopologiesshavn
hereweredesignedo offer real-world latencieggivengroupmemberst differentlocationsaroundtheworld;
placenamesaresimply usefulto getaroughideaof the physicalgeographyWhile reallocationswereused
to derive approximatdatenciesbetweersites,they haven't necessarilypeenfollowedtoo closely dueto the
limited numberof machinesapableof actingastransparenbridgesin ary testsetup.

8.2 Evaluation Metrics

Marny of the testmetricsdescribedn the following sectionscould have variantswhich run on the rst net-
work mentionedpreviously to monitor behaiour asgroupsizesincreaseaswell asthe lastnetwork to test
behaiour with realisticlatenciesn place.Eachof thefollowing will describewhich network the metricwill
bemeasurean, how it will be measuredandwhateffectthe metriccanhave on the behaiour or suitability
of the overlayasa carrierof real-timeaudio. In all tests,all peersconnectto the rst memberof the group
spavned;this allows for aninef cient meshto beformed,which Ortamustimprove upon.

8.2.1 Worst CaseStress

The very natureof the overlay meanghatindividual hostsare sendingandreceving moredatapacketsthan
the applicationlayer is aware of. How mary pacletsare duplicatedis determinedoy how mary links the
protocolcreatego or from eachhostfor a givennetwork setup.This duplicationraisestwo concerns:

1. Additional bandwidthusageover links to end-hostsWhile the discussiorof the protocolhasnot con-
sideredbandwidth,it would bea seriousssueto beconsideredf connectiortypesvariedconsiderably
Clearly, mary connectiongo becarryingdataoveramodemlink is notasdesirableasthesamenumber
of connectionshroughan ADSL link, or anEthernetink.

2Measuredrom Glasgav; Inverness:uhi.ac.uk(60ms); Manchester:www.mbs.ac.uk45ms); Leeds: www.leeds.ac.uk45ms);
London: scarycs.ucl.ac.uK50ms); Exeter: www.ex.ac.uk(50ms). Ping timesareapproximateto averageping time loggedat startof
evaluation.

3Measuredrom Glasgav; California: kame.isi.edy(175ms);Massachusettanit.edu(110ms);London: scarycs.ucl.ac.uk50ms);
Paris: www.univ-paris3.fr(50ms); Berlin: ping www.tu-berlin.de(60ms). Pingtimesare approximateto averageping time loggedat
startof evaluation.
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Glasgow

Inverness

California

Exeter London Berlin
& [3ms] O
(a) UK Dummynet. (b) Cross-AtlanticDummynet.

Figure8.1: Graphsof the dummynetsetupsusedfor testing. Boxescontainingnumbersrepresenthe delay
in onedirectionin theline (sotheroundtrip time from Invernesgo Glasgav is 60ms,not 30ms)which is
createdy atransparenbridgewith dummynefunctionalityenabledetweerhosts.Shadedoxesaremerely
switchesandemptycirclesareend-hostligible for runningthetestsoftware.

2. Theincreasan pacletsto be processeat eachhostleadsto increasegrocessingostsin the overlay
codeexecutingat the applicationlayer, and putsadditionalpressureon the networking subsystenof
thehostoperatingsystem.

Thestresof alink is simply de ned asthenumberof identicalcopiesof a paclet carriedby a physicallink to
deliverthatpacletto therestof thepeergroup. Worst CaseStresss thenthe maximumstressvalueobsened
onary link in thegroup.In comparisonall links in aproperlycon guredIP Multicastgrouphave a stressof
1, while andve conferencingverlaywhich createda connectiorbetweerevery pair of membersoverwhich
themembersopy paclketsdirectlyto all recipientsvould have aphysicallink stresof onaccesdinks. Orta
shouldattemptto minimisethe stressof links throughoutthe group by spreadinghe duplicationof paclets
throughouthedistribution treescreatedrom eachsourcein thegroup.

Determiningthe Worst CaseStressof a network could be automatedbut it is muchmoreusefulto designa

network speci cally for observingwhatWorstCaseStresssalueOrtawill generatdor thatnetwork. As such,
the two networks shawvn in Figure 8.2 will be usedspeci cally to discussthe Worst CaseStresshehaiour

of Orta. For eachof thesenetworks, simpletestcodewill be run which will initiate connectiondbetween
Orta peers;delug outputfrom the Orta codecanbe usedto easilytracehow links have beenplacedacross
groupmembersFor thesale of comparisonyWorstCaseStresawill alsobeconsideredor theUK andCross-
Atlantic Dummynetsdescribedilreadyandit maybe possibleto look at Worst CaseStressvaluesonagroup
of Ortapeersrunningover theundegraduatdab machines.

The goal of the protocolshouldbeto keeplink stresdow acrossasmary groupmembersaspossible thus
spreadingheduplicationof paclketsacrosggroupmembers.
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100ms 100ms

100ms 100ms

i
5

(a) Worst casestress testnetwork 1. Designedio
attractconnectiongo thecentrepeer

(b) Worst casestress,testnetwork 2. Designedto monitor link
stressn the presencef onehigh-lateng link.

Figure8.2: Thephysicaltopologiesof the Dummynetnetworksto be usedfor testingWorstCaseStress.

8.2.2 Absolute Round Trip Time

As discussedn Chapters, theroundtrip time (RTT) betweertwo hostsis importantwhenwe're considering
corversationakhudio. By looking at the roundtrip timesa group of Orta peersgeneratejt shouldbecome
apparentisto whetheror not Ortais makingsensibledecisiongegardingwherein the meshto placelinks.

This experimentwill be run over the UK and Cross-Atlanticdummynets. It makeslittle senseto run the
experimentover the lab machineswherelatenciesare so low thatit doesnot necessarilymatterhow data
pacletsarerouted,solong asthey arrive atall recipients.

Roundtrip time can easily be measuredising only applicationcode designedfor the purposeof the ex-
periment;no modi cation of library codeis required. If the sourceof a paclet sendsthroughthe overlay,
a paclet containingthe currenttimestamp the sourcelP addressand somethingto identify it clearlyasa
"SEND' paclet, then eachrecipientcan sendsthe samepaclet to the meshwith type simply changedo
"RESPONSEpaclet, alteringno otherstate. The sourcecanidentify its own "TRESPONSEpacletsby the
presencef its IP addressn thepaclet, andcanthencalculatethe differencebetweerthe currenttime andthe
time carriedin the paclet.

For eachresponseeceied, thetestcodeshouldoutputtime deltasin theform:

RTT host _ip packet -no RTT.value

Theonly limit onthe frequeny of thesepacletsis thattherecipientof anRTT packetwhichit did not gen-
eratesendsts responsevia the overlay, andassuch,eachpeerwill receve mary responseacletswhich it

mustignore. With all peerssendingRTT paclets,this methodof calculatingthe RTT betweerpairsof hosts
is costly, but workswithout modi cation to thelibrary code.

After leaving the testcodeto run for 10 minutes,to ensurethat over time the overlay not only arrivesat
a reasonableolution, but also stabilisesanddoesnot disruptgoodlinks, RTT valuescanbe collectedand
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plotted over time for eachpair of hosts,to give aview asto whatthe overlayis doing. RTT pacletsevery
20 secondsvould give areasonabléook at RTT betweerall pairsof peersduringthe lifetime of the group,
while not ooding the network.

8.2.3 Adaptability of Meshto Changing Network Conditions

Sincethe intention of the meshapproachto building distribution treesfor carrying datais that the quality
of the meshgraduallyimprovesover time, it's worthwhile observinghow Orta behaeswhenthe network
conditionschangeduringthelifetime of a peergroup. This experimentpy its very nature requireshe useof
thedummynetnetworksde ned earlier

Peerswould be startedon the dummynetnetworks shovn in Figure 8.1, andgiventime to settleon a mesh
con guration. Link weightscanthenbe modi ed by alteringthe rulesat the transparenbridgesthatgovern
thedelayson links, andthe peersagaingiventime to settleona con guration.

The following alterationsto the dummynethave beenchosento obsene the behaiour of the protocolun-
derdifferentconditions;some’long’ links have beenshorted andsome'short' links have beenlengthened.

On the UK dummynetnetwork, the lateng on the bridge betweeninvernessand Glasgav shall be
reducedrom 30msto 5ms,thusremaoving thatlong link to try andpromptmorelinks to beformedup
to InvernessFurther thelateng onthebridgeseparating-ondonandthe switchto whichis is attached
will beincreasedrom 3msto 100ms providing alongerlink which Ortashouldtry to avoid.

On the Cross-Atlanticdummynetnetwork, the lateng on the bridge betweenCalifornia and Mas-
sachusettsvould be reducedrom 50msto 5ms;the lateng on the bridgeseparatindaris andBerlin
from the restof the network shall be increasedrom 5msto 100ms; nally, the lateng/ on the nal

bridgebeforeBerlin will beincreasedrom 5msto 50ms.

In orderto monitor the variationin paclket roundtrip times, it may be usefulto graphroundtrip timesin
the samemannerassuggestedh Section8.2.2. For furthervisualisation,t would be possibleto displaythe
alteredlogical “shape'of the meshin a graphicalform from both beforeand after the modi cation of link
weights.

8.2.4 Normalised ResourceUsage

TheResourcdJsage(R.U.) of theoverlay, asde nedin [15], is calculatedas:

where: link isanactivelink
is thedelayof link .
is thestresof link .

This caneasilybecalculatedby summingtheweightof thelink eachdatapacletis forwardedon ateachpeer;
by consideringeachonein turn, duplicatedpacletsaretaken careof naturally

NormalisedResourcdJsage(NRU) thenis:
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This canbecalculatedy handoverthedummynenetwork, usingthestressraluesidenti ed in Section8.2.1.
Without knowledgeof preciselatenciesof links betweenroutersand hostsin the lab network, it becomes
dif cult to determingheweightsof eachphysicallink usedovera DVMRP treein thatervironment.

8.2.5 Relative Delay Penalty

By routing pacletsthroughnumerousoststo deliver datato all recipients pacletswill naturallybein transit
for atleastasasif they wereto beduplicatedanddeliveredby the network alone.The Relatve Delay Penalty
is describesheincreasan delaythatapplicationgperceve while usingthemeshwhencomparedo thesame
unicastlinks beingusedto communicatelirectly betweerary two hostsin the peergroup.

It isde nedas:

Note that RDP valuescloserto 1.0 are better sincethe additionaldelaythroughthe overlay would thenbe
smaller

The ideal would be to monitor how this metric changesas group size increaseshut latenciesbetweenbe-

tweenlab machinesareso smallthatschedulingdecisionamadeby the Linux kernelon eachhostcanhave a

dramaticimpacton thereportedatenciesbetweermachinesat the applicationlevel. Thus,thetime takento

routea packetacrosghelab machiness nota goodindicatorof the performancef themeshin this scenario.
For this reasonthe Dummynetsetupsshallbe usedfor a“real world” look at RDP.

The experimentwould involve settingup the peersto connectto eachotherand have themregularly send
pacletsto eachother Thefrequeng of thesepacletsdoesnot matter solong asthey would runfor 10 min-
utes,to allow time for the overlayto settle. All membersanconnecto the rst peerto be spavned,leaving
themeshto improveitself andgeneratelatatransmissiorirees.

Peerswvould be transmittingnumberedoacletsat a rate of oneapproximatelyevery 20ms. With every other
peeroutputtingthe time taken for eachpacletto arrive usingthelink stateinformationheldfor eachpeers
neighbour(which shouldprove accurateenough). Determiningactualping times betweenthe sourcenode
andeachpeercouldalsobescriptable.

Testingof this metricrequiresmodi cation of library code.Onreceiptof eachpaclet, peersshouldoutput:

RDP host _ip source _ip packet _no distance _to _here

Analysisof the behaiour of the RDP valueafterthefactcanthenbe performed.

8.2.6 Time Takento Repair a Partitioned Mesh

While it is possibleto have the meshdisruptedoy amembeleaving, asdiscussedh Section6.3.2 thereis the
furtherpossibility of amemberfailing andnot exiting cleanly in which casegroupmembersnustdetermine
thatthis memberhasdied asperthealgorithmpresentedn Sectiond.4.3,andattemptto cleanup state.

This experimentcould eitherbe lab-basedr dummynetbased;it's not entirely importantwhich one. The
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dif culty liesin partitioningtheoverlay.

In orderthat the overlay can be partitionedwith ease,it makes sensein this caseto disablethe codere-
sponsiblefor attemptingto addlinks during the normal operationof the overlay We shall assumehatthe
meshis partitionedon a peerdying unexpectedly leaving all physicallinks in place(obviously if the only
physicallink betweenthe two halvesof the peergroupis severed,software hasno hopeof overcomingthe
problem).

To demonstratéhe repairingof an overlay partition, a chainof peerswill be constructed.Oneof the peers
in the middle of thatchaincanthenbe stoppedabruptly Ckill -9'), andthe otherpeerdeft to gure outwhat
happenedspartof their normalrunningcycle.

Obsenation of link-stateon successfulepartitioningof the overlay, using dehug outputto determinethe
sequencef eventsleadingup to the reconstructiorof the mesh. Time taken to repartitionthe overlay is
essentiallytime whenpeerslog the deadpeerashaving disconnecteduyntil the rst new link is addedfrom
onesideof the partitionto the othet

8.2.7 Volumesof Control Traf c Sent

This is aninterestingmetric dueto the very differentway thatcontroltraf ¢ is handledin the Ortaprotocol
comparedo the Naradaprotocol. Controltraf c is particularlyeasyto monitor; eachnodecanbe modi ed

to outputthe sizein bytesof all controltrafc sentor forwarded.Onceall peershave terminatedcalculating
thetotal controltraf ¢ sentfrom eachnodeis trivial.

To obsene the variationsin control traf ¢ sent, this experimentshould producegraphsshawving the aver
agelevel of controltrafc with error barsshaving the minimum and maximumvolumesof control traf c,
plottedagainsigroupsize.

Testingof this metric requiresmodi cation of library code. On sendingor forwarding control data,each
peershouldlog the numberof bytessent;if the peerloggedthe volume of datasentover TCP connections
andthevolumesentover UDP connectionsa comparisorcanbedravn betweerthetwo typesof controldata.

This experimentcan,again,berunwith differing groupsizes,with eachexperimentrunningfor 5 minutes.

Thenatureof thelateng betweerlab machinedeingsolow doesnotdemonstrata "normal’ situationfor the

ooding of controldata,however. Thedummynemnetwork canalsobe usedto monitorcontroltraf ¢ volume
for oneor two of the smallergroupsizestestedon the undegraduatdab machinesto comparevolumesof
ooded data.

8.2.8 Reliability of Overlay: Lost & Duplicated Packets
Reliability of the overlay caneasilybe measuredisingsimpletestharnessode,simply makinguseof the

overlaylibrary.

Volumeof lost packetscanbe calculatedby:
if - - - - then
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endif
Volumeof duplicatedpacletscanbe calculatedoy:
if _ - _ _ then
dupecount++
endif

Runningthistestoverlargergroupsonthelab machineshouldseemaminally higherlevelsof lost/duplicated
paclets,aswith the peersso closeto equallydistantfrom eachother, the overlayis moreproneto link state
changes.

8.3 Summary

A numberof testmetricshave beenproposechereby which the behaiour of Ortain differentsituationscan
bediscussedTheresultsof the experimentdo testthesemetricsarecoveredin Chapter9.



Chapter 9

Evaluation

This chapterpresentghe resultsfrom the experimentsdiscussedn Chapter8. After discussiorof the be-
haviour of thedummynetetupsn Section9.1,thefollowing sectionfocuson eachof the evaluationmetrics
coveredin Section8.2,in the sameordet

For the purposeof the evaluation,two differentexperimentalsetupswere usedasdetailedin Section8.1.
For experimentswvhich madeuseof large numbersof machinespr comparisonbetweerlarger peersgroups
againstsmallerpeergroups,undegraduatdab machinesvereused;thesemachinesvereall 1GHz Pentium
llls running Scienti ¢ Linux?!, with its default Linux 2.4.21kernel. Other experimentswhich requirethat
nodeshe somedistanceapart(in termsof lateng/) madeuseof a numberof FreeBSD4.11 systemssetupto
actasbridges,with dummynetunctionality enabledor the purpose®f introducingadditionallateng over
links. Endhostson this network were450MHz Pentiumllls runningKnoppix?, installeddirectly ontodisk.

In all experimentspresentedthe thresholdfor additionor removal of links was calculatedas describedn

Section6.4.3,with the constanvaluebeingsetto 0.02. The constanivaschoserbasedon testingduringthe
implementatiorphase. Testingwas primarily conductedon the lab machinesandover time this threshold
appearedo give areasonabldalancebetweerpeersholdinglinks to too mary neighboursandthe opposite,
peersnot forming ary morelinks thanthey wereinitially startedwith. Thethresholdis discussedurtherin

Section9.10.

9.1 Analysisof dummynet networks

Beforediscussiorof theresultsfrom the testmetricsthemseles,the behaiour of the Ortaprotocoloverthe
dummynenetworkspresentedh Figures8.1(a)and8.1(b)is shouldbe consideredFigures9.1and9.2 showv
the resultingoverlay structureand distribution treesfor both thesedummynetsusingthe thresholdde ned
earlier

In eachof Figure 9.1 and Figure 9.2, sub gure (a) shavs the meshsuperimposeaver the physicalnet-
work topology while sub gure (b) shovs thelogical network structureof this mesh.Sub gures(c) through
(h) shawv the distribution treesrootedat eachsource,with the recipientson eachtree having their names
condensedb oneor two letterswhich uniquelyidentify the peer

https://www.scientificlinux.org/
2https://www.knoppix.org/
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Figure9.1: Theresultingmeshoverthe UK dummynetandthedistribution treesrootedat eachsource.

9.1.1 UK Dummynet

Figure 9.1 shavs the meshstructurethat Orta forms over the UK Dummynet. Orta hasconcentratedinks
betweerExeter London,ManchesteandLeeds providing only onelink to Glasgav andInvernessFurther
thelink to Invernesss throughGlasgav, creatinga chainof peers.The problemhereis thatif Manchester
wereto leave the group, Glasgav andInvernessvould be separatedrom Leeds,Manchesterand London,
partitioningthe meshinto two groups. Mechanismslescribedn Sections6.3.3and6.4.1would be ableto
repairthe partition, but it would be desirablethata partition could notoccursoeasily The solutionmightbe
to lower the thresholdfor addinglinks, but carewould have to betakento ensurethatthe thresholdwasnot
too low, allowing most,or all, possibldinks to beadded.

The structureof the meshbeneaththe Manchestenode(i.e.: Leeds,Londonand Exeter), with mary con-
nectionsbetweenmemberswould allow for arny one of thosepeersto exit cleanly without affecting the
others.Likewise,Invernesouldexit cleanly having no peerswhichdependnit. Glasgav andManchester
however, becomea potentialpointsof failure.

An improved overlay structurewould have at leastonemorelink to Inverness.With thatonelink in place,
eitherGlasgav or Invernessouldleave the groupwithout disturbingthe data o w to or from the othet

Ortahascreatedew connection®verthelongerphysicallinks, andchoosingnsteado createmary connec-
tionsoverthe shorterlinks The protocolhasnt placedmary connectionverthelongerlink upto Inverness
andGlasgav, insteadchoosingto concentratenorelinks amongthe hostswho arerelatively closetogether



59

Glasgow Glasgow

25ms

London

California
777777777777777777 . . s
California A0

50ms

Massachusetts

Berlin

(a) Resultingmeshstructurefrom the Cross-AtlanticDum- (b) Resultingmeshfrom the Cross-Atlantiddummynetjog-
mynet,shavn over the physicalnetwork structure. ical structure.
California Massachusetts Glasgow Berlin

© . @/O .
F19R A B R &

© (d) (e) ® @) (h)

Figure9.2: Distributiontreesfrom eachpeerin the peergroup,takenafterthe meshhadsettled.

This makessenseasAlgorithm 2 in Section4.5.1will try to favour shortlinks betweerary two peers.Since
thereareno links to Invernessconsiderablyshorterthanthe links thatit found, no more have beenadded.
While the variationin latenciesbetweensomepeerslower in the dummynetis equally small, the ratio be-
tweenthe overlaydistancewith or without the link is presumablysigni cantly largefor thelink to beadded,
andfor it to remainpartof themesh.

The factthat, althoughmostof this network is well-connectedQrta hasnot createdenoughlinks suggests
thatthe thresholdvaluethat determinesvhetheror not a link shouldbe addedor not shouldbe weightedto
offer ahigherchanceof allowing alink whena peerhasonly oneneighbouiin the group.

9.1.2 Cross-Atlantic Dummynet

The meshstructureOrta forms over the Cross-AtlanticDummynet,asseenin Figure 9.2, suffers from the
sameproblemasthe UK Dummynet.Glasgav andBerlin have bothbecomdeafnodesn themeshstructure.
Ortahasnot createda chainof peerdike thatof Manchester Glasgav  Invernesseenin the UK dum-
mynet.

Thelink betweerCaliforniaandParisis unexpected It appearshatto routea paclketfrom Californiathrough



60

TOOMTS

(@) (b)

Figure9.3: Logical topologyof two of thetestdummynetgplacedover the physicaltopology

Massachusettand Londonto Paris placesenoughadditionallateng/ on the roundtrip time that Orta has
deemedhe California  Parislink usefulto the meshstructure.The additionof this link allows for a faster
connectionfrom Californiato not only Paris, but alsoBerlin, sothe additionof the link is actuallyentirely
reasonablehasednthelink addingalgorithm.

Again, this meshcouldbeimprovedby loweringthe thresholdrequiredfor addinglinks. Theworry is thata
departinggroupmembercanpartitionthe mesh which shouldbe avoidedif atall possibleby the Ortapeers.

9.2 Worst CaseStress

The physicaltopologiesdesignedspeci cally for testingthe worstcasestressof alink wereshavn in Figure
8.2. Thesephysicaltopologiesveredesignedo obsere Ortahow behaesin smaller perhapsnorearti cial,
ervironments Figure8.2(a)wasdesignedo attractlinks to thecentrepeer while Figure8.2(b)wasdesigned
to obsene Orta's behaiour with two clustersseparatedby onehigh-lateng link. Theresultingmeshstruc-
turesfor thistestcanbeseenin Figure9.3.

Justasin the UK and Cross-Atlanticdummynetsthe quality of the overlayin Figure9.3(a)suffers by not
creatingenoughconnectionbetweemeers.Thisis, in part,dueto thehighly arti cial natureof theoverlay;if
nodeE wasbehindanaccesdink with anadditionallateng of afew millisecondsthe peersonthe periphery
of the network would be morelikely to createsomeconnectiondbetweeneachother, sincerouting through
E would thenbecomemoreexpensvie; E becamehehubof connection®n this testnetwork purely because
thetime takento routepacletsthroughE to ary otherhostis essentialljthe sameasthe time takento route
directlyfrom A to B, for example.A link from ary peerto E is of lower latengy andachievesthe sameround
trip time asalink directly betweerA andD, for example.

Thedistribution treesfor this network all routethroughE, andE duplicategacletsto all othergroupmem-
bers. Thus,the worst casestressfor the network is 4. ConsiderAlgorithm 4 in Section6.4.2for dropping
links, andit becomeglearthatthe differencebetweerthe lateng/ with andwithouta link betweenA andB
will besocloseto zerothatit would beverydif cult for ary thresholdvalueto retainthesdinks. This, again,
is a side-efect of thearti cial designof the network, but it showvs thatit is still possibleto achieve the worst
possiblestressvalue. All physicallinks otherthanthe accesdink to E have stressl, andit is only E which
handleghe duplicationof paclets.

In Figure9.3(b), however, Ortahascreatedmary morelinks betweenpeers.To have only onelink between
thetwo halvesof thegroupis a pointof failure,but only onelink is formedin this scenarigperhapsiueto the
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highly arti cial natureof thenetwork. PeersA andF bridgethe two halvesof the groupbecause¢hey arethe
closestogetherof thetwo halves.

The worst casestressin this exampleis 3, and occurson the links from A to its connectingswitch, and
from F to its connectingswitch. The stressof the high lateng link is 1. Orta, having partitionedthis group
into thetwo distantgroupswith a connectiorin the middle, hasavoidedthe potentialworst casestressof 5,
in thiscase.

If we considerthe UK dummynetin Figure 9.1 for slightly lessarti cial results,we canseethatthe worst
casestreson ary physicallink is 4 at ManchesterDespitecarryingthreeTCP connectionsthe physicallink
from Exeteris not usedasmuchasit may seem.While the higheststresdevel it seeds 3, this stresdevel
is only actuallymetby consideringhe distribution treerootedat itself; by consideringhe otherdistribution
trees Exeters stresdevel is signi cantly lower, andoften 1.

Further the and Cross-Atlanticdummynetin Figure 9.2 exhibit a worst casestressof 3 at both London
and Paris, but in this scenariothosestresslevels are met for numeroudistribution trees. The worst case
stresds clearlyaffectedby the numberof links thatthe protocolcreatedor the peergroup.

Of furthernoteis thattheworstcasestressacrossa groupof size36 wasonly 6.

9.3 Absolute Round Trip Time

RTT resultsfor thetwo dummyneton gurationscanbeseenn Figure9.4. Thesegraphsareshaving amod-
i ed RTT betweereachpairof hosts suchthatthelinesrepresentaw RTT, plusanothet60msto compensate
for buffering, encodinganddecodingdelaysetc.

Thevariationwe seein RTT nearthe startof thetestis simply thatof the meshrecon guringitselfto nd a
goodsetof links for the overlay. All peersinitially connecto the rst peerto beinitiated (which in the UK

network is Invernessandin the CrossAtlantic network is California); with thisin mind, it is not unexpected
thatwe seeinitially high RTTsfor mosthosts. TheRTTs stabilise however, andwe canseethatno two peers
have a roundtrip time of over 400ms,asidefrom the initial poor con guration at the startof the simulation
for the CrossAtlantic con guration.

We can seefrom thesegraphsthat the overlay managedo add betterlinks after the initial formation of
thegroup,andkeepsthosegoodlinks (asthe RTT doesnotincreaseoncethegoodlink is added).

9.4 Adaptability of Meshto Changing Network Conditions

As partof the Ortaprotocol,peersarerequiredto constantlyprobetheir neighboursto monitornetwork con-
ditions. Theimplication of this monitoringof network conditionsis thatthe Orta protocolshouldbe ableto
adaptshouldthoseconditionschange.

For the purpose®f this experimentthetwo “real-world' dummynetsvereused,andafterallowing the peers
to runfor long enoughto have the meshstabilise the latencieson somebridgeswerealtered,asdescribedn
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(a) RTTsfrom all hoststo all otherhostsin the UK Dummynet. -axisis representsime, overa 10 minute
period.
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Figure9.4: Graphsof RoundTrip Timesto all hostsover both Dummynets.Eachline plotsthe variationin
RTT from onehostto oneotherin thegroup,overtime. Numberson -axismerelyindicatereadingnumber;
onereadingevery 10 seconddgor the durationof thegroup.
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Figure9.5: Variability of meshunderchangingconditionsonthe UK Dummynet.
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Section8.2.3.

For both of thesenetworks, the initial logical meshstructureis shavn next to the resultinglogical mesh
structure RTT valueshave alsobeenprovided, to monitorthe behaiour of themeshduringthetransition.

The behaiour of Orta over the UK Dummynetcanbe seenin Figure9.5. The reductionof lateng to In-
vernessasallowed morelinks to be added thoughsomevhatsurprisingis theremoval of links to Glasgav.
The assumptioris, again,that without additionalweightson accesdinks, the differencein distancefrom
Manchesteto Invernesqvia Glasgav or not), for example,is negligible. Orta hasreducedthe numberof
links to the Londonhost,having hadthelateng to it increasedatonsiderablyOn recon guration,Ortais still
placingtoo few links to somenodes.

Figure9.5(c)shows the variationin roundtrip time againsthelifetime of themesh;aroundthe 10thsample
pointwe seetheratherdramaticrecon gurationof the network structure.Immediatelyafterthelink weights
arerecon gured,roundtrip times peak,someat a little over 400ms. The meshrestructurestself andthe
routingtablesreactaccordingly however, to bring theroundtrip timesbetweenall pairsof membersiown to
beneattthe 400mslimit.

Thevariationobsenedin the Cross-AtlanticdummynetseeFigures9.6(a)and9.6(b),is minimal. Reducing
the lateng to California hasallowed Ortato createonefurther link in the mesh,connectingCalifornia to
Glasgav. No additionof links hasoccurredelsevhere.For the London/Raris/Berlinpeersthisis understand-
ble, dueto the similarincreasen thelatenciesobsenedon thoselinks; by reducingthelateng to California,
it shouldbe expectedthata new link be formedto thatpeer

Figure9.6(c)shows the variationin roundtrip time againsthelifetime of themesh;aroundthe 10thsample
pointwe seetherecon guring of the network structuretaking place,andtherecon gurationof routingtables
and addition of the new link thereafter It is worth noting herethat on reco guration, the peergroup still
manageso ensureghatno two peersexperiencearoundtrip time of over 400ms.

Thebehaiour of themeshin thesesituationsshavs that Ortacanprovide reasonableverlaysfor usein car
rying real-timedata,andalsothatthemeshis capableof reactingto changesn the network topologyquickly
enoughto avoid unacceptablelelaysfor extendedperiodsof time betweenpeerswhenrouting throughthe
overlay.

9.5 Normalised Resource Usage

Discussiorof theNormalisedResourcéJsagegNRU), asde ned in Section8.2.4,is moredif cult thanorigi-
nally intendedjf theUK or Cross-Atlantiaddummynetsreto beconsideredThedif culty liesin thestructure
of thesenetworks. While Manchestetooks,on the surface lik e a usefulcandidatdor examiningthe highest
NRU valuesthat the UK dummynetcan produce thereis no lateng on the accesdink to the Manchester
host. The absenceof ary noticeablelateny from that hostmeansthat the calculationof the metric is re-
dundant.In essencethe stressof thelink is still valid, but if the lateng of thelink is essentiallyzero,then
thedifferencan resourcaisagedbetweersendingonepacletor numerouslongthatphysicallink is marginal.

If we consider againon the UK dummynet,the Exeter host, and the distribution tree rootedat that host,
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(a) Arti®cial network for examiningNRU. (b) Distribution
treerootedatA.

Figure9.7: Arti cial network structurefor discussionof normalisedresourceusage.(b) is the distribution
treecreatedrom A to therestof thegroup,shavnin (a).

we canderive someminimal results.With referenceo thedistribution treefrom Exeter 9.1(h),andthephys-
ical structureof the overlay, 9.1(a),we cantracethe physicallinks usedto distribute onepaclet throughout
themulticastgroup: Exeter'sdistributiontreecallsfor threepacletsto beduplicatedon the physicallink from
Exeter andnowhereelse.Thus,thetotal resourcaisagdor thatonepacletis 3 3ms,plusthelateng of every
otherphysicallink utilisedin the mesh. This resultsin an NRU valueof —— , Which is reasonably
closeto thegoalof 1.0.

The dif culty with measuringhis metric over the “real-world' dummynetss that not all links have a no-
ticeabledelay To this end, considerthe network in Figure 9.7(a); with this physicalnetwork structure,
we would likely seea meshstructuresuchasthat shovn in Figure 9.3(b), and assuch,a distribution tree
from memberA suchasthatin Figure9.7(b). In this example,the NRU for the distribution treefrom A is
. Contrastinghisvalueto theNRU for DVMRP
of 1.0, andthe NRU for a nave overlay applicationwhich might seean NRU ashigh as2.12in the worst
casewe canseethatOrtaalmostperformsaswell astheequivalentDVMRP tree.

9.6 Relative Delay Penalty

Relative delay penalty(RDP) is anothemmetric which sufferedfrom the designandsize of the dummynets.
Theissueis thatto routethroughseveralhoststo reacha destinatioron the overlaygenerallyincursthe same
costaswhenrouting directly betweenthe sametwo hosts. This is in partdueto the lack of links available
to routeconnectionsasin areal network infrastructureconnectiondetweernpairsof groupmembersvould
likely take differentpathsthroughthe physicalinfrastructure.Becauseof this, all numbersreturnedby the
RDP codewerecloseto 1.0for thedummynetgested.

If we consideragainthe meshin Figure 9.7(a), introducedfor Section9.5, we can discusshow the RDP
valueis affectedby the processof routing throughthe overlay The RDP measurébecomesan important
measurasthesizeof thegroupexpandsasit will directly affectthe RTT timesreportedn Section9.3.

By observingthe distribution treein Figure 9.7(b), it is clearthatthe relative delay penaltyfrom A to all
of memberd, C andF is 1.0,asno additionalroutingis takingplace,andA is forwardingpaclketsdirectly to
thosepeers.
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(a) Theinitial logical network topology (b) Selectionof the hostto bekilled. While TCP connec-
tionswill close,memberandlink statewill remainintact.

(c) Thelogical shapeof thenetwork afterthe®xing mech- (d) The logical shapeof the network when peershave
anismhasrun, shaving the network hasrepairedtself. formedadditionalconnectiongo reconnecboth sidesof
themesh.

Figure9.8: Logical view of a peergroupbothbeforeandaftera partitionhasoccurred.

The RDP from A to D, however, is easily calculatedas —— , andthe RDP from A to E
is

The ideal relative delay penaltyis 1.0, offered by a true IP Multicast distribution tree or a nave overlay,
andthese gures approachl.0 dueto the overlay only routing a packet acrossthe high lateng link whenit
hasno otherrouteto therestof thegroup.

Without the ability to testthe RDP over larger groupswith realisticlatenciesn place,it is dif cult to drav
further conclusionsaboutthe RDP valuesreturnedby Orta. RDP valueswill naturallyrise asthe groupsize
increasesprovidedthe overlayis not addinglinks to every peerin the group,andinsteadholdingonto some
reasonablaumbeilinks betweenmemberbyt alargertestnetwork or anetwork simulatorwould berequired
to derive by how muchexactly the RDPvalueswould increase An additionalissuewith the RDP calculation
over the dummynetis thatmentionedn Section9.5, of alternateroutesthroughthe network beingpossible
for differentconnectionsthereforeoffering differentlateng characteristics.

Despitenot having a large enoughnetwork available to testthis metric further, the numbersderived here
look promisingfor the Ortaprotocol.

9.7 Time Takento Repair a Partitioned Mesh

Thelogical network topologyusedto testthe ability of thegroupto x apartitionedmeshis shovnin Figure
9.8(a).

In orderto form a partition, the coderesponsiblefor probing group membersand initiating new connec-
tions to thosememberswvasdisabled. With that codedisabled,a logical chainof peerswas createdas per
Figure9.8(a),andshortly afterward,hostD waskilled (via a“Kkill -9 ” command)The actualtimeline of

eventsfrom theinitial kill signaluntil themeshwasfully repairedvasasfollows:
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1 Oseconds- MemberD killed.

2: | 43seconds- Firstnew connectiormadeto a silenthostonthe othersideof the partition.
3 72seconds- MemberD declareddeadby anothergroupmember

4: | 190seconds- All memberstatebroughtbackupto date.

Not shavn on the diagramsare the attemptsmadeby groupmembergo connectto group memberD, be-
tweenstagesl and3 in thetableabove. In termsof how the peerswereactuallybehaing here,peerswere
attemptingio form a TCP connectiorto D, whichwasbeingrefusedasno processvasrunningto accepthe
connection).The peersdid not clearthe memberandlink stateof thatmemberuntil the timeouthadexpired
to declare¢hememberdead;in theimplementationthis is setto 70 seconds.

Statechangeon one side during the partition are not obsened on the other, hencethe time taken for the
routing tablesto provide valid distribution treesagain. Peeramustwait for refreshpacletsto arrive in order
to updatethe link-state. This requiremenfor link-stateinformationto be readily available,preferablywithin
the next refreshcycle, is at oddswith the bandwidthsaving suggestiorin Section6.3 thatif the stateof a
link hasnot changedecently thena hostsendsnformationaboutthatlink lessoften. This additionaldelay
in thesendingof somdink stateexplainswhy it took solongfor thegroupto arrive atstep4 in thetableabove.

The time taken to repairthe meshis a side-efect of two independenmechanisms.First, the time taken
to rejoin thetwo halvesof the meshanddeclarethekilled memberasbeingdead,andsecondthetime taken
to remove thedeadmemberfrom the local stateof eachpeer

The time taken to repairthe meshhereis clearly of little usefor a conferencingapplication. The parti-
tion repairingschemetaken from Narada that Orta usesprovidesis not suitedfor this type of application.
Giventhat TCP connectionsare usedto maintainconnectiondetweermembersijt would be reasonabléo
assumehatif a connectionis closedunexpectedly without ary prior noti cation from the peer thenthat
peerhasfailed unexpectedly All neighboursvould ood thisinformationoutward; evenif themeshbecame
partitionedthroughthe deathof this peer theactof removing therelevantmemberandlink stateimmediately
at eachgroup memberaidsthe reconstructiorof routing tableson reconnectinghe mesh. As is normalon
receiptof amembereave noti cation, peersrecalculateheir routingtables;it would not be entirely dif cult
during this procesgo spotmembersnvho are no longerreachableandaddlinks to thosememberauntil all
membersanbereachednceagain.

While this would requirea lot of communicatiorand computationjt would be feasibleto x a partitioned
meshdueto failureof a peerwithin secondsTheonly issuemightstill bethatof link statechangingon either
sideof a partition beforethe meshis reconstructedeventhoughthe partition may only exist for a matterof
secondsan easysolutionmight be that on noticing a memberwhich is unreachableto ensurethat all link
stateis retransmittedatthe rst refreshcycle following therepartitioningeffort. This, atleast,would guaran-
teefor thetotal recovery of all distribution treeswithin 30 seconds.

It is worth notingthatundernormaloperatiora partitionformedin themesh perhapgrom amembeifailing,
will berepairedbeforethecodededicatedo xing apartitionwill beinitiated. Thereasorfor thisis thatthe
mechanisnto randomlyping peersfor the purpose®f evaluatingnew links is likely to pinga memberon the
otherside of the partition. In this situation,it will still take sometime for the local stateat all peersto be
repairedf ary statehaschangediuringthe partition.
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Monitoring TCP connectionsdoesnot protectthe meshfrom all memberfailures,however. TCP stateis
maintainedn software,anda severedphysicallink, or amachinepowereddown unexpectedlydoesnotclose
a TCPconnectionln fact,theconnectiorwould lik ely timeoutlong afterthe meshhadnoticedthatpeerwas
not responding If morecomplex methodsof trackingresponseso normalping pacletsto neighboursvere
employed,a peerwould assignsomelargeweight, lessthanin nity , to thelink in questionthusallowing for
the meshto routearounda failed peerbeforeit hasevenbeendeclareddead. With a well-formedmesh the
routing changeshappenswiftly; if the peerformedthe only route betweentwo halvesof the mesh,normal
link discovery mechanismsvould quickly allow for new links to routeover. In eithereventuality it appears
thatit shouldbepossibleto repairthe meshin a matterof secondstatherthanminutes.

The mechanismsn placefor xing a partition shouldbe replacedbefore Orta can be usedfor real-time
applications.

9.8 Volumesof Control Traf®c Sent

This experimentmadeuse of the undegraduatdab machines;eachof the variouspeergroup sizestested
lastedfor thesame ve minutes.Thenatureof the ooding procesgo distribute controlinformationdesered
attention,andsothevolumeof controltraf ¢ sentatvariousgroupsizeswasmonitored.

The averagevolume of controltrafc sentby eachgroup memberover TCP, asshawvn in Figure 9.9, ap-
pearsto rise linearly. This makessensejn thatprovidedlink stateremainsreasonablyconstantthenmost
TCPtrafc beingsentis theregularrefreshpacketsfrom eachpeer The averagevolumeof UDP traf ¢ sent
overthelifetime of the groupappearso remainconstantpresumablydueto the numberof neighboursach
peerhasin themeshdoesnotvarysigni cantly. As groupsizesincreasesotoodoesvariationin themaximum
volumeof datasenton eachtype of connection suggestinghat eventhoughthe averagenumberof neigh-
boursa peerhasin a groupremainsconstant)arger groupsseesomepeerswith larger neighboursetsthan
others.More neighboursn themeshrequireshata peer ood or forwarda ood messagéo morelinks when
it recevessucha messageandlik ewise,sendsnoreping pacletsto existing neighboursverthe UDP sock-
ets,hencetheincreasdn volumeof datasentby eachtraf c type. Giventhattheseexperimentswvererunon
labmachinesno conclusionganbedravn abouttheconnectvity of thehostswhichattractmostconnections.

Plotting the total control trafc sentover the whole peergroupin Figure 9.9(b), we seethat the total vol-
umeof controldatarequiredto maintainthe groupriseslinearly with groupsize. Thisis a usefulpropertyin
thatthelimiting factorfor largergroupsizesis not the volumeof control data,but may actuallythe amount
of computatiorinvolvedat eachpeer Furthertestingwould berequiredto determindf this wasthecase.

The volume of controltraf ¢ sentat groupsizes4 and6 over the dummynetwere similar to volumessent
at thosegroup sizeson the lab machines. Larger networks with “real-world' propertieswould have to be
testedor simulatecto determinewvhetherthis holdsfor largergroupsizes.

9.9 Reliability of Overlay: Lost & Duplicated Packets

This experimentwasrun for 5 minutesat all varying groupsizes,with eachhosttransmittinganincreasing
sequencaumberfrom atestapplicationevery 20ms. A peergeneratinga new datapaclet every 20mswill
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Figure9.9: Variationin volumesof controltraf c sentatvaryinggroupsizesduringthelifetime of themesh

atvariousgroupsizes.
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Figure9.10: Packetslostandduplicatedfor varyinggroupsizes.all peerssendingdataevery 20ms.

generataipto 15,000pacletsduringthelifetime of theoverlay. Thetestcodemonitorspacletsrecevedfrom
eachhost,andlogsbothpacletslostandpacketsduplicatedrom every otherhost. Sincestreamsf datafrom
eachhostin anaudioconferenceare completelyseparatewe only needconsiderthe pacletslost from ary
individual source not cumulative pacletlossfrom the entiregroup.

Resultsfrom this rst run canbe seenin Figure 9.10. Both paclet loss and packet duplicationratesap-
pearacceptabldor all groupsizesused,with higherlossratesdueto morefrequentrecon gurationof links
andinef cient computatioratendhosts.

Somepaclet loss shouldbe expecteddue to normalrecon gurationof the mesh. This is particularlytrue
of running suchgroupssizesover a local areanetwork wherelatenciesbetweenhostsare measuredn mi-
crosecondsratherthan milliseconds. While the numberof links in the groupis reasonablystable(varying
by atmost 4 links for largergroups),thereis still somevariationin how mary links eachpeerholdsonto.
Erroneousping timescanleadto incorrectlatenciesbeingreported,causingthe meshto addor drop links.
Packet lossesandduplicationsdueto this naturalrecon gurationarewhatwe canseeat all groupsizes,and
explainstheincreaseén pacletlossandduplicationratesat largergroupsizes.Duplicatepacletsarisefor the
samereasorof periodsof miscon guration.

It's worth noting that asthesetestswererun, by necessityon machinesall occupying the sameL AN, that
ping timeswere notoriouslycloseto eachother andgenerallyreportedto be the oor valueof 3ms(some
larger, presumablydueto unfortunateschedulingof the userprocesseby the Linux kernel).

The graphsshovn heredo not demonstratéhe possibility of a peerleaving, and splitting part of the mesh
structure thoughthis would be a very real concernundermorerealisticsettings with membergoining and
leaving at morearbitrarymomentgshansimply leaving afterawell-de ned 5 minutes.Onepossiblesolution
to force a memberto keepat leasttwo links to the restof the meshmight be to requirethata an absolute
thresholdvaluecloseto zerofor the caseof a peerhaving 1 neighbourbe usedinsteadof the algorithmnor-
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mally usedto generate thresholdvalue. This would requirefurtherinvestigationto determinevhetherthe
settingof anabsolutethresholdvaluefor somegroupmembersvould upsetthe stability of the mesh partic-
ularly if thatthresholdwassigni cantly differentfrom thatof whatwould otherwisebe calculated.

One further issuewould be that of attemptingto balancethe thresholdin groupslarge enoughthat rout-
ing tablesat peerscould becomearge enoughto over ow outgoingUDP buffers, thuslosing paclets,such
thatthis doesnot happenput alsothatpeersstill retainat leasttwo neighboursanddistribution treesdo not
becomeoo deep.

9.10 Discussionof the ThresholdValue

Both the Naradgprotocolandthe Ortaprotocolrely heavily onthede nition of athresholdvalue,which acts
asaseeminglyarbitrarynumberthatdictateswhetherary givenlink is worthy of beingincludedin themesh.

It appearsrom the Dummynetstructuresshovn above that the chosenthresholdvalue works and gener
atescorrectmeshegin thatthey arefully connected)but it is not capableof providing at leasttwo links to
eachnodein thegroupatall times.

Partof thedif culty liesin nding athresholdvaluethatworksfor varyinggroupsizes,overvaryingnetwork
topologies.For example,peerson thelab network groupedtogetherto achieve betweern?2 and5 neighbours,
but this behaiour wasnotre ected onthedummynetnetworkstested.

Furtherdif culty in choosingthe thresholdvalueis thatit causeshe overlay to behae differently in dif-
ferenttypesof ervironments. It might be bene cial to have differentthresholds hardwired' for different
ervironments,so a thresholdmight be more appropriatefor conferencingoetweenhomeusersover ADSL
links, while anothemightbe betterfor groupsof usersonthe sameLAN. Adaptationof thethresholdcalcu-
lation duringthelifetime of theoverlaycouldbeachievable,perhapdasedn groupsize,numberof sources,
variability of link types,latenciesbetweengroupmembersto namea few. Evolutionaryalgorithmscould



73

perhapse of usehere,to allow the systemitself to decidewhatthresholdto usebasedon resultsfrom past
attemptsat thresholdvalues.This approactwould requiresubstantiatestingbeforereal-world usage.

9.11 Summary

Orta appeardo provide desirablepropertiesfor real-timeapplications. The volume of control trafc sent
duringthelifetime of a peergroupis reasonablyredictablepasecbn groupsize. Roundtrip timesachieved
onthetestnetworksarewithin thelimits requiredfor corversationahudioto take place,andpacletlossand
duplicationratesareminimal. Ortaachievesworstcasestresof substantialljessthanthatof a nave unicast
application. While moretestingover a larger variety of networks would be requiredto boostcon dencein

thenew protocol,theseresultsarepromising.

Mechanismaisedto x partitionsareunsatisfctory however. The paclketlossincurredat somepeerswould
betoo high, especiallyif the algorithmtakesin the orderof minutesto repairthe mesh. Potentialimprove-
mentsto this algorithmhave beenhighlightedin Section9.7.

In summarytheOrtaprotocolde nesapeerto-peeroverlaycapableof carryingreal-timedata,whichdemon-
stratesuseful propertiesfor the carrying of this data. While thereare someissuesto be resoled whena
partition hasto be x ed,theseissuesarewell understoodandmodi cation to the protocolwould allow for
swift recon gurationof the meshstructure Jeadingto repairin secondsatherthanminutes.



Chapter 10

Conclusions& Future Work

10.1 Future Work

Furtherinvestigationis requiredinto determiningthe ideal thresholdvaluesfor differentervironments,and
into trying to nd a methodof calculatingthresholdvaluesthatallow for groupsof variablesizeto stabilise,
andwhich enforceghateachpeerhasat leasttwo links to othermembersf the group. The mainissuewith
thethresholdvalueis thatit' s arbitrary;if thethresholdcouldadaptduringthe runtimeof the system(without
destabilisinghe meshby doing so, asthresholdsarecalculatedocally, not globally), the groupwould theo-
retically be ableto adaptto differentnetwork ervironments.For instanceusingthe samethresholdvaluefor
thedummynetexperimentsandthe lab-basedxperimentsn Chaptero.

Currently the addingof new links is performedif the utility of thatlink is deemedo be above somear-
bitrary threshold.One methodof removing the arbitrarythresholdmight be to adda link if it is roughlyas
goodasor betterthanthelinks alreadyin thegroup;removal of links couldoccurif alink is essentiallyredun-
dant,but alink would beleft in placeif it left thelocal peeror the foreign peerwith only onelink remaining
to thegroup.

Thework presentedh [28] offersa way of scalingup peerto-peergroupswhich usemesh-basedpproaches
to generatinglistributiontrees.It wouldbeinterestingo extendthe Ortaprotocolto accommodattheseclus-
teringtechniquego allow for a meshof meshesthe additionof morelayerswould make it moredif cult to
meetthe 400msupperboundon RTT for corversationabudio,but would reducethe volumeof controltrafc
sent,andallow for largergroupsto be generatedThis is particularlyrelevantfor Orta, wherethe volume of
computatiorincreasesubstantiallyasthe sizeof the peergroupincreasesThe problemfacedby this hierar
chicalapproacthis of how to clusterthegroupmembersnto individual clusters sothe problembecomedoth
a problemof how to clusterpeersandthento form a meshwithin thoseclusters.An idealisedview of this
algorithmmight beto have a UK cluster anda US cluster with the clustershemselesexchangingminimal
levelsof controlinformation.

As statedn Section7.7,thereareinef cienciesin the pacletformatsused,n that elds arent pacledtightly
into thepaclet. Fieldswhichcould t into 1 or 2 bitstake theform of a32bit unsignednt. During aredesign,
it would not be dif cult to leave a few bits to signify whathierarchylevel a control packet wasintendedfor
(the only nodesthat shouldever seepacletsfrom a differenthierarchylevel beingthosewho areelectedas
leaderdor their cluster).
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Perhapdurther experimentatiorwith sendingcontrol information over UDP, perhapsmelging the control
anddatachanneldo usethe sameport (usingthe channelabstractiorpresentedo the application),andre-
moving explicit “new member” ood packetsin favour of the soft-staterefresh ood mechanism.

With computationbecomingan issuefor Orta peersat larger group sizes,it would be possibleto cutting
down computatiorat every peerin the groupby having peersadwertisethemselesasparticipantsn the ses-
sion (i.e.: sourcesof data),or merely obsenersof the session.This might be usefulfor scenariosuchas
lecturesor presentationsShortespathtreeswould not have to be calculatedor thosehostswho aremerely
obseners,thoughobsenerswould still have to calculateshortesipathtreesfrom the sources An alternatve

methodof distributing routing statemight be to have participantsgenerateheir own shortesipathspanning
treeover the link-stateand ooding this treestructure(with eachreceving peernotingthe partsof this data
structurerelevantto themseles,andforwardingit onto neighbours)This latterapproachmightbebene cial

ontopologieswherethelink-stateis notlikely to changdrequently andtherearefew sourcef data.

Giventhatthe intentionof Ortawasto carryreal-timeaudio,thereis the possibility of mixing audiostreams
in transit,thusreducingthe numberof datapacketswhich mustbe sentat eachpeer This would requirethat

anoverlay layerwereaware of the type of traf c is werecarrying,andassuchan additionallayer between
the plain overlay andthe applicationcould be designed.The ideal would be to keepmostrouting decisions
completelygeneric but to allow someknowledgeof the applicationwhich the overlaywasserving.

Investigationinto and implementationof the ideasdiscussedn 9.7 would allow for fasterrepartitioning,
more suitedto real-timeapplications. This would alleviate someof the issuesregardingmemberdeaving,
but shouldnot be consideredheidealsolution.Having to repaira damagedneshshouldbe consideredh last
resortfor the protocolto take. Someeffort would have to go into investigatinghow bestto proceedvhena
peerhasfailedor left thegroup,causinga partition.

Further Ortacouldintroducebandwidth-sging measuresuchasprobabilisticallychoosingthe groupmem-
berwhich offersthe bestchancefor a goodnew link from existing link state,or reducingthe rateof random
ping pacletsto memberswhich the protocol hastried a few times already assuminghat if a connection
wasnt acceptabl@nthe rst probe,thechancef it beingacceptabl®nthe secondprobeareslim.

10.2 Conclusions

By alteringthe mechanisnthe Naradaprotocolusedfor the distribution of control stateto groupmembers
from a distancevectoralgorithmto a link state ooding algorithm, the Orta protocolallows for a morere-
sponsve peerto-peeroverlay, gearedowardthe carryingof real-timeaudiobetweermmary recipients.

While this changehasbroughtwith it increasedomputationaloadsat all peersin the group,it hasallowed
for amoreaccuratenechanisnfor the purposeof droppinglinks, andalsoremovedtherequiremenbn peers
to continueto forwarddatafor sometime afterleaving thegroup.

Theimmediateadwertisemenbf a nev memberto the groupallows the nev memberto participatewith the
groupimmediately(leaving the overlayto attemptto improve itself graduallyover time). The currentstateof
the protocolis not entirely promisingin the situationthatthe meshstructurebecomegartitioned. Potential
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improvementgo this algorithmhave beendiscussedn Section9.7, but essentiallyinvolve taking advantage
of thenatureof TCP connectionbetweemeighbourgo facilitateswift repartitioningof themesh;morecon-
cretemethod=of updatingmemberandlink statethroughouthe peergroupaftera partitionmay berequired
to repairthe meshstate. Onceimprovementsare madeto this part of the protocolto facilitate muchfaster
repartitioning the Ortaprotocolappearyery muchto beusefulfor thepurpose®f conferencingpplications.

Theonly othermajorobstacleheprotocolhasto counteris thatof thethresholdusedto determinevhetheror
notalink shouldbe addedor droppedfrom the mesh;thresholdvalue calculationcurrentlyhasto be almost
hardcodedo thetypeof network thatthe overlaywill berunningacross.Thisis certainlynotideal,andis an
areathatmight requireconsiderableffort to derive a propersolution.

To conclude Ortais a new protocolappropriatefor the carryingof real-timedatato small or medium-sized
conferencegroups,in the orderof 10sof members.The protocoloffersdistribution treesoptimisedfor each
sourceandwill recon gurein light of currentnetwork conditions offering ideal conditionsfor the carrying
of real-timedata. As hasbeendemonstratedthe implementatiorof Ortais capableof carryingdatafrom
mary sourceso all memberof thegroupatthe samedataratesasareal-timeaudioconferencingpplication
might sendafactbacledup by theimplementatiorof RAT usingthe Ortalibrary for datacarrying.



Appendix A

The net.udp API

Functionsarelistedwith alist of occurrencedy le (from therootof the sourcedirectory)andline number

Note that Mbus entries,in otherwords ary relevant function calls which appearin mbus.c , was not be
replacedasit wasthe mechanisnthroughwhich the corecomponent®f the applicationcommunicated.

Now thatoverlaycodeis morestable the Mbusentriesshouldtheoreticallybe replaceable.
Function: udp_addr valid( const char* addr )

Occurrences: rat/main  _control.c:80
Notes: Thisfunctionsimply checksthevalidity of anIP addres®r hostnameThis canbe copied&
pastediirectly into Naradacode for the purpose®f completeness.

Function:  udp _init( addr, rx _port, tx _port, ttl )
Occurrences: common/src/mbus.c:470
common/src/sap.c:81
Notes: Neitheroccurrencef thisfunctionis calledfrom RAT code.At ary rate,thisfunctionmerely
callsudp.init_if(), with ifacesetto NULL.

Function: udp_init _f( addr, iface, rx _port, tx _port, ttI )
Occurrences: common/src/rtp.c:1054
common/src/rtp.c:1055
Notes: Essentiallybindsrx_portto asocketdescriptor This functioncontaindots of multicastcode,
makingit look scarierthanit actuallyis. tx_portis not useddirectly, but is heldin the struct
soclet.udp* whichis returnedby this function.

Function: udp_recv( socket _udp, buffer, buflen )
Occurrences: common/src/mbus.c:761
common/src/rtp.c:1359
common/src/rtp.c:1879
common/src/rtp.c:2925
common/src/sap.c:106
Notes: Thisfunctionsimply lifts incomingdatafrom the socketdescriptorin socketudp.
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Function:
Occurrences:

Notes:

Function:
Occurrences:
Notes:

Function:
Occurrences:

Notes:

Function:
Occurrences:
Notes:

Function:
Occurrences:

Notes:

Function:

Occurrences:

Notes:
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udp send( socket _udp, buffer, buflen )

common/src/mbus.c:340

common/src/rtp.c:2239

common/src/rtp.c:2674

common/src/rtp.c:2862

Simply performsa sendto(with thesocletdescriptorfoundin the structsoclet udp;replace
with amesht type.

udp_sendv( ... )
common/src/rtp.c:2320
Thisfunctionis WIN32 only.

udp _host _addr( socket _udp )

common/src/rtp.c:918

common/src/rtp.c:1064

Getslocal hosthamechecksthat hostnameds valid. Straightcopy and pasteof code,for
completenessOutcomeof secondcall hereis passedstraightinto init_rng, i.e.: INITiate
RandomNumberGeneratar

udp fd( socket _udp )

Seeminglyunused.

Simply pulls the soclet descriptorout of the struct socletudp. Is there a reasonable
equivalentto this? Provide tagsfor groups?Createa groupID (easyaslocal hostname+
timestamp...).

Tag becomessome equivalent to the soclet descriptor? Or, given that only one soclet
will beopenfor sendto/recvfronfior UDP transferscanwe just exposethisto higherlayers?

udp select(  timeout )
common/src/rtp.c:1872
common/src/rtp.c:2923
common/src/sap.c:102

udp fd _zero( void )
common/src/rtp.c:1869
common/src/rtp.c:2921
common/src/sap.c:100
Clearssetof le descriptorsavailablefor readingby select().
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Function: udp _fd _set( socket _udp )
Occurrences: common/src/rtp.c:1870
common/src/rtp.c:1871
common/src/rtp.c:2922
common/src/sap.c:101
Notes: Addsasocletdescriptorto thereadsetfor readingby select().

Function: udp_fd _isset(  socket _udp )
Occurrences: common/src/rtp.c:1873
common/src/rtp.c:1876
common/src/rtp.c:2923
common/src/sap.c:103
Notes: Querieswhetheror notagiven le descriptoiis in thereadsetreadyfor readingby select().



Appendix B

The Orta API

Function:

Description:

Function:

Description:

Function:

Description:

Function:

Description:

Function:

Description:

Function:

Description:

Function:

Description:

Function:

Description:

int  mesh_addr _valid(  const char *addr );
ReturnsTRUE if thegivenaddresghostnamer IPv4 address)s valid, FALSE otherwise.

const char *mesh_host _addr( );
Returnsa charactestring containingthe externalnetwork addresgor thelocal host.

int  mesh_inittmesh 1t *m, uintl6 _t udp._rx _port, uintl6 _t
udp tx _port, int ttl);

int mesh.init _iflmesh _t **m, const char *iface, uintle _t
udp rx _port, uintlé _t udp_tx _port, int ttl);

Createverlay statefor useon connectingto an existing mesh,or to allow incomingcon-
nectionsfrom otherhosts. Returnsa pointerto a valid mesht structureon successNULL
otherwise.Theifaceversionis currentlyin placefor completenesagainstthe netudpinter-
face;theifaceargumentwill simplybeignored.

int  mesh_connect( mesht *m, const char *dest );
Attemptsto connectto a peeralreadyin the peergroup using “addr', which shouldbe a
charactestring containinganPv4 network address.

int  mesh_disconnect( mesh_t *m );
Closesall connectionsnto peergroupcleanly andclearsstateheldwithin the mesht struct.

void mesh_destroy( mesht **m ),
Destrg/s the stateusedby "mesh'andfreesup any occupiedmemory

int  mesh_register _channel( mesht *m, uint32 _t channel );
Ragistersa new datachannelat this hostfor the purposesf receving UDP dataon that
particularchannel.Channelganbe seenasanemulationof systenports.

int  mesh_select( mesh_t struct  timeval *timeout, int*
channels, int *count );

Scanghedatachannelsuntil datais availableon atleastoneof them.

*m,
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Description:

Function:

Description:
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int  mesh_recv( mesht *m, uint32 _t channel, char *buffer, int
buflen );

int mesh_recv 0( mesht *m, char *buffer, int  buflen );

int  mesh_recv _timeout( mesh_t *m, uint32 _t channel, char

*puffer, int  buflen, struct  timeval *timeout );

Therecvcallsall dealwith removing datafrom theinputqueuedrom thenetwork; _recv()

is thebasiccall, in whicha channemustbe speci ed. It blocksuntil datahasbeenretrieved,
andon retrieval returnsthe lengthin bytesof thatdata. If aninvalid channels speci ed, -1
is returned.

recv _0() is exactlythesameasthe rst call, exceptit's hardwiredto checkchannelO.
Allows for aslightly simplerinterfaceinto theoverlayif only onechanneis required.
_recv _timeout() behaesexactlyasthe rst call, exceptit will alsoreturn-1 shouldthe
timeoutbehit beforeary dataarriveson the channebkpeci ed.

int  mesh_send( mesht *m, uint32 _t channel, char *buffer, int
buflen );
int mesh_send 0( mesh_t *m, char *buffer, int  buflen );

Thesendcallshandlethebundlingof dataandforwardingto therelevanthostsin theoverlay;
theapplicationneednot be awarewhich hoststhe overlayis forwardingto.

As with therecvcalls, _send() sendsthe datato the channelspeci ed, and _send _0()
sendson channelkzero,shouldonly onechanneberequired.



Appendix C

Modi®cations madeto RAT

The following detailsthe modi cations madeto the softwaretool RAT, [4], to make useof the Ortalibrary
presentedere. Patchesare presentedherein sectionsC.2.1andC.2.2. A minimal numberof sourcecode
modi cationswererequired,andasidefrom modi cationsto the Make les presenin therat andcommon
directoriespnly rtp.c  hadto bealtered.

Themodi cationsmadeto rtp.c ~ weregenerallyto replacecalls which were previously madeto functions
in net _udp.c , whicharethemselescoveredin AppendixA. ThesearethefunctionsRAT usesto sendand
receve real-timedata. Had the functionscontainedn net _udp.c beenusedonly for the transmissiorof
real-timedata,thenthe requiredmodi cations could have beenplacedin there. However, the main compo-
nentsof RAT communicatausinga messagéus (mbus, [37]) system,which makesuseof thesefunctions.
To aid stability, the decisionwastakento leave thenet _udp.c functionalityin placefor useby the mbus
functions,andinsteadpointthe RTP callsto the Ortafunctions.Hadthembusnot madeuseof thesefunction
calls, callsinto Ortawould have beenmadewithin thenet _udp.c functionsto directly replacesystemnet-
work calls.

New function calls are merely fencedoff by an#ifdef ... #endif , to be activatedif the ORTA tagis
de ned duringcompiletime.

C.1 Data Structuresand Constants

TheRTP codein thecommonsourcetreebundlesall RTP stateup into onelarge struct;within this structare
two UDP socletskeptfor the purpose®f sendingandrecevving RTP data,andRTCP data[44]:

rtp_soclet
rtcp_soclet

Tomakertp.c  work with the Ortalibrary insteadthen,the socletswereno longernecessaryThe soclets
canbereplacedvith onereferencego amesh_t structure.n otherwords,simply declare

mesht mesh
Thusthe RTP codecarrieswith it areferenceanto the overlay, from whereit cansendandreceve data,after

it hasconnectedo agroup.
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To emulatethe two ports, the patchedcodede nestwo Ortachannelspnefor RTP dataandonefor RTCP
data.Onreceving ary dataoneitherof thesechannelsthesamecodeaswasrun prior to thepatchis executed.

C.2 Patches

Thefollowing patchesanbe appliedto codeobtainedrom anorymousCVS senersat UCL?, aswascurrent
asof theendof May, 2005.

C.2.1 rat patch

diff  -Naur rat/Makefile.in /users/students8/level8/strowesd/Project/src/rat /Makefil  e.in

---  rat/Makefile.in 2005-02-01  08:55:15.000000000 +0000

+++ [users/students8/level8/strowesd/Project/src/rat /Makefil e.in 2005-05-28  03:30:10.000000000 +0100
@@5,11 +515 @@

#

# Configure  substitutes variables here... BB

+ORTASRC= ../mesh/
+ORTANAME= mesh
+

+

DEFS = @DEFS@DHIDE_SOURCE_STRINGS

CFLAGS = @CFLAGS@(DEFS)

-LIBS = @LIBS@@MATHLIBS@

+LIBS = @LIBS@@MATHLIBS@L$(ORTASRC) -I$(ORTANAME) -Ipthread
LDLIBS =

-INCLUDE = @COMMON_INC@AU_INC@@TCL_INC@@TK_INC@@G728_INC@

+INCLUDE = @COMMON_INC@AU_INC@@TCL_INC@@TK_INC@@G728_INC@-I$(ORTASRC)
cc = @cc@

AR = ar

RANLIB = @RANLIB@

C.2.2 commonpatch

diff  -Naur common/examples/rtp/Makefile.in lusers/students8/level8/strowesd/Project/src/co mmon/examples/rt  p/Makef ile.in
---  common/examples/rtp/Makefile.in 2001-04-04  14:36:36.000000000 +0100

+++ [users/students8/level8/strowesd/Project/src/com mon/examples/rt  p/Makefi le.in  2005-05-26  02:29:38.000000000 +0100
@@4,14 +4,17 @@

#

# Location of includes and library
-CSRC = ./.Isrc

+CSRC = .l.src

+ORTASRC= ../../...mesh/

# Library  name
-LNAME = uclmmbase
+LNAME = uclmmbase
+ORTANAME= mesh

-DEFS = @DEFS@

+DEFS = @DEFS@DORTA

CFLAGS = @CFLAGS@(DEFS) -I$(CSRC)

-LIBS = @LIBS@-L$(CSRC) -I$(LNAME)

+LIBS = @LIBS@-L$(CSRC) -I$(LNAME) -L$(ORTASRC) -I$(ORTANAME) -Ipthread

+INC = -I$(ORTASRC)

cc = @Cc@

L:pserver:cvsanon@scary.cs.ucl.ac.uk:/cs/re search/ nets/co mmonO/starshi p/src/l ocal/CV S_

repository
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TARGET = rtpdemo

diff ~ -Naur common/src/Makefile.in Jusers/students8/level8/strowesd/Project/src/comm on/src/ Makefile .in
---  common/src/Makefile.in 2003-05-28  12:38:56.000000000 +0100
+++ [users/students8/level8/strowesd/Project/src/com mon/src/ Makefil e.in  2005-05-26  01:58:23.000000000 +0100

@@39 +3,10 @@
# This probably requires  GNU make.
#

-DEFS = @DEFS@
+DEFS = @DEFS@DORTA
CFLAGS = @CFLAGS@(DEFS)

-LIBS = @LIBS@

+INC = -I././mesh/

+LIBS = @LIBS@-L../../mesh/

cC = @CC@

AR = ar

RANLIB = @RANLIB@

diff  -Naur common/src/rtp.c /users/students8/level8/strowesd/Project/src/co mmon/src /rtp.c

---  common/src/rtp.c 2004-11-25  17:25:22.000000000 +0000

+++ /users/students8/level8/strowesd/Project/src/com mon/src/ rtp.c  2005-05-28  14:52:31.000000000 +0100

@@616 +61,10 @@
#include  "rtp.h"

+#ifdef  ORTA
+#include  "mesh.h"
+#endif

+

/*

* Encryption stuff.

*/

@@97,6 +101,13 @@
#define RTCP_BYE 203
#define RTCP_APP 204

+
+#tifdef ~ ORTA
+#define  RTCP_CHANNELL
+#define  RTP_CHANNEL2
+#tendif
+
+

typedef  struct {

#ifdef ~ WORDS_BIGENDIAN

unsigned  short version:2; /* packet type */
@@218,8 +229,12 @@

*

/

struct  rtp {
+i#ifdef ORTA
+ mesh_t *mesh;
+itelse
socket_udp  *rtp_socket;
socket_udp  *rtcp_socket;
+#tendif
char *addr;
uintl6_t rx_port;
uintl6_t tx_port;
@@866,7 +881,7 @@

#define  MAXCNAMELERS55

-static char *get_cname(socket_udp *s)
+static char *get_cname(struct rtp *s)
{

/* Set the CNAME. This is “"user@hostname” or just “hostname" if the username cannot be found. */



const char *hname;

@@915,7 +930,11 @@
#endif

/* Now the hostname. Must be dotted-quad IP address. */
+i#ifdef ORTA
+ hname = mesh_host_addr();

+itelse
hname = udp_host_addr(s);
+#endif
if (hname == NULL) {
/* If we cant get our IP address we use the loopback address... */
/* This is horrible, but it stops the code from failing. */
@@1051,17 +1070,38 @@
session->rx_port = rx_port;
session->tx_port = tx_port;
session->ttl = min(ttl, 127);
-session->rtp_socket = udp_init_if(addr, iface, rx_port, tx_port, ttl);
-session->rtcp_socket = udp_init_if(addr, iface, (uint16_t) (rx_port+1), (uint16_t)
+#ifdef ORTA
+ mesh_init_if(&session->mesh, iface, rx_port, tx_port, ttl);
+
+ if  (session->mesh == NULL) {
+ xfree(session);
+ return NULL;
+}
+
+ if ( !strcmp(  addr, “localhost" ) ) {
+ mesh_connect(session->mesh, NULL);
+}
+ else {
+ mesh_connect(session->mesh, addr);
+}
+ mesh_register_channel(session->mesh, RTCP_CHANNEL);
+ mesh_register_channel(session->mesh, RTP_CHANNEL);

init_opt(session);
+ init_rng(mesh_host_addr());
+#else
+ session->rtp_socket = udp_init_if(addr, iface, rx_port, tx_port, ttl);
+ session->rtcp_socket = udp_init_if(addr, iface, (uint16_t) (rx_port+1), (uint16_t)

if  (session->rtp_socket == NULL || session->rtcp_socket == NULL) {
xfree(session);

return NULL;

}

+ init_opt(session);
init_rng(udp_host_addr(session->rtp_socket));

+#endif

+
session->my_ssrc = (uint32_t) Irand48();
session->callback = callback;

@@1108,7 +1148,7 @@

/* Create a database entry for ourselves... */
create_source(session, session->my_ssrc, FALSE);
-chame = get_cname(session->rtp_socket);
+ cname = get_cname(session);
rtp_set_sdes(session, session->my_ssrc, RTCP_SDES_CNAMEgcname, strlen(cname));
xfree(cname); /* cname is copied by rtp_set_sdes()... */

@@1356,7 +1396,11 @@
buffer12 = buffer + 12

}

(tx_port+1),

(tx_port+1),

85

ttl);

ttl);



+#ifdef
+ buflen
+ielse

ORTA
= mesh_recv(session->mesh,

buflen = udp_recv(session->rtp_socket,

+#endif

if (buflen > 0) {

if  (session->encryption_enabled) {
uint8_t initVec[8]
@@1866,6 +1910,28 @@
int  rtp_recv(struct rtp
{

check_database(session);
+#ifdef ORTA

/* FIXME: Constant
int  channels_set[2];
int  count, i;

buried in code.

if  (mesh_select(session->mesh,
for ( i= 0; i<count; i+ ) {
if ( channels_set][i]

rtp_recv_data(session, curr_rtp_ts);

¥
¥
¥
¥
¥
¥
¥
¥
¥
¥
+ uint8_t
i
i
¥
¥
¥
i
i
i
¥

}
if ( channels_set[i] == RTCP_CHANNED {
buffer[RTP_MAX_PACKET_LEN];
int buflen;
buflen = mesh_recv(session->mesh, RTCP_CHANNEL,buffer,
printf( "Recv RTCP\n" );
rtp_process_ctrl(session, buffer, buflen);
}
}
check_database(session);
return TRUE;
}
+itelse
udp_fd_zero();
udp_fd_set(session->rtp_socket);
udp_fd_set(session->rtcp_socket);
@@1882,6 +1948,7 @@
check_database(session);
return  TRUE;
}
+#tendif
check_database(session);
return FALSE;
}
@@2236,7 +2303,13 @@
buffer_len, initvVec);
}
+i#ifdef ORTA
+ [*printf( "- Calling mesh_send.\n" );*
+ rc = mesh_send(session->mesh, RTP_CHANNEL, buffer ~ + offsetof(rtp_packet,
+ [*printf( "- Call complete.\n" )*
+itelse
rc = udp_send(session->rtp_socket, buffer  + offsetof(rtp_packet,
+#tendif
xfree(buffer);
/* Update the RTCP statistics... */
@@2317,7 +2390,11 @@
}
/* Send the data *
+i#ifdef ORTA
+ fprintf( stderr, "Windows functionality not implemented...\n" );
+#else

rc = udp_sendv(session->rtp_socket,

RTP_CHANNEL, buffer,

= {0,0,0,0,0,0,0,0};

*session, struct

timeout,

buffer,

timeval  *timeout, uint32_t

*

channels_set, &count))  {

== RTP_CHANNEL) {

my_iov, my_iov_count);

curr_rtp_ts)

RTP_MAX_PACKET_LEN);

fields),

fields),

RTP_MAX_PACKET_LEN offsetof(rtp_packet,

RTP_MAX_PACKET_LEN offsetof(rtp_packet,

buffer_len);

buffer_len);
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+#endif

/* Update the RTCP statistics... */
session->we_sent = TRUE;
@@2671,7 +2748,12 @@
}
(session->encrypt_func)(session, buffer, ptr - buffer, initVec);
}
+#ifdef ORTA
+ mesh_send(session->mesh, RTCP_CHANNEL,buffer, ptr - buffer);
+ printf( "Sent RTCP\n" );
+#else
udp_send(session->rtcp_socket, buffer, ptr - buffer);
+#tendif

/* Loop the data back to ourselves so local participant can
/* query own stats when using unicast or multicast with  no

@@2859,7 +2941,11 @@
assert(((ptr - buffer) % session->encryption_pad_length) == 0);
(session->encrypt_func)(session, buffer, ptr - buffer, initVec);
}
+#ifdef ORTA
+ mesh_send(session->mesh, RTCP_CHANNEL,buffer, ptr - buffer);
+ielse
udp_send(session->rtcp_socket, buffer, ptr - buffer);
+#endif
/* Loop the data back to ourselves so local participant can *
/* query own stats when using unicast or multicast with no */
/*  loopback. */
@@2918,13 +3004,23 @@
timeout.tv_sec = 0;
timeout.tv_usec = 0;
tv_add(&timeout, tv_diff(session->next_rtcp_send_time, curr_time));
+
+#ifdef ORTA
+ buflen = mesh_recv_timeout(session->mesh, RTCP_CHANNEL, buffer,
+ RTP_MAX_PACKET_LEN &timeout);
+ if ( buflen 1= -1 ) {
+ rtp_process_ctrl(session, buffer, buflen);
+}
+itelse
udp_fd_zero();
udp_fd_set(session->rtcp_socket);
+
if  ((udp_select(&timeout) > 0) && udp_fd_isset(session->rtcp_socket))
/* We woke up because an RTCP packet was received; process it...

buflen = udp_recv(session->rtcp_socket, buffer, RTP_MAX_PACKET_LEN);

rtp_process_ctrl(session, buffer, buflen);
}

+#endif
/* Is it time to send our BYE? *
gettimeofday(&curr_time, NULL);

new_interval = rtcp_interval(session) | (session->csrc_count + 1);

@@2981,8 +3077,13 @@

}
*

+i#ifdef ORTA
+ mesh_disconnect(session->mesh);
+ mesh_destroy(&(session->mesh));
+itelse
udp_exit(session->rtp_socket);
udp_exit(session->rtcp_socket);
+#endif
xfree(session->addr);
xfree(session->opt);
xfree(session);

*
*
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Appendix D

Project Management

The following sectionscover the projecttimeline, the tools usedto achieve the projectaims, and how the
work effort wasdivided.

D.1 Resourcesand Tools

A projectof this naturerequiresmary hostson which to testthe runningof the systemandensurethat not
only is the codestable,but thatthe nodesarebehaing correctly To this end,not only wereundegraduate
lab machineausedfor the evaluationin Chaper9, but they werealsousedfor testingon progressiely larger
groupsasthecodestabilised. ThemachineatISl, kame.isi.edu , wasusefulfor testingof thecodewhich
dealtwith latenciesduring developmentsincethelatenciesbetweeriab machinesvassosmall.

For the purposesf the evaluationthen, aswas coveredin 8 and 9, both lab machinesand a smallernet-
work of machinesonnectedy transparenbridgeswith dummynefunctionalityenabledvereemployed. In
all theseexperimentsendhostswhich rantestcodewasrunningsomeform of Linux; transparenbridgesall
ranFreeBSD4.11,

Theintegrationwith RAT wastestedover someof the machinesn G081,thoughdueto driversonly offering
half-duplex audioonthesemachinesactualrunningof theapplicationwasnot possibleuntil Supportinstalled
thecorrectsounddriversfor thehardwareto work correctly asRAT requiresull-duplex audiohardwaresup-
port.

Aside from the above, the usualarray of tools was usedto completethe project, including, but not lim-

ited to, IATEX, gcc, gdb, awk, gnuplot, etc. The ability to chainmary of thesetools togetherandto build
scriptsto automateaestingmadethe evaluationeasieyif no lesstime consuming.

D.2 Division of Labour

All projectssuffer unexpecteddelays,andthis onewascertainlyno different.For anoverview of thetimeline
of theproject,seeFigureD.1.

The original projecttimeline was as chartedin Figure D.1(a). The labelson the tasksare detailedbelow.
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10/01/05 24/01/05 07/02/05 21/02/05 07/03/05 21/03/05 04/04/05 18/04/05

17/01/05 31/01/05 14/02/05 28/02/05 14/03/05 28/03/05 11/04/05 22/04/05
(DEADLINE)

(a) Original projecttimeline.

07/03/05

21/02/05

07/02/05

24/01/05

10/01/05 21/03/05 04/04/05 18/04/05 02/05/05 16/05/05 30/05/05

17/01/05 31/01/05 14/02/05 28/02/05 14/03/05 28/03/05

11/04/05 P5/04/05

09/05/05 23/05/05 07/06/05

22/04/05
(ORIGINAL
DEADLINE)

(b) Actual projecttimeline.

FigureD.1: Ganttchartschartingprojecttimeline.
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TaskLabel | Description

11 Designof sensibleexternal APIs. Identify importantcodestructuresapparenbeforeim-
plementatiorbegins.

12 Implementatiorof the meshstructures.

13 Implementatiorof datadistribution mechanisms.

14 Integrationof codeinto RAT.

15 Endof testing;codefreezeto focuson evaluationanddissertation.

D1 Initial documentwvork, settingdown IATEX les andscripts,etc.

D2 Draft sectiongfor the meshstructures.

D3 Draft sectiondor thedistribution treedesign datadelivery, routing, etc.

D4 Finalisedissertation.

As with ary projectscheduleit is dif cult to predictwhatwill happernin the future. As such,ascanbeseen
took considerablylesstime to implementthan|2 did, anddeluggingof 12 ranfor mostof the

in D.1(b), 13

project.|4 wasa stepwhich wassurprisinglyeasyto perform.

D.3 ProjectLog

12/01/05
17/01/05
18/01/05

23/01/05

27/01/05

04/02/05

07/02/05
08/02/05
17/02/05

23/02/05

CreatedasiclATpXframework for report,splitting sectionsnto (empty).tex  les.

Initial de nition of datatypesto be presentedo the applicationsetin code.
Experimentationvith pacletformats;how to reliablytransmit atten datastructuregor send-
ing, and reassembletructuresat the receving end. Someexisting RTP codeusedfor as
examplecode.

Many peersableto connecto eachotherwithouttoo mary stability problems.Membersare
now passingcurrentknown groupmembershigablesto new peerson anew peerjoining the
group.

Lookedinto ICMP for sendingof “real' ping pacletsbetweerpeers;determinedhattimes-
tampsin paclketsshouldwork well enoughput over UDP ratherthanTCP
Coderestructuring,toward more of a link-state style of routing ratherthan distancevec-
tor routing. Peersarestill sendinglink-stateon a regular basis,ratherthanwhenlink-state
changesanddatastructuresiresuchthata shortespathalgorithmcanberun ontop of them.
Theseregularpacletscontaingroupmembershiandlastknown sequencaumberfrom each
memberandalist of link statedocalto thesendingpeer Customping packetsarenow being
sentusingUDP ratherthanTCP.

Dijkstra's shortespathalgorithmin testing.

Startedworking on codeto evaluatethe bene t of addinga new link.

Dijkstra's shortespathalgorithmnow beingusedto calculateroutingtables.Improvedsim-
ple testharnesgo make useof meshsendandmeshrecvfunctions. Also x edcodeto run
onFreeBSD.

Codecleanup.Remoral of a busywait on the incomingdataqueuefor dataintendedfor the
application,andinsteadsignalwhendatahasarrived on the queue.This emulatesa normal
blockingrecv() quitenicely.
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06/03/05 Major restructuringto do properlink-state ooding on major statechangegne~ny membey
droppedmembernew link, removedlink), with regular oods from eachmemberto update
thegroupon currentlink weightsfrom eachpeer

16/03/05 Codestabilisingafterthechangeo link-state ooding.

18/03/05- 21/03/05
06/04/05- 20/04/05

21/04/05- 01/05/05
24/03/05- 06/04/05
02/05/05- 24/05/05
25/05/05- 07/06/05

Firstboutof illness.

Continueddelugging, startingof evaluationproperly building of scripts,etc. Outlinedre-
mainingdissertatiorsections.

Studybreak.

Secondboutof illness.

Examseason.

Finalisingof testing& evaluation,dissertatiorwriting.

07/06/05 Finaldeadline.



Bibliography

(1]
(2]

(3]

(4]
(5]

(6]

(7]

(8]

(9]

[10]

[11]

[12]
[13]

[14]

[15]

[16]

[17]

(18]

[19]

[20]

[21]

Homepagef the BitTorrentproject. http://bittorrent.com/ .

Homepagef the Skypeinstantmessagingndreal-timeaudioconferencingpplication.http://www.skype.

com/ .

Homepageof the UCL Network and Multimedia ResearchGroup. http://www-  mice.cs.ucl.ac.uk/
multimedia/

Rolust-AudioTool homepagehttp://www-  mice.cs.ucl.ac.uk/multimedia/s oftwar e/rat/

A. Adams,J. Nicholas,andW. Siadak.ProtocolindependenMulticast- DenseMode (PIM-DM): ProtocolSpeci-
®cation(Revised). http://www.ietf.org/rfc/rfc3973.txt

Z. AlbannaK. Almeroth,D. Meyer, andM. Schipper IANA Gwdellnesfor IPv4 Multicast AddressAssignments.
http://lwww.ietf.org/rfc/rfc3171.txt

S. Banerjee,B. Bhattacharjeeand C. Kommareddy Scalableapplicationlayer multicast. In SIGCOMM'02:
Proceeding®of the 2002confeenceon Applications technolaies, architectues,and protocolsfor computercom-
municationspage205+217 ACM Press2002.

S.A. BasetandH. Schulzrinne An analysisof the skype peerto-peerinternettelephory protocol,Septembe2004.
S.Birrer, D. Lu, F. E. BustamanteY. Qiao,andP. A. Dinda. Fatnemo:Building aresilientmulti-sourcemulticast
fat-tree.In WCW volume3293of Lecture Notesin ComputerSciencepagesl82+196.Springer 2004.

M. CastroP. Druschel A. KermarrecA. Nandi,A. Rowstron,andA. Singh. SplitStreamHigh-bandwidthcontent
distributionin a cooperatie ervironment.In IPTPS'03 February2003.

M. CastroP. Druschel A. KermarrecandA. Rowstron. SCRIBE:A large-scalenddecentralizeépplication-leel
multicastinfrastructure IEEE Journal on Selecteddreasin communication$JSAC), 2002. To appear

Y. Chawathe.Scattercastanadaptabldroadcastlistribution framevork. MultimediaSyst, 9(1):104+1182003.
Y. Chu,A. Ganjam,T. S.E. Ng, andS. G. Rao.Early experiencewith aninternetbroadcassystembasedn overlay
multicast,2004.

Y. Chu, S. G. Rao,S. SeshanandH. Zhang. Enablingconferencingapplicationson the internetusingan overlay
multicastarchitectureln ACM SIGCOMM2001, SanDiago,CA, Aug. ACM.

Y. Chu, S. G. Rao,andH. Zhang. A casefor endsystemmulticast. In Measuementand Modelingof Computer
Systemgpagesl+12,2000.

D. Clark. Thedesignphilosophyof the DARPA internetprotocols.In SIGCOMM'88: Symposiunproceeding®n
Communicationarchitectuesand protocols pagesl06+114 ACM Press1988.

M. CoatesandR. Nowak. Network tomographyfor internaldelayestimation.In IEEE InternationalConfeenceon
AcousticsSpeeh and SignalProcessindICASSP01), volume6, pages3409+34122001.

S. E. Deering. Multicastroutingin internetworks andextendedans. In SIGCOMM'88: Symposiunproceedings
on Communicationsrchitectuesand protocols pages5+64.ACM Press1988.

D. Estrin,D. Farinacci,A. Helmy, D. Thalet S. Deering,M. Handlgy, V. JacobsonC. Liu, P. SharmaandL. Wei.
Protocol IndependenMulticast-SparseMode (PIM-SM): Protocol Speci®cation. http://www.ietf.org/
rfc/rfc2362.txt

P. Francis. Yoid: Extendingthe internetmulticastarchitecture April 2000. http://www.isi.edu/div7/

yoid/

A. GanjamandH. Zhang. Connectvity restrictionsin overlay multicast. In Proceeding®f the 14thinternational
workshopon Networkand opeiating systemsupportfor digital audioandvideq pages54+59.ACM Press2004.

92



[22]
(23]

[24]
[25]
[26]
[27]
(28]
[29]
[30]

[31]

[32]

[33]

[34]

[35]

[36]
[37]

(38]

[39]

[40]

[41]

[42]

[43]

[44]

[45]

93

M. T. GoodrichandR. TamassiaAlgorithm Design: Foundations Analysis,and InternetExamples Wiley, 2002.
M. Handlg, S. Floyd, J. Padhye,and J. Widmer TCP Friendly Rate Control (TFRC): Protocol Speci®cation.
http://www.ietf.org/rfc/rfc3448.txt

V. HardmanM. A. SasseM. Handlg/, andA. Watson. Reliableaudiofor useover the Internet. Proceedingof
INET, Oahu,Hawaii, 1995.

M. HefeedaA. Habib,B. Boyan,D. Xu, andB. Bhagava. PROMISE: peerto-peemediastreamingusingcollect-
cast. Technicalreport,August2003. CS-TR03-016,PurdueUniversity Extendedversion.

M. HefeedaA. Habib,D. Xu, B. Bhaigava, andB. Botev. CollectcastA peerto-peerservicefor mediastreaming.
InternationalTelecommunications/lnion, Recommendatiofs.114. One-way transmisesiotime, February1 996.
S.Jain,R. Mahajain,D. Wetherall,andG. Borriello. Scalableself-omganizingoverlays. TechnicalReport02-02-02,
UW-CSE,Feb2002.

J.Jannotti,D. K. Gifford, K. L. JohnsonM. F. KaashoekandJ. W. O'Toole, Jr. Overcast:Reliablemulticasting
with anoverlay network. pagesl97+212.

X. Jiang,Y. Dong,D. Xu, andB. Bhaigava. GnuStreamA P2PMediaStreamingSystemPrototype In Proceedings
of theInternationalConfeenceon Multimediaand Expo(ICME), volume2, pages325+328 July 2003.

B. Knutsson,H. Lu, W. Xu, and B. Hopkins. Peerto-peersupportfor massiely multiplayergames. In IEEE
Infocom2004 March2004.

M. Kwon andS. Fahmy Topology-avare overlay networks for groupcommunication.In Proceeding®of the 12th
international workshopon Networkand opeiating systemssupportfor digital audio and videq pages127+136.
ACM Press2002.

J.LennoxandH. Schulzrinne.A protocolfor reliabledecentralizedonferencingIn NOSSBYV '03: Proceedings
of the 13thinternationalworkshopon Networkand opemating systemsupportfor digital audio and videg pages
72+81.ACM Press2003.

J.LiebeherrandT. K. Beam.HypercastA protocolfor maintainingmulticastgroupmembersn alogical hypercube
topology In Proceedingof 1stInternational\Workshopon Networled Group CommunicatioNGC '99), pages
72+89,July 1999.

M. R. Macedoniaand D. P. Brutzman. MBone provides audio and video acrossthe internet. IEEE Computer
27(4):30+£36 April 1994.

J.Moy. MulticastExtensiongo OSPF.http://www.ietf.org/rfc/rfc1584.txt

J. Ott, C. Perkins,andD. Kutscher A MessageBusfor Local Coordination. http://www. |etf org/rfc/

rfc3259.txt

D. PendarakisS. Shi, D. Verma,and M. Waldwgel. ALMI: An applicationlevel multicastinfrastructure. In
Proceedingsf the 3rd USENIXSymposiunon Internet Technolaggies and SystemgUSITS2001) pages49+60,
March2001.

S.RatnasamyP. Francis M. Handlg/, R. Karp,andS. Shenler. A scalablecontentaddressablaetwork. Technical
ReportTR-00-010Berkeley, CA, 2000.

S.RatnasamyM. Handley, R. Karp,andS. Shenler. Topologically-avareoverlayconstructiorandsener selection.
In Proceeding®f IEEE INFOCOM'02, June2002.

S. RatnasamyM. Handlg, R. M. Karp, and S. Shenler. Application-level multicastusing content-addressable
networks. In Proceedingsf the Third International COST264Wbrkshopon Networled Group Communication
pagesl4+29.SpringerVerlag,2001.

A. RowstronandP. Druschel. Pastry: Scalable distributed objectlocation and routing for large-scalepeerto-
peersystems. IFIP/ACM International Confeenceon Distributed System#latforms(Middleware), Heidelbeg,
Germany pages329+350 November2001.

J.H. SaltzerD. P. ReedandD. D. Clark. End-to-endargumentsn systendesign.ACM Transaction®n Computer
Systems2(4):277+288nov 1984.

H. SchulzrinneS. CasnerR. Frederick,andV. JacobsonRTP: A TransportProtocolfor Real-Time Applications.
http://www.ietf.org/rfc/rfc3550.txt

K. SripanidkulchaiA. Ganjam,B. Maggs,andH. Zhang Thefeasibility of supportinglarge-scaldive streaming
applicationswith dynamicapplicationend-points. SIGCOMMComput.CommunRev., 34(4):107+1202004.



[46]

[47]
[48]

[49]

[50]

[51]

[52]

94

I. Stoica,R. Morris, D. Karger, F. KaashoekandH. Balakrishnan.Chord: A scalablePeefTo-Peellookupservice
for internetapplications.In Proceeding®fthe 2001ACM SIGCOMMConfeence pagesl49+160,2001.

D. Tran,K. Hua,andT. Do. Zigzag: An ef®cientpeerto-peerschemdor mediastreaming2003.

D. Waitzman,C. Partridge,andS. Deering. DistanceVectorMulticast Routing Protocol. http://www.ietf.
org/rfc/rfc1075.txt

W. Wang,D. A. Helder S. Jamin,andL. Zhang. Overlay optimizationsfor end-hosimulticast. In Proceeding®of
the International\orkshopon Networled Group Communicatior{NGC), October2002.

D. Xu, M. HefeedaS. HambruschandB. Bhamgava. On peerto-peermediastreaming.In Proceeding®f the 22
nd International Confeenceon Distributed ComputingSystemgICDCS'02) page363.IEEE ComputerSociety
April 2002.

B. Y. Zhao,J. D. Kubiatawicz, andA. D. Joseph.Tapestry:An infrastructurefor fault-tolerantwide-aredocation
androuting. TechnicalReportUCB/CSD-01-1141UC Berkeley, April 2001.

S.Q. Zhuang,B. Y. Zhao,A. D. JosephR. H. Katz, andJ. D. Kubiatavicz. Bayeux:anarchitectureor scalable
andfault-toleranwide-areadatadisseminationin Proceeding®f the 11thinternationalworkshopon Networkand
opeiating systemsupportfor digital audioandvideq pagesl1+20.ACM Press,June2001.



95



